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Is a North Korean ICBM a “Game Changer”?

By Elaine Bunn

A North Korean nuclear warhead successfully miniaturized and capable of being
mounted on an ICBM is frequently referred to as ““a strategic game-changer.”

» What do we mean by the phrase “game changer”?

o Denotations:

A newly-introduced element or factor that changes an existing
situation or activity in a significant way (Merriam-Webster)

An event, idea, or procedure that effects a significant shift in the current
way of doing or thinking about something (English Oxford Dictionary)

o Connotations:

Many Americans mean that if/when NK has the capability to strike the
United States, it changes the understanding of the strategic threat

Many ROK and Japanese interlocutors mean that if/when NK has the
capability to strike the United States, they are concerned that the US will
no longer uphold its extended deterrence commitments to them

» Is that the proper characterization of this capability? Why or why not?

(0]

(0]

(0}

First, one must ask which game?

The geo-strategic threat game?

The deterrence game?

The extended deterrence/assurance game?
The US domestic/political game?

And from whose perspective?

North Korea’s?

ROK’s?

Japan’s?

China’s?

US security experts?

US political leaders/elected officials and the US publc?

In many cases, the questions of “which game?” and “from whose
perspective?” interact and are difficult to disentangle.

My perspective on whether NK ICBM is a strategic gamechanger: Yes and
No, mostly no — depending on how we handle it.

On the No side:
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e It’s only a game-changer if there’s nothing one can do about it.
e There are conceptually three categories of things we can do about it:
1. Prevent/deny NK the capability (by force)
2. Prevent them (through a mix of capabilities and
deterrence/defense) from effectively using it
3. Negotiate a creative deal that in essence does #1 or #2 above
through diplomacy

o I’ll later address #1 and #2 a bit, but leave #3 to others (I don’t know
what that would look like or how to do it)

0 To look at it from several other perspectives:
e Assurance game: from the assurer’s (US) perspective, is it a game
changer?

0 [No] US has long faced the threat of ICBMs and SLBMs (from
Russia and China) — and from many more missiles than NK can
ever hope to have

= Even in the face of those threats, the United States has
stood by its commitments to allies

0 [No] USG is working hard to ensure that NK cannot threaten us and to
stay ahead of NK long-range ballistic missiles.

= The U.S. Ground-based Midcourse Defense Program
(GMD) for protecting the United States has been designed,
tested and deployed specifically with the potential North
Korean intercontinental ballistic missile threat in mind.

= While the US will continue to improve its national missile
defense system, it has in place today an operational system
against early generation North Korean missiles
= The latest successful test was on May 30 against an

ICBM-range target

0 Assurance game: from the assuree’s (allies) perspective, is it a game
changer?

0 [Yes] US laser-like focus on NK ICBM may be de-assuring. For some
US officials to suggest it is drawing the line at NK having missiles that
can target the US homeland- when South Korea and Japan already are
in range — may suggest to allies that the US cares less about their
security

0 [No]: The US has indeed been concerned about NK missile threats to
allies (as well as to US forces based in ROK and Japan for their
defense); thus, US THAAD, Patriot in ROK; 20 years of cooperation
on and coproduction of regional missile defense with Japan (in
addition to other forces and capabilities in each country)
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0 [Yes]: NK ability to strike US may increase allies’ fear of being
decoupled from the US (and doubts about the answer to the classic
extended nuclear deterrence question: “Would the US risk Seattle for
Seoul, or Los Angeles for Tokyo?”)

= Such allied concern may be exacerbated by

e remarks by the US President when he was a
candidate

e changes in heads of state in 2 out of 3 of our
countries in past 6 months, and uncertainty about
relationship of US-ROK presidents

o fears that there is a permanent trend toward US
retrenchment from a global role

0 [No]: Predictions of a trend toward US retrenchment are over-rated.
Such perceptions during the Carter administration (1977-81) proved
incorrect. Despite some recent rhetoric, it is increasingly difficult for
the US to retreat from its interests and commitments in the wider
world.

0 [No]: US has long been at risk from [many] ICBMs, and still upheld
alliance commitments; and the US has invested in national missile
defenses specifically so that it won’t be at risk from NK ICBMs

0 [No]: An alternative perspective is that an NK ICBM would be
coupling rather than decoupling. Rather than alies worrying that the
US could keep a conflict limited to the region without the US being at
risk, NK ICBM could be seen as ensuring that the US has “skin in the
game’, and there’s no perception the US could stay out of a war
involving NK attacks on ROK or Japan, because the US too is at risk
from NK.

0 From the perspective of US public and politicians
o0 [Ranges from Maybe to Yes] The United States has not previously
faced a direct missile threat from a country such as NK (President
George H.W. Bush called them ‘rogue” states: Iran, Iraq, NK,
potentially Libya and Syria).
0 US has not accepted vulnerability from NK attack
= US consistently has said it will not accept NK as
legitimate, recognized nuclear state (despite ‘fact of’
status after 5 nuclear tests)
= In early January, faced with a threat from North
Korea that it might soon test an intercontinental ballistic
missile, then-President-elect Trump declared on
Twitter, “It won’t happen!”
= Congressmen and senators have indicated they can’t
accept letting a “madman” like KJU have a missile that
can hit the US homeland, when their highest
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Constitutional duty is to provide for the defense of the

United States

e For instance, Sen Lindsay Graham tweeted after
meeting with President Trump in April: “Pres
@realDonaldTrump is NOT going to let the
nutjob in North Korea develop a missile - with a
nuclear weapon on top - that can hit the US.”

= In the past several months, there was public speculation
about consideration of US military action by the US
against NK ICBM program
= Unclear whether there was serious consideration of such a
strike, or whether discussion was an effort to make clear to
China that, “[I]f China is not going to solve North Korea,
we will,” as Pres. Trump said in an April interview.!
= [Yes] IF the US did conduct a military strike to try to
prevent/deny their having an ICBM, then it would turn out
to have been a “game changer”:

e If the strike did not succeed in disarming NK (a
VERY difficult task), then NK could unleash
devastation on South Korea with artillery and close-
range missiles, Japan with medium-/intermediate-
range missiles, and potentially the United States.

0 As SecDef Mattis said last week, in response
to a Congressman’s question about why the
US doesn’t just go to war to stop NK from
developing a capability to hit the US:

= |t will be a war more serious in terms
of human suffering than anything
we've seen since 1953... 1t will
involve the massive shelling of an
ally's capital, which is one of the
most densely packed cities on
earth...It would be a war that
fundamentally we don't want [but]
we would win at great cost.... It
would be a serious, a catastrophic
war, especially for innocent people
in some of our allied countries, to
include Japan most likely.?

L Interview with Financial Times, https://www.ft.com/content/9ae777ea-17ac-11e7-a53d-
df09f373be87?mhq5j=e2

2 Mattis was questioned by Rep. Time Ryan of the House Appropriations Committee on June 15, 2017; as
reported in http://www.businessinsider.com/mattis-north-korea-war-we-will-win-2017-6
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o Chinais unlikely to stand by idly while the
US carries out strikes in NK near its border.

» How long will it be until Pyongyang has this capability?

o0 Uncertain; months to years?

0 The official USG estimate (with no “by this date” estimate) is in
the May 2017 Worldwide Threat Assessment by Director of
National Intelligence Dan Coats:

“North Korea’s unprecedented level of testing and displays
of strategic weapons in 2016 indicate that Kim is intent on
roving he has the capability to strike the US mainland with
nuclear weapons. In 2016, the regime conducted two
nuclear tests — including one that was claimed to be of a
standardized warhead design — and an unprecedented
number of missile launches, including a space launch that
put a satellite into orbit. These ballistic missile tests
probably shortened North Korea’s pathway toward a
reliable ICBM, which uses the same technology. Kim was
also photographed beside a nuclear warhead design and
missile airframes to show that North Korea has warheads
small enough to fit on a missile, examining a reentry-
vehicle nosecone after a simulated reentry, and overseeing
launches from a submarine and from mobile launchers in
the field, purportedly simulating nuclear use in warfighting
scenarios. North Korea is poised to conduct its first ICBM
flight test in 2017 based on public comments that
preparations to do so are almost complete and would serve
as a milestone toward a more reliable threat to the US
homeland. 3

Coats’ Assessment notes in a separate section: “We assess that

North Korea has taken steps toward fielding an ICBM but has not

flight-tested it.”*

3 On NK nuclear weapons, Coats’ Worldwide Threat Assessment continues:

Pyongyang’s enshrinement of the possession of nuclear weapons in its constitution, while repeatedly saying
that nuclear weapons are the basis for its survival, suggests that Kim does not intend to negotiate them
away at any price. On NK regional missile threats, it states:

North Korea has long posed a credible and evolving military threat to South Korea and, to a lesser extent,
to Japan. North Korea possesses substantial number of proven mobile ballistic missiles, capable of striking
targets in both countries, as demonstrated by successful launches in 2016. Kim has further expanded the
regime’s conventional strike options in recent years, with more realistic training, artillery upgrades, and
new close-range ballistic missiles that enable precision fire at ranges that can reach more US and allied
targets in South Korea.

# There is sometimes confusion over whether or not NK has deployed a nuclear-armed ICBM because of
NORTHCOM Commanders’ statements that, from a GMD operational perspective, the United States has to
be conservative and assume the threat is here already
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0 But the question is when, not if
= What will we do with that time?

» How does this fit into the North Korean strategic toolkit?

(0}

North Korea has expressed an intent to be able to strike the US mainland with
nuclear weapons.
= Most vivid picture was Pyongyang’s release in 2013 of a picture of
KJU conferring with military leaders over a map showing missile
trajectories to the US, including Austin, Texas.
Why do they want such a missile?
I could answer this question by citing Dennis Rodman: that Kim Jong Un is
just an “average Joe who doesn’t want to bomb anyone”; “they have nuclear
bombs because they know Americans think they can take over.”>
Instead I’ll answer this question using Brad Roberts’ possible “red theory of
victory” from his recent book®, for two reasons:
= |t’s solid.
= | know it’s unclassified.
Roberts cites a number of NK statements, but says it is uncertain what their
“theory of victory” is (that is, a coherent set of ideas about how to achieve
desired political ends and to induce US restraint in times of crisis and war). It
could be
= Winning the “peace” (non-hot war): ICBM is “nuclear queen” which
plays a background role, to help NK attain its objectives to be
recognized as nuclear state, negate US “hostile intentions” with a
strong NK deterrent, and push US alliances to the breaking point by
creating public fear, political stress and crisis fatigue.
= Winning a Total War Begun by the US: In case of US attack, use both
massive conventional war and WMD against ROK, Japan, US to
“punish” or “bloody” them. ICBM role would be as instrument of
Armageddon. Could also have a role in trying to deter US nuclear
counter-attack, while it and other conventional and nuclear capabilities
to deter or break up coalition intent on regime removal.
= Winning a Limited War through Blackmail and Brinksmanship: NK
initiation of a less-than-total war and fighting it to a point where it is
able to achieve some significant new political gain. By achieving a
quick military fait acocompli (e.g., capturing a portion of
DMZ/neighboring territory) and holding Seoul hostage, in the hopes
US/allies will not contest that. If they do, NK would manage US/allied
escalation by threatening conventional and nuclear attacks on ROK
and Japan; while the ICBM’s role would be to remind the US of its
vulnerability. NK leaders may believe they can decouple the US from

5 http://metro.co.uk/2017/05/08/dennis-rodman-says-pal-kim-jong-il-loves-karaoke-and-doesn’t-want-to-

bomb-anyone-6621992/#ixzz4gazaW8QV

% Roberts, Brad, The Case for U.S. Nuclear Weapons in the 21% Century, Stanford University Press, 2016,

pp 60-69.
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the defense of ROK and Japan by clearly putting the US homeland at
risk with the ICBM.

» What can we do individually and as allies, to minimize the impact of this capability?

(0}

Recognize that the ‘game’ — whichever game -- is not defined by a single
weapon system
o It’s defined by ongoing statecraft, day-to-day interaction among allies,
institutionalizing alliance structures, building interoperable capabilities
in cooperation with allies. It’s defined by the resolve and cohesion of
alliances.
Quit talking about a NK ICBM capability as a “strategic game-changer”
0 Such language adds weight to NK assessment that it can divide the US
from its allies by threatening the US homeland. Don’t reinforce that.
Don’t draw redlines you aren’t going to enforce. (As a ROK expert once
said, ‘After a while, all those redlines begin to look like a red carpet.”)
Better yet, ban the term ‘redline.’
History shows conflict doesn’t come out of nowhere; actions we take
(individually and together) can make a difference early on to keep us from
getting to war.
For example:
= Make sure that alliances have a mix of tools--diplomatic, economic
sanctions, information, as well as military capabilities (non-nuclear
air, land, maritime forces for offense and defense, as well as US
nuclear weapons as the “deep pedal tone” and ultimate insurance
policy)
= |n particular, make sure that our countries and forces as protected
and resilient as possible against NK missiles (whether close-,
short-, medium-, intermediate- and intercontinental-range) — to
contribute to deterrence by denial, to lessen or de-fang the coercive
value of NK missiles, to take away the “cheap shots” and to protect
if necessary
0 Missile Defense
= US National missile defense: continue to
improve GMD; increase (beyond 44
interceptors) if necessary to stay ahead of NK
missile threat to US
= Continue to fund exploration of other
technologies for more effective and cost-
effective national and regional missile defense
= ROK: Patriots; follow through on deployment of
US THAAD; proceed with KAMD
= Japan: continue with robust MD program for
Patriot, Aegis (including production of SM3-11A
for US and Japan); other possibilities?
o Civil hardening (e.g., conducting civil defense drills)
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o Conventional forces that can fight through a nuclear
environment of NK’s making

= Build/sustain the alliance structures and institutions:

o0 Deterrence discussions (including Extended Deterrence
Dialogue with Japanese and US officials, and Deterrence
Strategy Committee with ROK and US officials)

o Continue to clarify the division of labor: what we expect
ROK/Japan to do for the alliances, what the United State
will take on for the alliances (nuclear deterrence/response),
and what we’ll do together

0 Exercises:

= Table-top exercises with civilian and military
officials that allow us to think through as many
specifics of different scenarios as possible,
understand the differing perspectives, priorities,
factors and considerations, and sort them out
among allies in peacetime rather than in the
midst of crisis

= Command post exercises such as Key Resolve,
where militaries think through and practice how
to work together

o Field exercises (Bilateral, trilateral, multilateral
--e.0., Foal Eagle, BMD execises, broader
maritime exercises)

= ROK and Japan—don’t hand NK big wedges to drive between the
two of you

=  Don’t over-react or under-react to NK
O but what is “just right”?

My own bottom lines:

--While there are lots of perspectives on a NK ICBM, we shouldn’t think of just one
system or one element. Deterrence, extended deterrence involves lots actions and
capabilities.

-- Alliances in NE Asia are strong and have weathered a lot; the basics of those alliances
and US commitments are unchanged by adversary weaponry.

-- I’m not saying there is nothing to worry about, but let’s consider specifics and go
figure out what to do about it. We’re in this together. On to the TTX!
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Assessment of North Korean Threats:

Asymmetric Capabilities and South Korea’s Options
By Jina Kim

The balance of power is one of the oldest and most fundamental concepts in
international relations theory. When we describe evolving threats from North Korea, we
use realist logic: for any state wishing to achieve a balance of power, increasing the
credibility of its nuclear weapons capability is a shortcut to offset the growing strength of
a threatening party. © North Korea believes that building a credible second-strike
capability will guarantee the survival of its regime. Nuclear forces will play a major role
in any shift in the balance on the Korean Peninsula unless North Korea abandons its
nuclear weapons program.®

This gives rise to two major problems. The first problem is that general instability
and the risk of an arms race continue to increase due to the interactive complexity of
competition between the two Koreas. At work on the Korean Peninsula is an action-
reaction sequence: as one country develops military capabilities, its opponent will
develop counter capabilities. South Korea continues the pursuit of conventional
precision-strike capabilities to counter threats from North Korea’s theater missiles
(internal means) and keeps a close alliance with the US by demonstrating coordinated
efforts in war planning and joint exercises (external means). North Korea then attempts to
reduce vulnerabilities exposed by these counterforces. As North Korea speeds up its
reaction to South Korea’s building of a Kill-Chain and KAMD (Korea Air and Missile
Defense) by demonstrating its ability to strike without warning and from unexpected
locations, there is growing concern about the likelihood of an unexpected sequence. This
does not mean that North Korea intentionally plays up the hazards of escalation, but the
context in which intense arms competition is taking place calls for parties to use extreme
caution in placing checks on confrontations to prevent them from spinning out of control.

The second problem is lack of interest in North Korea’s attempts to increase
asymmetry in conventional weapons capabilities. The significance of nuclear weapon
capabilities for the North Korean regime does not negate the role of other weapons
systems in holding South Korea in check. North Korea is likely to seek multiple ways to
offset and neutralize the ROK-US alliance’s capabilities. Indeed, most weapons that the
North Korean People's Army (KPA) unveiled after Kim Jong Un took power have been
asymmetric weapons. Furthermore, North Korea’s strategic goals and operations change
along with its capability to diversify its use of asymmetric weapons. Asymmetric warfare
is about engagement between dissimilar forces in terms of not only military power but
also strategy and tactics. In this regard, North Korea's asymmetric threats should be

"T.V. Paul, James J. Wirtz, and Michael Fortmann, Balance of Power: Theory and Practice in the 21%
Century (Stanford: Stanford University Press, 2004), 179.

8 Traditionally, by matching their increases in military capability, two states balance against each other.
However, the situation on the Korean Peninsula is unique: the North Korean military is armed with
obsolete conventional weapons due to an economy that has declined since the 1980s. Hence, most share the
view that North Korea developed nuclear weapons to overcome weakness in its conventional force vis-a-
vis the ROK-US alliance.
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examined in light of asymmetric military capabilities per se as well as how the North
operates weapons during a crisis. That is, the North is able to utilize technically
imbalanced weapons systems as well as operational concepts and tactics in an unexpected
way. Since asymmetric warfare can be used at any level of conflict and North Korea’s
military strategy has evolved from a *bold blitzkrieg’ to “calculated limited warfare,” and
now to a ‘flexible combination’ of all weapons systems, including nuclear weapons use,
the alliance should prepare for all possibilities.®

This paper aims to answer the following questions: How does South Korea assess
the North Korean threats and prioritize the best responses? Which threats require further
cooperation and what more needs to be done? This paper addresses what the North
Korean military currently concentrates on by exploring the emergence of new weapons
that can be categorized as asymmetric capabilities. It selects weapons that the alliance
should pay attention to based on the following. An operational definition of an
asymmetric threat must satisfy three criteria: it must involve a weapon, tactic, or strategy
that an enemy could and would use; second, it must involve a weapon, tactic, or strategy
that a threatened state could and would not use; third, it must involve a weapon, tactic, or
strategy that, if not countered, could have serious consequences.® Table 1 shows North
Korean weapons systems that can be used to undermine the ROK-US alliance while
exploiting its weaknesses. Next, this paper examines how these weapons can be used by
referring to North Korea’s military strategy. According to literature on asymmetric
warfare, North Korea is likely to exploit the alliance’s weaknesses such as the short
distance of metropolitan cities from the DMZ, South Korea’s vulnerability to marine
infiltration, and South Korea’s network infrastructure exposed to penetration, etc.'! Then,
this paper looks at how North Korea's asymmetric capabilities contribute to Anti-
Access/Area-Denial (A2/AD) operations designed to impose costs on alliance counter-
measures.

Table 1. Types of Threats from North Korea

Surprise effect Attribution and Flexible
recovery combination
Availability (DPRK) Mass firepower
Vulnerability (ROK) Infiltration Cyberattacks WMD
capability
Physical impact High-speed, stealth EMP threats Tactical nuke
assault
Psychological Propaganda Strategic nuke
impact campaign

® Tae-hyun Kim, “North Korea’s Aggressive Military Strategy: Continuity and Change,” Journal of
Defense Policy Studies 33, No. 1 (2015), 132.
10 C.A. Primmerman, Thoughts on the Meaning of Asymmetric Threats (Lexington, MA: Lincoln

Laboratory, 2006), 5.

1 Rod Thornton, Asymmetric Warfare (Cambridge: Polity, 2007), 19.




Conventional Weapons

North Korea has selectively invested in conventional force improvement for
several purposes: 1) preventing a large-scale flow of US forces into the Korean threater
of operations; 2) preventing alliance warships from approaching close to western and
eastern coasts of North Korea; and 3) preventing sorties from major air bases in the
South.

North Korea’s deployment of about 70 percent of its ground forces south of the
Pyongyang-Wonsan line with light infantry divisions ready to make a surprise attack
from secure positions around the Northern Boundary of the MDL (Military Demarcation
Line) and Special Forces ready to flank or infiltrate South Korea has some deterrent
effect.’2 Recent development of the capability to carry out a massive surprise artillery
attack is of additional concern. South Korea estimates that the 300mm rockets have a
range of 180-210 km and a CEP (Circular Error Probable) of 50m with a precision-
guided function.®® This range covers South Korea’s tri-service headquarters and Sejong
City, a special administrative district where nine ministries and national agencies are
located.* It can threaten USFK bases, including Pyeongtaek and Osan Air Base. Within
the range of the rocket are major air force bases in Suwon, Wonju, Gangeung, Cheongju,
Seosan, and Chungju, and it is possible that all of South Korea’s air bases, except for the
one in Daegu, would be vulnerable at the beginning of a war. The 300mm rocket is
reportedly capable of firing eight rounds every 15 minutes and firing GLONASS guided
missiles. It can also use Dual-purpose Improved Conventional Munitions designed to
burst into sub-munitions at an optimum altitude and distance.®® The upgrade of MRL
with a much longer range and multiple warhead options, including the ability to carry
high-explosive sub-munitions, implies that North Korea aims to pose a significant anti-
access challenge to alliance operations that require rapid seizure of a usable airfield for
the arrival of air-landed follow-on forces and supplies.

While a 300mm MRL can cause chaos by hitting population centers and industrial
areas, it can also block force mobilization and forward reinforcements. North Korea
could utilize a precision strike against naval vessels in the East and West Seas to deter US
augmentation forces. North Korea is believed to have hundreds of artillery-concealing
caves tunneled into mountains north of the DMZ known as HARTS (Hardened Artillery
Sites). It is estimated that South Korea, with ground firepower, faces challenges in
destroying tunnels and strongholds in mountainous forward areas along the DMZ.® The

12 There are an estimated 200,000 Special Forces. Three special purpose airborne infantry brigades conduct
such operations as airborne drops and eight sniper brigades, estimated at 3,500 men, conduct raids against
high-level targets, sabotage, disruption of South Korea’s reserve system, and covert delivery of weapons of
mass disruption.

13 Anthon H. Cordesman and Aaron Lin, The Changing Military Balance in the Koreas and Northeast Asia
(Washington D.C.: CSIS, 2015), 110.

14 “North’s new multi rocket launcher poses fatal threat to S. Korea,” Donga Ilbo, March 23, 2016.

15 “US has no military option against N. Korea,” The Strait Times, April 23, 2017.

16 1t is possible that North Korea can carry 10,000 troops to South Korea via 130 hovercraft, 260 warships,
and submarines at the same time. North Korea operates 300 AN-2 air carrier, and 130 helicopters for
transportation of 5,000 troops. Kyle Mizokami, “North Korea’s Secret Strategy in a War with America.”
The National Interest, May 6, 2017.
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length of exposure time of the MRL is estimated to be 7-10 minutes, making early
warning extremely difficult. If air bases become unavailable in the early stages of an
armed confrontation, South Korea would be unable to use air power, which is a core
element of the Kill-Chain and KAMD. The inability to conduct counter fire operations,
suppress enemy air defense, achieve battlefield air interdiction, or provide close air
support could pose grave challenges to the alliance.

The possibility that North Korea may employ a high-speed stealth warship
designed to infiltrate Special Forces into South Korean territory with radar-evading
features is a growing concern.'” Above all, North Korea has invested on a fleet of large
and speedy vessels designed to quickly deliver assault troops to occupy South Korean
border islands in case of war. North Korea has about 70 air-cushion vehicles on its west
coast and 60 amphibious vehicles in the east.!® A new Surface Effect Ship (SES) with a
central air-cushion system that is able to skim along the surface of the ocean is believed
to be equipped with a rocket launcher, torpedo tubes, and SAM (surface-to-air missile).
In February 2015, North Korea revealed images of the test-firing of new homegrown
anti-ship missiles derived from the Russian-made Kh-35 Uran. These missiles boasted a
range of over 250 km from a vessel with a short-range air defense system, two locally
made AK-630 30mm CIWS, and four 14.5 machine guns.'® With a variety of weapons
systems, they can also be used for aggressive operations.

North Korea also operates significant numbers of VSV (Very Slender Vessels)
ranging from 10m hulls to 32m hulls. VSVs are high-speed stealth-capable ships
designed to pierce waves instead of riding over them, and, armed with heavy machine
guns and torpedoes, are capable of travelling at nearly 60 mph.?° Because the VSV is
much faster than air-cushion vehicles, it can carry Special Forces to infiltrate South
Korean territory.?! The vessels have been put into service on the west coast of the
Peninsula, including near Yongmae Island three miles from the disputed sea line between
the two Koreas.??> VSVs have very low radar coverage, making it difficult to detect them
at an early stage. A small unmanned VSV can be used for a suicide attack against a large
warship.

North Korea’s operation of a high-speed stealth ship-killer implies that it could
strike South Korean and US naval vessels near its territorial waters without warning.
Mobility and survivability are key features, signifying that the North focuses on rapid
operational and evasion functions. Because the South Korean military does not possess
VSVs, there is some psychological pressure on the ROK military to develop counter

7 The North Korean Navy operates a surface battle group including PTG (guided missile patrol boats),
torpedo boats and PCFS (fire support patrol craft) that have the ability to fight as individual attack ships. It
is possible that maritime sniper brigades and the navy reconnaissance battalions can attack major facilities
by secretly infiltrating target facilities and coastal lines to support short-range amphibious operations.

18 “N., Korea builds new high-speed infiltration boat,” Yonhap News, March 23, 2015.

19 “Naval Forces News: North Korea,” Navy Recognition, Feb. 9, 2015; Sean Gallagher, “North Korea
shows off previously secret stealth missile hoverboat,” Ars Technica Report, Feb. 10, 2015.

20 Ankit Panda, “Meet North Korea’s Speedy, Stealthy Boats,” The Diplomat, May 29, 2015.

2L “North Korea ready to launch high-speed VSVs,” Korea Times, March 23, 2014.

22 Julian Ryall, “North Korea deploys new generation of fast warships,” The Telegraph, May 28, 2015.
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forces and tactics. In the event of an attack against a South Korean passenger ship or
merchant ship close to the NLL (Northern Limit Line), this maritime terror would result
not only in physical damage, but also panic among the South Korean public. If North
Korea's anti-ship operations escalate tensions, there is the potential for an inaccurate
threat assessment that results in an excessive reaction from South Korean naval forces. If
North Korea quickly occupies the northwestern islands, the shock and confusion will be
immense. There would likely be enormous military demands for South Korea to retake
the islands.

Cyber Threat

North Korea itself is fairly immune to cyberattacks due to its limited internet
capacity and low level of digitization while it can exploit vulnerabilities in South Korea's
vast digital infrastructure. This makes cyber threats an asymmetric option that North
Korea can utilize, exploiting the difficulty of identifying the origins of cyberattacks on a
timely basis and selecting a proportional response.

North Korea has repeatedly emphasized its asymmetrical advantage in cyber
warfare, stating that “cyber-attacks are a bomb, and the internet is a bullet.”? North
Korea's cyberwarfare unit is estimated to have grown to more than 6,800 people,
including 3,000 elite hackers under the General Bureau of Reconnaissance. Many are
believed to operate in the Chinese cities of Dalian, Shenyang, and Dandong to complicate
direct retaliation.?* North Korea’s hacking history shows that it employs various tactics
including APT attacks, botnets, malignant codes, obfuscated code technology, and trace
deletion and technology.

North Korea has been accused of launching DDOS attacks on government
websites including that of the Blue House; attempting breaches into South Korea's
nuclear power plants; engaging in psychological warfare by deploying intensive
propaganda material; intelligence gathering in cyber space, and others. There are also
concerns about North Korea’s ability to deploy an EMP and GPS jammers. North Korea
is believed to be responsible for several jamming attacks, including GPS navigation
system errors on 250 flights in May 2012 and similar attacks that occurred for three days
in August 2010 and 11 days in March 2011. North Korea can fully incorporate these
forms of asymmetric capabilities into its calculations of ways to diminish or destroy the
alliance's freedom of operation.

In the most likely scenario, North Korea would launch a cyberattack to paralyze
ROK military forces and simultaneously engage in online psychological warfare. The two
primary RGB cyber units, Office 91 and Office 121, are tasked with disabling command

23 Hackers are reportedly launching offensive attacks through collaboration with the Operations Bureau
(training agents for infiltration), General Reconnaissance Bureau (assassination), and overseas intelligence
departments (intelligence gathering and terrorism). Dongyeol Yoo, paper presented at the Cyber Terror
Prevention Act Forum, March 10, 2016.

24 Kwangsoo Kim, “Hackers under DPRK GBR,” Hankuk Ilbo, March 8, 2016.
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and communication structures.?® The General Staff’s Offices 31, 32, and 56 make up the
Command Automation Department, which is responsible for military-related system
penetration programs.?® In addition, Unit 204 under the United Front Department’s
Operations Bureau, is responsible for online psychological warfare and organizational
espionage.?’ Future incidents may include the spread of a malignant code to attack the
TICN (Tactical Information Communication Network), TDLS (Tactical Data Link
System) and other information protection systems; jamming to neutralize the early
warning system that captures signs of regional provocation; remote control of South
Korean military assets; deliberate initiation of a malfunction of the link between the
surveillance and strike systems, delayed reports, or tempered orders; and transmission of
false battlefield information to cause battle damage between friendly forces. The North
can use cyber capabilities to take the initiative in conventional warfare at an early phase,
forcing an expensive and time-consuming rebuild of the system in South Korea.

NBC (Nuclear, Bio-chemical) Weapons

It is believed that approximately 2,500 to 5,000 tons of chemical weapons remain
in facilities scattered across North Korea. North Korea is believed capable of producing
4,500 tons of chemical substances annually and indigenously producing its own first
generation chemical agent.?® It is estimated that North Korea uses at least 20 chemical
agents to produce weapons, and that the most commonly used chemical agents are
mustard, chlorine, sarin, and V-series nerve agents. It is not clear whether North Korea is
capable of producing binary chemical munitions that are less toxic but easily transported
and safely stored. Agents independently cultivated and produced in the North include
biological weapons as anthrax, smallpox, and cholera.?® Of the biological weapons
possessed by North Korea, an anthrax attack is the greatest concern because of fatalities
and difficulty to detect infection in an early stage.® The attack will involve inserting
special warfare forces in South Korea to use biological weapons, but the possibility of
using missiles or aircraft is expected to be low.

% Egle Murauskaite, “North Korea’s Cyber Capabilities: Deterrence and Stability in a Changing Strategic
Environment,” 38 North, Sept. 12, 2014.

26 |bid.

27 Duk-ki Kim, “The Republic of Korea’s Counter-Asymmetric Strategy: Lessons from ROKS Cheonan
and Yeonpyeong Island,” Naval War College Review, Vol. 65, No. 1 (2012).

28 The Second Academy of Natural Sciences and the Second Economic Committee’s Fifth Machine
Industry Bureau are involved in the production of chemical weapons. The Second Economic Committee is
in charge of its defense industry, overseeing all production activity, and the 5th General Bureau is
responsible for the production of chemical weapons. The Hamhung Branch and three other institutes under
the Second Academy of Natural Science are responsible for research and production of chemical weapons,
and some eighteen factories manufacture chemical weapons and various chemical defense equipment.
“North Korea’s Chemical Weapons Capability,” Joint Biochemical Technology Information Journal vol. 51
(2013), 97.

2 Anthony H. Cordesman, Weapons of Mass Destruction and the Global Nuclear Balance: A Quantitative
and Arms Control analysis (Washington D.C.: Center for Strategic and International Studies, 2002), 144-
150.

%0 The symptoms take from 1 day to more than two months to appear but spread throughout the body and
cause severe illness and even death. CDC, Basic Information: Anthrax, available at
https://www.cdc.gov/anthrax/basics/symptoms.html (accessed June 10, 2017).
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North Korea may find it risky to rely too on biochemical weapons as an answer to
the alliance’s power projection capabilities. However, a direct strike on a population
center may slow or prevent the arrival of reinforcements from abroad. Also, the threat or
use of biochemical weapons along the DMZ would have A2 potential. Hence, one cannot
rule out the possibility that biochemical weapons would be carried by MRLs that can
quickly deposit agents into a target area. If the North is willing to accept a certain degree
of collateral damage to inflict massive casualties on invading forces, such a move would
probably be framed as a 'self-defense’ measure.

It is not likely that North Korea would use nuclear weapons unless it determines
that regime survival is no longer guaranteed. North Korea claims to follow a “no first
use” policy for its nuclear weapons, unless its territory is attacked. However, it should be
noted that North Korea hints that it can use nuclear weapons against either a nuclear or
conventional attack. The North recently warned that it will use its nuclear force to
annihilate the potential source of aggression upon “any trivial indication” of an attempt to
preemptively attack its territory.3! Article 5 of the ‘Law on Consolidating the North’s
Status as a NWS’ also commits to a no-first-use policy against non-nuclear states on the
condition that they do not support “aggression” by a nuclear weapon state. This means
that South Korea, as an ally of the US, can be a target in an armed conflict. North Korea
will continue to regard its nuclear weapons as a deterrence measure, and efforts to prove
that it is moving toward acquiring second-strike capabilities against the US serve this
purpose. It is in North Korea’s interest to credibly demonstrate a wider range of nuclear
capabilities if it aims to deter reinforcement of US forces, achieve escalation dominance,
and divide the US and its allies over appropriate measures against various operations
ranging from detonation of nuclear bomb in the open sea, EMP attack, tactical strike
against logistical nodes, use of dirty-bomb to cause terror, etc. In particular, the use of
NEMP (Nuclear Electromagnetic Pulse) will be devastating to South Korea, which uses
high-tech weapons systems far more advanced than does North Korea. EMP simulation
predicts that the potential damage will be up to 70 km? if a 10Kt nuclear weapon
explodes 100 km above Seoul.®? The possibility of severely damaging or disrupting
electronic systems with little casualties would make EMP attack an appealing area denial
option for the North.

As for delivery, North Korea operates the Scud-B (300km range) and the Scud-C
(500km range) as well as the Scud-ER (extended-range) missile, which has a range of
1,000km.% Its Rodong missiles (MRBMSs) can threaten Japan, and development of an
SLBM shows significant progress.3* Experts differ in predictions of a timeline for North
Korea to master ICBM technology, but North Korea is diversifying its missile options. Its
recent launch of an intercontinental ballistic missile that could theoretically put Alaska
within range poses new challenges for the alliance. The fact that North Korea is

31 Nodong Shinmun, April 11, 2017.

32 Sangkil Im, “Protection against Electromagnetic Impact on Military Facilities,” Joint Biochemical
Technology Information Journal Vol. 50 (2013): 83-84.

33 Ministry of National Defense, Defense White Paper (Seoul: MND, 2016).

34 Kim Jong Un ordered construction of a 3,000 ton submarine with two or three launch tubes by September
2018, which will mark the 70th anniversary of the establishment of the regime. Predictions about when
North Korea can fully operate SLBM vary.
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diversifying its missile options implies that it can use missiles of various types for
deterring and denying alliance operations.

After launching a solid-fuel intermediate range ballistic missile (Pukguksong-2)
on Feb. 12, 2017, North Korea claimed that it tested a new precision-guided missile with
intercept-evasion functions for re-entry into the atmosphere. The likelihood of firing a
cold-launch solid-fuel ballistic missile from a transporter-erector-launcher (TEL) vehicle
increased concerns that the new IRBM is capable of being fired on shorter notice than
liquid fuel missiles and leaves little trace, making it difficult for the US and South Korea
to initiate a preemptive strike against missile facilities. There is a possibility that North
Korea is clustering solid-fuel engines or increasing the amount of propellant used in an
IRBM, using Pukguksong-2 as a preliminary step to developing an ICBM. %

In late May and early June, North Korea fired several suspected short-range anti-
ship missiles and claimed that it had test-launched a new cruise missile capable of
striking US and South Korean warships.3® Considering that it flew about 200 km, the
missile, if deployed to Hwanghae Province, would cover Pyeongtaek and Taean. This
means that operational forces in the West Sea can be prevented from approaching islands
near the Northern Limit Line as they are within missile range. Since North Korea did not
mention that it had tested technology for precise and high-performance terminal guidance
based on in-flight updates or advanced sensors to hit floating targets at sea, it is not clear
whether North Korea has the key requirements for an ASBM, such as GPS receivers and
a cutting-edge homing device.*’

It is important to compare the extent of damage and probability of occurrence as
Table 2 shows. Priority should be given to deterring and defending threats that cause
immense damage and those that are very likely. However, the alliance should be prepared
for 'hybrid' and multi-faceted security challenges. To counter the alliance’s technological
advantages, North Korea is likely to pose a wide range of asymmetric and non-linear
security challenges, including nuclear weapons, ballistic missiles, and cyber threats.

3% Sangmin Lee, “Security Implications of North Korea’s Test-firing of Solid-fuel IRBM and South Korea’s
Countermeasures” ROK Angle, Issue 152, March 28, 2017.

% KCNA, June 9, 2017.

37 “N. Korea seeks ‘carrier-killer’ missile amid technical hurdle,” Yonhap News, May 30, 2017.
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Table 2. Threat Assessment3®

Casualty
Low High
High cyberattack
localized conflict
Probability NBC attack
Low regional occupation  conventional armed conflict

South Korea’s Response Options

Against a 300mm MRL, it is important to respond in a manner that avoids
escalation and reduce damages to the ROK. The NNEMP (Non-Nuclear Electromagnetic
Pulse) can be used in a wide range of areas. The Army and the Air Force can employ
precision-guided weapons with special ammunition to destroy tunnels, fire positions, and
reinforced bunkers, precision-guided weapons for the suppression of moving targets and
deploy mobile obstacles. Small- and medium-size UAVs can be inexpensive and efficient
weapons. It is desirable to disrupt North Korea’s satellite navigation system to reduce
accuracy of a strike. To prevent sudden strikes by the 300mm MRL, advanced and
precise early warning systems should be introduced. The development of an integrated
defense concept is necessary to enhance the protection of air bases and strategic
strongholds. Joint operation of army, naval, and air forces should ensure that
decontamination and restoration work is carried out smoothly. To protect against VSVs
and SESs, it is necessary to strengthen stealth functions to protect warships and increase
maneuverability. South Korea plans to develop an HSIC (High Speed Interceptor Craft)
with a speed of more than 100 kph. To neutralize infiltration forces, South Korea may
consider employing strike against enemy infiltration deployment bases, putting mobile
obstacles and concentration of fire power at expected landing and ground infiltration
areas, and initiating commando operations. Stepping up inspections at all chokepoints
and operating integration control centers would require comprehensive cooperation
among government, military, police, and private sectors. To fight cyberattacks, passing
indicators of attack to South Korea and exchanging tiger teams to find and fix flaws in
military networks among friendly nations is an option.

Securing the means to counter North Korea’s nuclear threats will be the top
priority of the South Korean government under President Moon.*® During the election
campaign, Moon vowed to achieve a peace on the Korean Peninsula based on South
Korea’s overwhelming superiority in military strength and emphasized that the ROK

38 Result of assessment of the probability of occurrence, vulnerability of ROK forces, enemy attack
capability, and seriousness of damage on a scale of 1-5.

3% Moon Jae In, “Statement on Strong Republic of Korea and the peaceful Korean Peninsula,” April 24,
2017.
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Armed Forces must first acquire its core counter-forces.*® To counter North Korean
nuclear weapons, in particular, the government pursues early establishment of deterrence
and defense capabilities. The three-pronged approach (Kill-Chain, KAMD, and KMPR)
to counter North Korea's nuclear and missile threat aims at preemptively striking North
Korea’s missiles and related facilities in case of an imminent threat, tracing and
intercepting incoming missiles at the terminal phase and retaliating against the North in
the case of nuclear-tipped ballistic missile launch.** South Korea’s force improvement
programs are concentrated on purchasing ISR assets, building a multi-layered missile
defense system, and developing precision-guided strike weapons.

Table 3. South Korea’s Three-Pronged Approach and Force Requirement

Kill-Chain KAMD KMPR
destroy movement
denial of access routes (tunnels, blockade
(detect-disrupt) bridges, underground | submarine bases
facilities)

special force

destroy fixed targets operations

denial of freedom | (C2, communication, . .
anti-submarine

of operation ammunition storage operations
(detect-destroy) facility) P
destroy fire positions
defense air interception
electronic/cyber
bunker buster weapons
_ manne(_J/unmanned THAAD, Arrow _ISI_? assets
requirement aircraft optimized launch
. I C4l system
imagery exploitation system
system high-performance
warhead

According to the 2017-2021 Mid-Term Defense Plan, the budget for force
improvement programs (FIPs) is KRW 73.4 trillion, with an average annual increase of
7.3 percent. Major investment priorities are 1) acquisition of Kill Chain/KAMD (Korea

40 president Moon’s defense-related campaign pledges include: to bolster deterrence capability through
early establishment of the Korea Air and Missile Defense (KAMD) system and the Kill Chain designed to
counter North Korean nuclear threats and through the ROK military’s strengthened surveillance and
reconnaissance capabilities; to improve preparedness against future threats like cyber, terror, and space
warfare through solid defense reforms; to increase national defense spending by up to 3 percent of GDP;
and ultimately to take responsibility for the country’s national defense by transferring wartime operational
control to the ROK, while fully utilizing strategic US assets and cooperating with the US. Choo Suk Suh,
“Security Crises on the Korean Peninsula and The Moon Jae-in Administration’s Counterstrategy,” ROK
Angle, Issue 158 (2017).

41 The so-called K3 includes Kill-Chain, KMPR (Korea Massive Punishment and Retaliation), and KAMD
(Korean Air Missile Defense). Kill-Chain aims to strike North Korea’s missiles and related facilities when
there is an imminent threat. KAMD is a system that aims to trace and intercept North Korea’s incoming
missile at the terminal phase. KMPR is a concept of retaliation against the North in the wake of North
Korea’s ballistic missile launch. Targets include North Korea’s leadership, nuclear-tipped missiles, and
military installations when North Korea uses nuclear weapons against the South.
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Air and Missile Defense) as the main priority; 2) reinforcement of combat readiness in
preparation for reductions in forces; 3) preparation for local and full-scale provocations
by the North; and 4) improvement of national defense R&D capability. Budget for the
establishment of K2 (Kill-Chainf/KAMD) is about KRW 7.9 trillion for nine major
programs. 2 Currently, ROK precision strike capabilities and air-to-ground guided
missiles have advantages over North Korea. However, missiles with a range of 500-800
km and capabilities for precision-strike against submarine base are still being
developed. ** Establishment of a smooth information cooperation system based on a
common threat perception is needed. The ROK military should also enhance surveillance
capabilities in the long-term. In the meantime, it is necessary to establish a rapid and
effective operation system by strengthening interoperability of alliance ISR and strike
capabilities.

Table 4. Attack and Counter-attack measures

Objective Operation
- non-attributable - sorties of
cyberattacks on - amphibious )
Early Phase | key infrastructure | and airborne Ofe rglt)/:gyment Z?{;i&ie Ships
A2/AD - jamming and assaults on q P
deception of local areas weapons and very
CAISR systems slender vessels
DPRK -MRLsfor | -ASBM
. - Cyberattack . |strikes against | - suicide
Escalation | against - infiltration in orts and attacks on
Phase communication the rear area port .
airfields warships and

A2/AD networks, GPS,

and ISR assets - use of WMD | disturbing sea

fitted missiles | lanes

- tactical
- cyberspace Kill- | - stealth ship strikes by
Retaliation | chain detectionand | development stealth aircraft
architecture tracing radar of NNEMP against missile
launchers
- employing
ROK - upgraded missile defense | - Satellite
Denial intrusion tolerant | ships and navigation
system establishing jamming
sea control
- independent

Protection | computer vaccine
development

42 KRW 7.9 trillion (KRW 5.4 trillion for the Kill Chain and KRW 2.5 trillion for the KAMD) is for the
acquisition of HUAV, MUAYV, mid-range air-to-surface guided missiles, Patriot air defense missiles,
ballistic missile early warning radar-I1, Baekdu system capability reinforcement, etc. Jae Ok Baek, “Major
Emphasis of the 2017-2021 Mid-Term Defense Plan and Evaluation of Implementation Condition,” ROK
Angle, Issue 136 (2016).

43 South Korea’s ballistic missile (Hyunmoo 2) with a range of 800 km test-launched on June 23 could hit
any point in North Korean territory but has not been deployed. Lee Se-young, “Pres. Moon observes test
launch of Hyunmoo 2 ballistic missile, part of kill chain,” Hankyoreh, June 24, 2017.
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At the 11th Korea-US Integrated Defense Dialogue (KIDD) in April 2017, the
allies concurred that North Korea’s destabilizing actions represent an imminent threat to
regional and global security. Both agreed to deepen alliance cooperation, including in the
naval, cyber, and space domains to defeat any use of conventional or nuclear weapons
with an overwhelming and effective response and stressed trilateral cooperation with
Japan. Cooperative efforts to bolster the ability to deter and, where necessary, respond to
North Korean threats have to be based on common situation awareness. However, several
concerns will persist as long as North Korea’s nuclear and missile capabilities continue to
advance. Because tailored extended deterrence remains at the conceptual level, there
should be intensive discussions of the objective, means and the way to conduct
operations. Questions that may arise are related to sufficient time for analyzing data and
issuing an order; clear indication of imminent attack from the North; real-time tracking of
missile movement and estimation of damages at the ballistic missile operational area
(BMOA); response to China’s reaction if an attack takes place against BMOA near North
Korea’s border with China; management of North Korea’s miscalculation and crisis
escalation. More than ever, the alliance should substantially develop tailored deterrence
and resolve pending issues based on frank conversations and communications.
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Focus on Risk Threat When Assessing North Korea
By Kevin Shepard*

Joe Nye warned years ago of a “growing gap” between academic discourse and
government policy. > Government officials and policy advisors have for years
acknowledged the military utility of bilateral and trilateral cooperation, but lament the
political obstacles that prevent significant advancement in collaboration against
recognized common threats. These thoughts seek to facilitate discourse on how to more
effectively employ academic research and insights in government policy-making and the
pursuit of regional and global security. My research question for this conference: How do
we move past admiring the problem?

How does the US assess the North Korean threat?

| interpret this question very literally. Before discussing what the US believes the
North Korean threat to be, there is value in reviewing how we assess that threat — i.e.,
what processes, priorities, and biases shape our assessment of threat and how we should
respond to that threat. Scott Snyder has written about “Weighing the Urgent, the
Important, and the Feasible.”*® More recently, a US military leader responsible for
stability in the Indo-Asia-Pacific region spoke of having to address both “the existential
threat and the immediate threat” in the theater, describing China as a looming challenge
but North Korea as a threat that keeps him awake at night. This is an accurate and
succinct way of capturing what planners and strategists face in a resource-constrained era
in which the US is shifting from decade(s) of focus on counter-terrorism to addressing the
challenges of multiple revisionist states, some of which are near-peer military
competitors and potential adversaries. * North Korea’s ballistic missile program
development increases the threat of Pyongyang reaching out to the US mainland, and its
nuclear weapons program development exponentially increases the criticality of that
threat. Biological, chemical, and cyber threats pose lesser but important challenges to
alliance military operations, should they be necessary.

Chemical and biological threats are complicating elements that we factor into
planning, and we expect their use by North Korea in the event of all-out conflict will
increase casualties in the event of war. This will not only be due to direct kinetic use, but
also due to strategic use that slows the advance of alliance and United Nations forces
seeking resolution of the threat, prolonging conflict and hindering humanitarian and
reconstruction efforts. Unlike nuclear weapons, however, neither chemical nor biological
weapons use by North Korea is likely to deter a decisive response.

* These comments are based on my personal experience and perspective and do not necessarily represent
the policies or positions of my employer or my clients.

2 Nye, Joseph, “Scholars on the Sidelines,” Washington Post, April 13, 2009.

3 Snyder, Scott, “US Policy Toward North Korea: Weighing the Urgent, the Important, and the Feasible,”
cfr.org, Nov 19, 2015.

4 That said, SecDef Mattis made clear his view that the US is the dominant force in global security,
responding to a question on what threat keeps him up at night with, “Nothing. | keep other people awake at
night.” http://www.cbsnews.com/news/transcript-defense-secretary-james-mattis-on-face-the-nation-may-
28-2017.
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I prefer to focus on the risk of North Korean aggression or provocation, rather
than the threat. While threat is a measure of adversary capability to inflict cost, the
measure of risk is a combination of adversary capability and intent; Examination of risk
broadens the aperture of the realm of influence when we explore avenues for influence
and shaping. The North Korean regime has shown little evidence that its decision-making
calculus is irrational, and North Korean leaders are not suicidal. The risk of a North
Korean pre-emptive or preventive strike on the US mainland remains very low. For the
same reason, the use of strategic nuclear weapons is low unless the regime leaders in
Pyongyang believe there is no other way to prevent their elimination.

North Korea repeatedly declares that its nuclear and missile developments are for
deterrence only, but that should not put us at ease (even if it was true). A nuclear
deterrent is precisely what increases the risk to US interests on the peninsula and in the
region. Many Americans in and out of government have warned of the game-changing
nature of North Korea’s ability to threaten the US mainland.® This not only raises
concerns among treaty allies over the US commitment to defend allied interests and
borders, but emboldens North Korea for the same reasons. Increased confidence that the
US is deterred from taking action provides maneuver space for aggression — especially
provocation designed not to provoke a kinetic response or escalation to war but to
influence the ROK public to press for conciliatory policies. With the election of President
Moon Jae-in and his stated desire to engage Pyongyang, the incentive for North Korea to
challenge the ROK for unconditional support has grown. President Moon now feels
pressure not only from his party, but from his public. Time will tell if North Korea
attempts to leverage the new ROK president’s engagement platform.

While North Korea cannot yet threaten the US mainland, Pyongyang threatens US
citizen throughout Northeast Asia. North Korea threatens US credibility with partners and
allies around the world. North Korea threatens stability and security that underlies the
free markets and democratic governments that the US advocates for, invests in, and
benefits from. North Korean proliferation of arms and military technology threaten global
efforts to increase human security. North Korea is not a looming risk to US interests — it
poses problems that need to be addressed.

How is each threat changing?

The threat of nuclear weapons use is most concerning. However, the North
Korean regime, under all three leaders, has acted relatively rationally, and there is little
reason to assume that Pyongyang would risk the consequences of a nuclear first-strike.
Whether on the ROK, Japan, or US, North Korea understands that the US response would
be overwhelming. If we assess North Korea to be rational, and assess its priority to be
regime survival, then we can only estimate the likelihood of an unprovoked North Korean
nuclear strike to be extremely low. Unless the situation changes considerably, and the
North Korean regime perceives its existence to be at risk, there is no reason to assume
this likelihood will change.

> Many discussions of whether North Korean military progress is a “game-changer” focus more on the
definition of the game than whether the development of nuclear and missile technology requires re-
evaluation of deterrence and/or denial strategies.
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What a nuclear capability does provide Pyongyang, however, is a sense of
deterrent that is likely to increase its willingness to employ conventional kinetic tactics as
negotiation tools and manipulative opportunities. Furthermore, as North Korea develops
its capability, the threat of its efforts to increase yield may become less significant than
the risk posed by its efforts to miniaturize a nuclear warhead. Nuclear scientists advising
the security community have noted similarities in the development timeline of the North
Korean and Pakistani nuclear programs - an increasingly operational/tactical focus and
increasingly militarized management of the nuclear program lowers the bar for nuclear
employment, which raises the likelihood of nuclear response. Furthermore, North
Korea’s increasingly domestic development and production capabilities make it more
sanctions-resistant.

The electronic/cyber threat from the North is less concerning but more quickly
developing. From employing cyber warfare to steal information to using hackers to steal
money and subvert sanctions, North Korea is developing an increasingly capable cyber
capability. While there is some evidence that the Chinese government is not fully
supportive of these activities, the sheer number of incidents of North Korean code found
to have infiltrated a network through Chinese servers suggests China is passively if not
actively supporting North Korea’s cyber warfare. North Korea’s increasing capability and
capacity in electronic warfare also poses challenges. North Korea is capable of Global
Positioning System (GPS) jamming, not only impacting alliance military actions but also
raising the risk of unintended conflict due to inadvertent crossing of the Military
Demarcation Line or the Northern Limit Line by civilian or military craft that have
degraded guidance capability, and putting at risk civilian airline traffic at Incheon
International Airport and other airfields throughout the ROK.

Both chemical and biological threats are real and have existed for years if not
decades, and present formidable but surmountable challenges to the alliances. However,
the North does not appear to be putting particular effort into developing or expanding
these capabilities. The North will employ these weapons, both offensively to disrupt
alliance military and government operations focusing on denying use of key
transportation and logistics hubs, and defensively — likely within North Korean territory —
to slow the advance of alliance forces and complicate maneuver by forcing our military to
wear protective gear. These are challenges that our militaries train against and will
overcome. Use of these weapons will only seal the fate of North Korean decision-makers.
It will not deter alliance forces.

How does the US government prioritize those threats and the best responses to
them?

As the new US administration reviews and revises policies, | would rather talk
about how we should prioritize these threats rather than how we are prioritizing them,
and how all-of-government efforts, coordinated with partners and allies throughout the
region, present the best opportunity to shape North Korean decision-making.

Despite President Trump’s statements regarding the value of the US-ROK
alliance (or alliances in general) or tweets undermining ROK confidence in US
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commitment to the alliance or extended deterrence,® early visits by Secretaries Mattis and
Tillerson, and Vice President Pence were generally well received, and all provided
reassurances of the value the US places on the US-ROK alliance. The daily conversations
between Mattis and Tillerson also reflect a positive “mood change” in DC on State and
Defense Department approaches to overseas relationships and issues, and encourage an
all-of-government approach to challenges. Further talks during the ROK National
Security Advisor’s visit to the US and Defense Ministerial sidebar discussions at the
Shangri-La Dialogue reflected this as well. This is in line with a renewed interest in the
North Korean threat within political and security circles in Washington.

Against which threats is trilateral cooperation most effective?

Given the current state of ROK-Japan political relations and the development of
potentially inter-operable defense systems, trilateral cooperation would be most effective
against North Korean missile threats, proliferation threats, and threats to the credibility of
the United Nations and the international community’s ability to enforce norms, rules, and
laws. While the US has consistently advocated for increased ROK-Japan collaboration
and multilateral cooperation, Washington is aware of political sensitivities regarding
historical and territorial disputes as well as the complicating factors of perspectives on
relations with North Korea and China. It is the hope of most in Washington that Seoul
and Tokyo can agree that cooperation on commonly-shared security concerns can take
place absent political or historical grievances that plague regional cooperation.

More actively employing the ROK-Japan General Security of Military
Information Agreement (GSOMIA) and cooperating on Integrated Air and Missile
Defense (IAMD) are the most obvious and effective ways of strengthening deterrence by
denial; i.e., increasing both our awareness of the threat and our ability to work together to
defend against it. Clearly messaging the value of this kind of cooperation and
demonstrating an agreed-upon approach to countering North Korean destabilizing and
provocative actions could underpin regional cooperation to counter North Korean
attempts to revise the regional stability status-quo.

Both intelligence sharing and missile defense coordination are hot topics for
media consumption, yet politically difficult for Seoul and Tokyo. While we should
advocate for coordination in these and other Joint/Coalition domain-enabling endeavors,
we should first focus on ‘low-hanging fruit.” Ongoing efforts should continue and be
highlighted as critical advancements in cooperation to strengthen regional security and
build a framework for the pursuit of mutual prosperity. These efforts are largely
functional, and are not all under the purview of the ministries of defense. In addition to
traditional military collaboration, the US encourages and actively supports the growing
capabilities of both ROK and Japanese in cyber, space, counter-terror, special operations,
and other realms in which asymmetric offsets strengthen our combined ability to ensure
stability and the operation of free markets and governments.

% In a series of meetings I held in Seoul in May 2017, nearly every counterpart raised questions about US
commitment to the US-ROK alliance based on statements by President Trump and others in his
administration published in US and ROK media.
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The US has, in the past, consciously avoided taking a side in disputes between our
two allies. However, both ROK and Japanese leaders in the security realm acknowledge
the benefits of cooperation, and we should all hope for more combined exercises and
increased sharing of information. All too often, those of us focusing on security
challenges acknowledge the military utility of cooperation and yet shy away from seeking
solutions to socio-political hurdles preventing the collaboration that would make us safer.
We need to re-address priorities.

There are several new potential avenues for cooperation that could both dodge
political criticism and further collaboration that would strengthen deterrence and defense.
The first step is to ensure inter-operability — this enables the ability to cooperate if and
when desired. If and when desired is a political question that cannot be answered without
the capability to do so if agreed upon, and is NOT the same as integration. Exploring
opportunities to exchange information and combine forces to strengthen a nation’s or
coalition’s posture does not require any nation to relinquish command over its resources
or its decision-making authority.

Some easy and relevant opportunities include expanding longstanding combined
search-and-rescue exercises to include search-and-recover exercises focused on ensuring
clear and safe passage of commercial shipping in light of North Korean littering of the
waters with its missile tests.” Additionally, nuclear experts and disaster response
personnel could work together so that lessons learned from the Fukushima disaster could
inform crisis readiness plans and publicly highlight the extremely dangerous conditions
under which North Korea is pursuing its nuclear program development.

What more needs to be done to make defense/deterrence stronger against each
threat?

There is much room for improvement in the effort to answer threats and risks
posed by North Korea. Recognizing how and why North Korea threatens the region and
the international relations status quo, the US should further develop a combination of
active and passive defenses, credible strategic messaging of capabilities and intent, and
pro-active coordination with not only partners and allies, but also with governments that
have credibility and influence in Pyongyang. While the ROK should continue to lead
development of policies for engagement and eventual unification with North Korea, the
North’s development of nuclear weapons increasingly threatens off-peninsula actors,
including US forces and citizens in Japan, Guam, Hawaii, and potentially even the US
mainland. US interest in the threat from North Korea is growing and no longer remains
within the realm of the mutual defense treaty.

Deterrence by denial is most effective against a paranoid regime like North
Korea, but requires a very nuanced strategic messaging campaign that demonstrates
resilient capabilities without indicating aggression and while messaging off-ramp
opportunities at individual and regime levels. The lack of trust means that displays of
resilience and commitment carry the most weight, but that same lack of trust also

" Adopting China’s justification for seizing a US unmanned underwater vehicle would send a powerful
message to China about the resolve to challenge its claims to the South and East China Seas, as well.
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discourages cooperation and dialogue. A credible off-ramp or believable positive
alternative must be offered if we are going to get Pyongyang to reconsider its believed
need for a nuclear deterrent.

Do these assessments change with the new government in Seoul?

Assessments of threat have not significantly changed, but perspectives on how to
address these threats have shifted with new governments in both Seoul and Washington.
Neither the US nor ROK government has fully formulated its policies (or even filled its
Cabinets, security advisory mechanism, or embassies that play a critical role in policy
coordination), meaning that while we do not yet know what approach our governments

will take, there is time to influence policy.%® There is no reason to believe North Korean
threats to the US or its allies will change as President Moon attempts to engage or
cooperate with North Korea. Pyongyang did not halt its provocative actions or its nuclear
and missile program development during progressive administrations of Kim Dae-jung or
Roh Moo-hyun, despite increased talks and attempts at reconciliation and cooperation by
the South. Nor will the US succeed with unilateral and less-than-perfect “massive
pressure,” against which North Korea has shown resistance and against which
Pyongyang’s imperviousness only grows as it develops domestic research and
development capabilities.

Another assumption that looks set to remain — to our own peril and despite the
change in US and ROK administrations — is the tendency to underestimate North Korean
agency when assessing Pyongyang. North Korea is open to dialogue, but it needs hard
cash and it prioritizes regime security. These are not compatible with either the US or
ROK unilateral approach to engagement or pressure. We tend to underestimate the
North’s agency in the decision to engage. When it comes to whether and how North
Kore% opens, dialogues, denuclearizes, or even unifies with the ROK, Pyongyang gets a
vote.

What may change following the elections in the US and the ROK - to the
detriment of readiness — is the focus of the US-ROK alliance due to personalities and
domestic political pressures in both capitals. The deployment of THAAD, the relocation
of US forces to Pyeongtaek, the imminent launch of burden-sharing negotiations (Special
Measures Agreement), and possible renegotiation of the KORUS free trade agreement
and the transition of wartime operational control of South Korean forces all stand to raise

8 While both US and ROK administrations have announced strategies on North Korea, there are numerous
alliance issues yet to be addressed. The US Special Representative for North Korea Policy recently briefed
ROK politicians on the US “four-point strategy” of 1) not recognizing North Korea as a nuclear state; 2)
imposing sanctions and pressure; 3) not seeking regime change; and 4) resolving issues through dialogue
(see “Trump finalizes 4-point strategy on N. Korea: lawmaker,” english.yonhapnews.co.kr, May 26, 2017).
® President Moon, on the other hand, stated recently that the ROK “will take the lead in dealing with
Korean Peninsula issues without relying on the role of foreign countries,” and that he will “endeavor to
enhance the human rights of the North Korean people without hesitation” (“Moon says will handle N.K.
issues without role of foreign countries,” english.yonhapnews.co.kr, June 01, 2017.

10 North Korea has already rejected both South Korean aid and a proposal for reunions of families separated
before and during the Korean War. For more, read Lankov, Andrei, “Will Moon Jae-In be able to
Implement “Sunshine 2.0”?”, www.nknews.org, June 6, 2017.
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tensions within the alliance. This will create surface tension between the two allies, and
could divert focus from deterring the North Korean threat to alliance maintenance.

Many Americans have expressed concern over President Moon’s appointments
that suggest an early desire to develop back-channel dialogue with Pyongyang, as well as
statements by Moon and his advisors regarding re-opening inter-Korean cooperation and
exchange conduits. The new ROK approach could undermine the new US approach of
massive economic and military pressure. There are, however, opportunities for
collaboration in the seemingly incompatible approaches,*" and rather than either nation
trying to press the other to change, we will be best served if the two explore
opportunities. If the US attempt to isolate and pressure North Korea is successful,
especially if China tightens the screws on North Korean assistance and trade, the ROK
could emerge as North Korea’s only viable choice for significant economic cooperation
and aid.*” This would provide the ROK leverage to press for more responsible North
Korean behavior.

Both the US and ROK have recently offered to open dialogue with the North,
under the right conditions. Both administrations must define those conditions, and decide,
if those conditions were met, what would be an acceptable outcome. While dialogue
should not be leveraged as a reward for good behavior, talks should not occur just for the
sake of holding talks. Before North Korea’s latest run of missile tests, both the Trump
and Moon administrations alluded to an interest in seeking a freeze of North Korea’s
nuclear program, with an ultimate, long-term goal of denuclearization. The US clearly
stated that it was not interested in regime change or collapse. However, since the North’s
latest launches, both Washington and Seoul have reverted to more hardline language of
complete, verifiable, irreversible denuclearization (CVID). CVID will not be achieved
with Kim Jong Un as head of the North Korean regime.

While neither the US nor the ROK president have experience with national
security policy, both have surrounded themselves with experienced, level-headed
advisors that value the US-ROK alliance. We can only hope that the common values and
desired end states embraced by the administrations survive their top leadership’s naiveté’
and susceptibility to influence by public opinion. Regional security is the immediate goal,
and advances the efforts for denuclearization and eventual unification.

1 “Trump’s North Korea Policy Just Got More Complicated,” Friedman, Uri, Theatlantic.com, May 09,
2017.

12 China is by far the largest trading partner for North Korea, representing more than all of Pyongyang’s
other partners combined, and then by a factor of more than 10. Without Chinese cooperation, the US will
not economically isolate nor significantly pressure North Korea. However, there is ‘low hanging fruit’ in
efforts to stymie North Korean trade. Its second-largest amount of trade is conducted with the US’ strategic
partner India, while its third and fifth largest trade partners are US treaty allies The Philippines and
Thailand. Tweed, David and Adrian Leung, “Keeping North Korea Afloat Puts These Nations in Trump’s
Crosshairs,” Bloomberg.com, May 30, 2017.
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North Korean Threats and Trilateral Cooperation
in the Hair-Trigger Situation

A Japanese Perspective
By Hideshi Tokuchi

North Korea’s Threats to Japan
North Korea’s Military Forces

North Korea continues to build up its military capabilities in accordance with the
four military guidelines: turn the armed forces into a cadre army, modernize the armed
forces, arm the entire populace, and fortify the country on the basis of equipping the
armed forces and the people politically and ideologically.*

According to Professor Ken Jimbo, North Korea’s deterrence is three layered:
first, against the Republic of Korea (ROK) and the USFK; second, against Japan, USFJ
and Guam; and third, against the US homeland.?

North Korea’s armed forces, comprised mainly of ground forces, are believed to
be maintaining and enhancing their capabilities and operational readiness yet most of
their equipment is outdated.® It is also pointed out that North Korea has large-scale
special operations forces that can conduct operations ranging from intelligence gathering
and sabotage to guerrilla warfare.* Although the special operation forces are among the
most highly trained, well-equipped, best-fed, and highly motivated in the Korean
People’s Army (KPA);® their main delivery means are midget submarines and cushioned
landing craft of the navy, and outdated An-2 transport planes of the air force.® The main
mission of the conventional forces and the special operations forces is believed to be
infiltration and invasion into the ROK, and they do not seem to have enough capabilities
to reach Japan. They are forces mainly for the first layer, making a large-scale invasion of
Japan hard to imagine. Nonetheless, one should not forget that they have the capability to
engage in terrorism in Japan.’

! Ministry of Defense of Japan, 2016 Defense of Japan, p 19. ; Ministry of National Defense of the
Republic of Korea, 2016 Defense White Paper, p. 27.

2R LB N EIE T =@ 0 "L EiBE 1 [Voice  July, 2017, pp. 99-101.

3 Ministry of Defense of Japan, 2016 Defense of Japan, p 19.

* 1bid.

> Office of the Secretary of Defense of the US, Military and Security Developments Involving the
Democratic People’s Republic of Korea: Report to Congress 2015, p. 12.

® 1bid.

"TEREIHMROBSAE-EERBLERTH. TOAH-IILSRARENHL VESE L Xadh: A
EEBRRI( T RILT7 ER. 2016 F ) 205 H.

53



North Korea’s WMD and Missiles

The special operations forces are not the only asymmetric capability North Korea
possesses. North Koreans are aware that their conventional forces are inferior to those of
the ROK and the USFK, and that it is extremely difficult for them to catch up with the
rapid modernization of the ROK military and the USFK. Therefore, they are focusing
efforts on reinforcing WMD and their delivery means to compensate the shortfall of
conventional forces.® The second layer of North Korean deterrence, which is directly
threatening to the security of Japan, is mainly made up of these forces.

Among the targets of the second layer, is the US Forces Japan, composed of
roughly 38,000 troops. Most of them are agile and mobile, for example, F-15s in
Kadena, F-16s in Misawa and F-35Bs in lwakuni, the USS Ronald Reagan in Yokosuka,
and Il MEF in Okinawa. Their robust presence is undergirded not only by the funding
of the Government of Japan, but also by the industrial capacity of Japan to provide repair
and maintenance support.

In the early morning of March 6", North Korea launched four ballistic missiles
from Tongchang-ri. The day after, the Korea Central News Agency reported that the
launch was an exercise conducted by the artillery unit, with the mission of attacking US
bases in Japan.® Although North Korea stated in Spring 2013 that the strike zone of its
ballistic missiles included Japan, and noted specific cities such as Yokosuka, Misawa,
Okinawa and Tokyo (note that these four cities house major US bases.), in addition to
Osaka, Yokohama, Nagoya and Kyoto,*° the March 2017 announcement by North Korea
was the first mention of the existence of a unit in the KPA with such a mission. While
this missile launch provided another opportunity for the Japan-US alliance to showcase
its robustness and credibility by the remarks of the leaders of the two countries,!! the
hostile nature of North Korea became more evident than ever.

North Korean technological advances makes matters worse. For example, missile
launches from mobile sites and submarines make detection more difficult. Launches from
the west coast of the peninsula, cold launches, and lofted trajectories, each distinctly
make interception more difficult.

The history of nuclear weapons development tells us that it took six years and 12
tests for the US to succeed in miniaturization, four years and four tests for the former
Soviet Union, four years and five tests for the UK, two years and five tests for France,
and two years and three tests for China. Considering these facts, it is highly possible that
North Korea, a late developer, already achieved the miniaturization of nuclear weapons
and acquired nuclear warheads that are mountable on its ballistic missiles. In fact, North

8 Ministry of Defense of Japan, 2016 Defense of Japan, p 20.

ST HAI2017F3A8H. 18,

10 Ministry of Defense of Japan, 2016 Defense of Japan, p 18.
1 Prime Minister Abe told President Trump over the phone on June 7 that Japan was willing to assume
larger roles and responsibilities to enhance the alliance deterrence, and President Trump told him that the

US would be with Japan 100%. ("5E5e##1J2017 F3 A 8 H. 3H. )
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Korea claimed in 2016 after its fifth nuclear test that it could produce as many smaller,
lighter and diversified nuclear warheads of higher striking power as it wants.*? Although
the question whether North Korea acquired technology necessary for reentry vehicles,
remains to be answered. Moreover, if North Korea does not possess the necessary
technology, it might try to carry out an electromagnetic pulse strike in outer space as was
reported some years ago.'? It is even called “the ultimate indiscriminate ASAT.”** It is
reported that a commentary of Songun (Military-First ldeology) refers to “new forms of
warfare such as space warfare.”*®

Chemical weapons are another concern. North Korea is not a party to the
Convention on the Prohibition of the Development, Production, Stockpiling and Use of
Chemical Weapons and on their Destruction (CWC). If you recall the recent incident in
Kuala Lumper, it is clear that North Korea will not hesitate to use chemical agents to
engage in terrorism. Japan takes note of the US Department of Defense’s assessment that
“North Korea probably could employ CW agents by modifying a variety of conventional
munitions, including artillery and ballistic missiles.”*®

Biological weaponry poses a similar concern, though a little different. Japan takes
note of the assessment of the ROK that “sources indicate that North Korea is capable of
cultivating and producing various types of biological agents such as anthrax, smallpox,
and pest on its own.”!” There is, however, a question whether biological agents can be
mounted on ballistic missiles. Similar to reentry technology, heat-resistance is a key to
the question.

Cruise missiles are also proliferating in North Korea. In the past, North Korea did
not have any except for short-range anti-ship Silkworm missiles, but recently it is
reported that it procured Russian Kh-35s and reverse-engineered them to deny the access
of US Aegis destroyers and aircraft carriers by deploying those missiles in the east and
west coasts of the country.!® The surface-to-ship missiles launched on the morning of
June 8 were reportedly modified Kh-35s.%°

12 Hideshi Tokuchi, “The Defense Force of Japan Awakens to Address Contemporary Security
Environment,” CSCAP Regional Security Outlook 2017, p. 13.

13 “North Korean Military Officer Threatens to Nuke the White House,” July 28, 2014, available at
<www.nti.org/gsn/article/north-korean-military-officer-threatens-

nuke-white-house/>.

14 Malcolm Davis, “Russia and China are Developing Some Very Powerful Weapons That Can “Kill’
Satellites,” November 9, 2016, The National Interests, available at < http://nationalinterest.org/blog/the-
buzz/russia-china-are-developing-some-very-powerful-weapons-can-18347>.
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Democratic People’s Republic of Korea, 2015, p. 22; Ministry of Defense of Japan, 2016 Defense of Japan,
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17 Ministry of National Defense of the Republic of Korea, 2016 Defense White Paper, p. 34.
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North Korea’s Cyber Warfare Capabilities

Finally, I would like to touch upon North Korean cyber warfare capabilities as
one of its asymmetric instruments. The above-mentioned manual of Songun ideology also
mentions “electric warfare” as a new form of warfare and it is said that it implies cyber
terrorism.?° Attribution of IP addresses is difficult and time-consuming because it is easy
to disguise the address by using third-party infrastructure. Although cyber forensics are
developing and the US Government attributed the attack in 2014 by “Guardians of
Peace” on Sony Pictures Entertainment to North Korea, technology to slip through
forensics is also developing. More importantly, barriers to entry in cyber space are very
low, evidently much lower than outer space.?! It is much easier to get malware than
WMD. Even high school students with commonly used personal computers can produce
and send computer viruses worldwide. Moreover, North Korea has an advantage, because
North Korea’s networks are largely separated from the internet and disruption of internet
access would have minimal impact on North Korea itself.??

Japan’s Response to North Korean Threat

It is not necessary to quote US Defense Secretary Mattis to state that North Korea
is “a clear and present danger” and “an urgent military threat.”?® Japan’s annual Defense
White Paper always puts North Korea at the top of the assessment of the security
environment (except for the defense policy and posture of Japan’s ally, the US).

Based on the assessment on North Korea, Japan’s defense priority is how to
address the North Korean ballistic missile threat. However, before discussing this issue, |
would like to briefly touch upon Japan’s response to other threats, particularly terrorism
by special operations forces, cruise missiles, and cyber-attacks.

Counter-terrorism

Japan is a highly urbanized country with a dense population, in which even a
small-scale infiltration and terrorist attack could pose a serious threat to its order. Japan’s
law-enforcement agencies such as National Police Agency and Japan Coast Guard
assume the primary responsibility to respond in such a case. If these law-enforcement
agencies cannot, the Defense Forces will respond by getting public security operation
order to supplement the law-enforcement agencies. Coordination and cooperation
between the Defense Forces and the law-enforcement agencies is improving, particularly
through exercises. Once the public security operation is ordered, the Defense Forces will
be given greater authority than the law-enforcement agencies to use their weapons,
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22 Office of the Secretary of Defense of the US, Military and Security Developments Involving the
Democratic People’s Republic of Korea, 2015, p. 14

23 Remarks by Secretary Mattis at Shangri-La Dialogue, June 3, 2017, available at <
https://www.defense.gov/News/Transcripts/Transcript-View/Article/1201780/remarks-by-secretary-mattis-
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particularly to respond to terrorists with WMD, by Acrticle 90 of the Defense Forces Law.
If, however, the terrorist attack is regarded as an armed attack against Japan, it will not be
regarded as a matter of public safety but as a matter of Japan’s territorial defense. In turn,
Japan will respond militarily by exercising the right of self-defense.

Defense against Cruise Missiles

Capability of North Korean cruise missiles against ships is considered to be lower
than that of China’s DH-10. ISR capability of KPA at sea is also considered to be limited.
Although it is not easy to detect missiles flying at low altitudes, experts say that they will
not pose serious threats to Aegis ships to be deployed in the Sea of Japan as their speed is
subsonic.

Cyber Defense

In 2015, the Government of Japan established Cyber Security Strategic
Headquarters and the National Center of Incident Readiness and Strategy for
Cybersecurity (NISC). The NISC is the control tower for cyber security, and the Ministry
of Defense is one of five government agencies that work closely with it. Safety of
information systems of the Defense Forces, special unit for cyber security, cyber response
posture, cutting-edge technology, human resources and cooperation with relevant
organizations are the pillars of measures against cyber-attacks. Cyber offense capability
as a countermeasure to cyber-attacks should be developed and legal issues related to
cyber offense should be resolved.

Ballistic Missile Defense

North Korea’s most serious threat to Japan is its ballistic missile ambition.
Responding to ballistic missile attacks is one of the pillars of the “Dynamic Joint Defense
Force” concept, defined in the National Defense Program Guidelines (NDPG) of 2013.
The Medium Term Defense Program (MTDP) for FY2014-2018 based on the NDPG
explicitly mentions the North Korean threat: “Given North Korea’s improved ballistic
missile capabilities, the SDF will pursue the comprehensive improvement of its response
capabilities against the threat of ballistic missiles.”?* The five-year program includes
additional Aegis destroyers; continuous improvement of incumbent Aegis destroyers;
PAC-3 MSEs; improvement of JADGE (Japan Aerospace Defense Ground
Environment); procurement and improvement of FPS-7 radar systems; and cooperative
development of SM-3 Block 1A missiles with the US. Based on this program, the
Ministry of Defense also conducts “studies on the best mix of the overall posture of its
future BMD system, including the new BMD equipment.” It also studies “its possible
response capability to address the means of ballistic missile launches and related
facilities, and will take necessary measures.”?® In relation to the final point, the ruling
Liberal Democratic Party (LDP)’s Policy Research Council released a three-point

24 Ministry of National Defense of the Republic of Korea, 2016 Defense White Paper, p. 400.
% |bid.
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recommendation on missile defense on March 30, including new assets such as Aegis
Ashore and capability to counterstrike adversary launch bases.?®

US-ROK-Japan Trilateral Cooperation

Professor Jimbo argues stability-instability paradox and decoupling in regard to
the trilateral response to the North Korean threats.?” He argues that if North Korea comes
to believe unilaterally that stable deterrence has been achieved in the second and third
layers and that escalation is limited, there will be a possibility that North Korea will
pursue limited military operations in the first layer. He also argues that US allies will
become doubtful about the credibility of US extended deterrence once North Korea
deploys ICBMs to reach the continental US.

Enhancement of US Extended Deterrence

In my view, credibility of US extended deterrence was tested in the Cold War era,
and we know that it successfully worked. It worked because of the huge energy emitted
by nuclear weapons. One can reasonably believe that it will work to deter North Korea as
well, but at the same time one may argue that because we do not exactly know North
Korea’s strategy and value system, we cannot be 100% sure about the credibility of the
US nuclear umbrella. Here, it is important to think about how to complement it. As far as
Japan is concerned, Japan’s own counterstrike capability against North Korea might be a
military candidate for the complement, as recommended by the LDP. Further careful
study is necessary on this issue as a matter of Japan’s own force development, defense
strategy and also alliance management. The issue of extended deterrence is not simply
military but also political and psychological. From this view-point, the three countries
must muster their expertise to enhance the credibility of US extended deterrence.

US-ROK-Japan Operational Cooperation

Even North Korea’s limited military operations against the ROK and the USFK
would develop into larger military conflicts involving the US, the ROK and Japan. The
three countries must be well prepared to effectively respond to such situations to deter
North Korea and to defend themselves against it. There are a lot of things the three
countries can do. Peace and stability of the Korean Peninsula is critically important to the
security of Japan, and peace and stability of Japan is likewise important to the security of
the ROK. Both the ROK and Japan are the two close allies of the US in Northeast Asia.
These three countries should keep up the momentum of security cooperation, capitalizing
on the recent trilateral defense ministerial meeting in Singapore. The Joint Press
Statement on June 3 states, “the three leaders pledged to take necessary steps to
strengthen their ability to cooperate more closely in the face of the North Korean threat,
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such as enhancing information sharing, executing a robust trilateral exercise program,
developing interoperability, and enabling practical military-to-military coordination for
effective response coordination.”?® This commitment must be put into practice with
constant awareness and efforts. In this context, news that the defense ministers of the
ROK and Japan committed in their bilateral meeting to the stable implementation of the
bilateral GSOMIA?® is an encouraging development, but it is important to be aware that it
IS just a beginning.

As a matter of operational cooperation, | would like to take up two issues:
logistics support by Japan and noncombatant evacuation operations.

First, logistics support by Japan. During the Korean War, Japan contributed to
US-led military operations conducted under the banner of the United Nations, by
providing port facilities as bases for sea transportation, by factories as bases for
production, maintenance and repair of weaponry, by railroads and ships for transportation
and by medical services in Japanese hospitals.*® Japan’s Sasebo, Yokosuka and Kure
served as home ports for ships. Yokohama, Kobe, Kita-Kyushu and Shimonoseki served
as transportation bases for troops and materials. Sasebo also served as a safe haven for
US non-combatant evacuees.®' As geography has not changed, Japan’s proximity will
reasonably make us assume that similar operations will be conducted in case of a military
contingency on the Korean Peninsula. Trilateral operational coordination is critically
important to ensure such operations are effective and smooth.

Second, noncombatant evacuation. There are about 60,000 Japanese nationals in
the ROK including 38,000 long-term sojourners32and 19,000 short-term visitors*3and
more than 100,000 Americans are there.** Noncombatant evacuation operations are one
of the prioritized areas for Japan-US cooperation in the Guidelines for Japan-US Defense
Cooperation of 2015. In accordance with the Guidelines, the two governments will
conduct early-stage coordination through the Alliance Coordination Mechanism to carry
out cooperation in fields such as the safety of evacuees, transportation means and
facilities, customs, immigration and quarantine processing, safe havens, and medical
services and they will enhance coordination in such operations from peacetime, including

28 Japan-United States-Republic of Korea Defense Ministers Meeting: Joint Press Statement, June 3, 2017,
available at <http://www.mod.go.jp/j/press/youjin/2017/06/03 _js_j-us-rok_e.pdf>.

2 See Japanese Defense Minister’s press conference transcript on June 3, available at <
http://www.mod.go.jp/j/press/kisha/2017/06/03b.html>.
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32 Ministry of Foreign Affairs of Japan, Annual Report of Statistics on Japanese Nationals Overseas,
October 1, 2016, p. 78, available at <http://www.mofa.go.jp/mofaj/files/000260884.pdf>.
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by conducting training and exercises. It cannot be, however, purely bilateral.
Noncombatant evacuation operations from the ROK could not be conducted without
close coordination with the ROK government and its support.

In both logistics support and noncombatant evacuation, and also in combat
operations, Japan, no doubt, respects the territorial sovereignty of the ROK. Partnership
between the ROK and Japan is a weak link in trilateral security cooperation, and thus
mutual trust must be cultivated with constant efforts at peacetime.

I would like to conclude this paper by mentioning the necessity of a new
containment policy. We should adopt a long-term containment policy so that North Korea
is fully aware that if it possesses nuclear weapons, then there is no guarantee for regime
survival nor improvements in relations with the international community.3 For this
purpose, the first necessary action is deterrence enhancement. To keep pressuring and
containing should be the policy toward North Korea now. Only in accordance with the
policy of pressure and containment can the international community bring North Korea to
the negotiating table and get it to abandon its nuclear ambitions. The three countries must
unite by establishing such a policy to send the right message to North Korea so that it
does not misunderstand the intention of the three countries. As the basis of the unity of
efforts, the US as the hub of the regional security system should articulate its own
security policy quickly, and the two allies should cooperate with the US for this purpose.

3 Society of Security and Diplomatic Policy Studies, “Emergency Proposal — Facing the Inconvenient
Truth: Re-examining Policy for Peace and Denuclearization of the Korean Peninsula,” May 2017, p. 1 and
p. 4, available at <http://ssdpaki.la.coocan.jp/proposals/170501_ja.pdf>.

60



APPENDIX A

PACIFIC F,0.RUM CSIS

US-ROK-Japan Trilateral Strategic Dialogue

Sponsored by the
US DEFENSE THREAT REDUCTION AGENCY
Royal Lahaina Resort ¢ Maui ¢ June 19-21, 2017

Monday, June 19, 2017

6:30 PM

Opening Dinner

Tuesday. June 20, 2017

8:00 AM

9:00 AM

9:15 AM

11:00 AM

11:15 AM

Breakfast
Introductory remarks

Session 1: Assessing the North Korean threat

How does each country assess the North Korean threat? Be as specific as
possible, differentiating between conventional, biological, chemical,
nuclear, and cyber threats. How is each threat changing? How does your
government prioritize those threats and the best responses to them?
Against which threats is trilateral cooperation most effective? What more
needs to be done to make defense or deterrence stronger against each
threat? Our Korean speaker and participants should also address whether
these assessments have been or are likely to change with the new
government in Seoul.

ROK presenter: Jina Kim
US presenter: Kevin Shepard
Japan presenter: Hideshi Tokuchi

Coffee break

Session 2: “A strategic game-changer”?

A North Korean nuclear warhead successfully miniaturized and capable
of being mounted on an ICBM is frequently referred to as “a strategic
game-changer.” What do we mean by that phrase? Is that the proper
characterization of this capability? Why or why not? How long will it be
until Pyongyang has this capability? How does this capability fit into the
North Korean strategic tool kit? What can we do individually, as alliances
and as a trilateral group, to minimize the impact of this capability? How
can or will China react?

US Presenter: Elaine Bunn
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12:30 PM

2:30 PM

5:00 PM

6:30 PM

Boxed Lunch in breakout rooms: Tabletop exercise: Groups get
exercise, prepare answers to questions

Round One Assessment

Plenary reconvenes to provide answers to questions and how each group
reached those conclusions. After each presentation, the group is
questioned by others on process and outcome.

Session adjourns

Dinner

Wednesday, June 21, 2017

8:00 AM

8:30 AM

10:30 AM

10:45 AM

12:30 PM

2:00 PM

4:00 PM

5:30 PM

Breakfast

Tabletop Exercise: Round Two
Reconvene in plenary to receive scenario and then disperse to breakout
rooms.

Coffee Break
Round Two Assessment
Lunch — Royal Ocean Terrace Restaurant

Session 3: Assessing the TTX

This session critically examines the outcomes of the TTX, focusing on
expectations among all players, especially as identified in Session 2.
What divergences among countries were revealed? How did responses
differ from expectations? What are the key lessons learned from this
exercise? What differences are there between this year’s TTX and last
year’s?

Session 4: Next Steps

What should be done to close those gaps, to move trilateral cooperation
forward, as well as next steps for Pacific Forum and this DTRA process.

Meeting adjourns
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