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Based in Honolulu, the Pacific Forum (www.pacforum.org) is a foreign policy research institute
focused on the Asia-Pacific Region. Founded in 1975, the Pacific Forum collaborates with a
broad network of research institutes from around the Pacific Rim, drawing on Asian
perspectives and disseminating project findings and recommendations to global leaders,
governments, and members of the public throughout the region. The Forum’s programs
encompass current and emerging political, security, economic, and maritime policy issues, and
works to help stimulate cooperative policies through rigorous research, analyses and dialogues.
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KEY FINDINGS

Throughout the month of October 2020, with support from the US Embassy Tokyo, the
Pacific Forum cohosted with the Center for Rule-Making Strategies at Tama University, the
Keio University Global Research Institute, and the Okinawa Institute of Science and
Technology a series of virtual panel discussions on “Game Changing Technologies and the US-
Japan Alliance.” Over 280 individuals joined the 10 sessions — 7 closed door and 3 public panels
— that examined issues such as artificial intelligence, autonomous vehicles, big data,
cybersecurity, drones, quantum computing, robots, and 3-D printing. A conversation of this
length and breadth is difficult to summarize, but the following key findings attempt to capture
this rich and variegated discussion.

General landscape

Mastery of new and emerging technologies is key to success in 21 century economic
competition and global leadership. There is much talk about those technologies’ impact on “the
balance of power,” but a fundamental question remains: The power to do whaf?

Technological prowess is vital not only to national defense and dominance, but also to provide
a bulwark against interference by authoritarian governments in domestic and personal affairs.
Democracies are losing their historical influence over technology development, standard-
setting, and limiting proliferation relative to the growing capacity of authoritarian competitors,
but this can be corrected.

Japan has made national economic statecraft a priority but has considerable work to do to deal
with the suite of issues associated with creating and effectively exploiting emerging
technologies.

The ubiquity of many of these technologies and government initiatives like China’s Military-
Civil Fusion (MCF) erase historical distinctions between military and civilian use. Traditional
export controls focus on protecting military and dual-use items. The growing difficulty in
distinguishing between military and civilian end-use and end-users makes export controls
challenging to apply, and ineffective in practice.

Emerging technologies

Despite growing attention to emerging technologies in the US and Japan and acknowledgement
of the need for coordinated action to regulate their use, disparities between the two countries
in terms of knowledge about, impact of, and proficiency in these technologies inhibit
coordinated action.

Uncertainties inherent in the development of “emerging technologies” make regulation of their
use and control of their dissemination difficult, if not impossible. Identifying the appropriate
technology to control is also problematic, and there is agreement that “casting the net” too
wide will inhibit innovation.
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There is an inherent tension between a desire for international collaboration to spur innovation
and the perceived need to control access to technologies to preserve economic and security-
related advantages, particularly to prevent their diversion by or to other countties.

While there is an instinct in the US to decouple economic exchange from perceived adversaries
to prevent technology leakage, connections afford the US and its allies a window into the work
of perceived adversaries and prevent surprise — both economic and strategic.

Economic incentives to get new technologies to market as quickly as possible may undermine
the readiness of entrepreneurs to build in safety, security, and ethics. The declining cost of new
technologies and their increasing availability to the public democratize access to dangerous
tools and create a leveling effect among nations.

Cyberspace

If data is “the new oil” — and there was little dissent about this — then the norms and regulations
regarding its “ownership” and/or use will be vital to success in the 21% century economy.
Coordination among governments that facilitate or inhibit sharing of such data is critical.

We are only beginning to understand how data processing outcomes can be influenced by the
types of algorithms used. Ostensibly “neutral” algorithms can prejudice decision-making by
incorporating subtle but important biases. Even nontechnical policy people should seek to
shine light into the algorithm “black box” to understand what assumptions are being made.

The COVID-19 pandemic has accelerated demand for better cybersecurity practices — and
made plain the alarming gap in both the capacity and the will to implement those practices. At
the same time, the pandemic-triggered recession has forced companies to cut their cybersecurity
budgets just as they have increased spending on I'T capabilities to account for a surge in remote
working arrangements.

Be wary of comparisons of who is “winning” cyber or technology races. Much depends on the
metrics used and assumptions about the nature of the competition. The “race” metaphor also
obscures the importance of international collaboration and reduces the equation to a zero sum.

Identifying and thinking about cyberspace as a separate military domain on par with air, sea
land, or space encourages clarity in relevant decision making — whether civilian, military,
government, or private. On the other hand, such a distinction risks obscuring the fact that
cyberspace is intrinsic to, and fully permeates, the other domains.

As governments attempt to secure national cyber networks, small- and medium-size businesses
continue to struggle to protect themselves from cyberattacks. Their shortage of cybersecurity
resources makes them vulnerable to cyberattacks, and both government and industry-driven
initiatives have been launched to help these smaller businesses enhance their cybersecurity.

There is a tension between resilience and deterrence in national security planning for
cyberspace. While technology is often the focus of security concerns, the human factor must
not be overlooked. Trust may be the key concept in developing secure cyber networks.



Robotics

While there is concern about the role of robots or autonomous weapons on the battlefield and
their impact on human control and delivery of intended effects, advocates counter that
autonomous weapons can be discriminating and more accurate than humans, creating less
collateral damage.

Public sensitivity to (or aversion toward) the application of advanced technologies in the
national security space has kept some researchers (many Japanese but also some American)
from considering the military applications of their work.

Semiconductors, 3-D Printing, and Supply Chains

Japan is several years behind the world in adopting additive manufacturing practices like 3-D
printing. While 3-D printing offers many advantages, problems persist in acquiring the
necessary raw materials for printing at scale. Effective utilization of 3-D printing will require
more and better education about this technology.

The US has much to learn from Asia about reviving its manufacturing sector and resourcing
supply chains.

Given a 60-70% cost differential between manufacturing in the US and China, relocating low-
cost production out of China makes little sense in a short-term analysis that relies solely on
cost. Yet there are competing and sometimes compelling longer-term factors to consider, such
as geopolitical relations, political risk, and the security of supply chains in a crisis. Establishing
new supply chains demands close attention to these factors.

For the US, a “National Manufacturing Guard,” modeled after the National Guard, may be one
way to ensure the availability of manufacturing capacity in a crisis such as a global pandemic.

Quantum Technology

While impressive progress has been made, the world is a long way from a game-changing
quantum computing capability. Small quantum computing capabilities may appear in the next
three to five years, but the potential — and the hype — outpaces the technology.

It is too eatly to tell which quantum technologies will have an impact on national security, and
different states are pursuing different lines of effort. Japan, China, and the EU are prioritizing
quantum communications, which might improve the security of encrypted communications. The
US and a few other countries are focusing on quantum computing, which could threaten the
security of encrypted communication, as well as provide useful commercial applications.

It is also too eatly to set broad international standards for quantum technologies. Instead, it
may make more sense to focus on limited cooperation among allies or like-minded countries.
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Biotechnology

Biotechnology proliferation poses new security threats as nefarious actors will be able to access
these capabilities soon.

While most of the focus of biotechnology is on medical and health-related products, it is
estimated that more than 60% of physical inputs into the global economy can be replaced by
biological production.

A shift to biological production can yield profound reductions in energy, water use, and land
use, along with substantial cuts in “food miles” (the distance from production to the table).

For new types of food production, economies of scale are not everything: there is room for
individual or startup competitiveness. However, supply capacity is a key limiter, particularly
with regard to amino acids and water.

While Japan has been developing biotechnologies, gains have been limited by bureaucratic
factionalism and stove-piping between government departments.

Areas of Cooperation

Technology can only be successfully managed through whole-of-government and whole-of-
society approaches. Policymakers should promote coordinated action between allies, partners
and like-minded states, where technology-generated impacts have their most far-reaching
effects.

The US-Japan Cooperation Dialogue on the Internet Economy, which included discussions
with private-sector representatives, is a best practice for US-Japan cooperation. The exchange
of ideas among industry, government, and academia will create an open architecture
highlighting the values of transparency, vendor diversity, and standardization, creating market
opportunities for US and Japanese vendors and benefitting third countries by improving supply
chain security.

The fundamental challenge the US and Japan face in 5G competition is a lack of attractive,
alternative options to very cheap technologies offered by China to third countries. An area of
focus for the US and Japan in 5G should be R&D collaboration to ensure multi-vendor
interoperability on technology challenges. Our countries should also be thinking to develop 6G
technology, in particular multilateral and bilateral industry consortiums for standard-setting.

One important lesson from the US-Japan trade and technology competition of the 1980s is that
the US exaggerated the “threat” from a highly capable competitor to a point that it almost
missed opportunities to work together for mutual benefit. (The allies should not lose sight of
opportunities to do so with China.)

The US needs an accurate understanding of government involvement in industrial
development. The vital role that Washington played in creating what came to be known as
Silicon Valley is often downplayed to foster a myth of “entreprencurial independence” and
advance ideological positions that are not based on history.
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Alignment between the US and Japan on trade, investment, and technology controls is
necessary. Otherwise, attempts to address shared security concerns will generate friction
between our two countries. One vital step Japan can make is developing more sophisticated
procedures to handle classified information, including a security clearance system. As a first
step, the US and Japan should update their science and technology agreement signed in 1988.
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ECONOMIC SECURITY AND JAPANESE ECONOMIC
STATECRAFT

By Akira Igata

The rise of “economic security” discourse in Japan
“Economic security” has become a hot topic in Japanese media, especially in the last year or
so. There are a couple of reasons why this term, loosely used to describe almost every issue

where economic and security issues overlap, has been the focus of attention in Japan.

China factors

Much of this relates to China. There are four strategic trends worth noting. First, there is a
growing perception of China’s rise and the relative decline of US power in international politics,
which has led to an increase in the Chinese presence in Japanese discourse. Second, China has
increasingly employed “economic statecraft,” or the use of economic means to pursue
geopolitical or security interests." Democratic countries including the United States and Japan
have been creating policies to deal with new challenges posed by China’s economic statecraft.
Third, Xi Jinping has raised the Military-Civil Fusion concept to the strategic level, raising
concern that any technological cooperation with China may result in contributions to the
modernization of the People’s Liberation Army. Fourth is China’s increasingly inward-focused
economic policies, evident in measures such as “Made in China 2025,” a policy that aims to
create domestic champions in numerous critical industries, a government procurement list that
prioritizes domestic information technology products, and the “dual circulation strategy,”
which calls for China to shift from its export-oriented economic strategy to one that focuses

on the domestic market.

Three important Chinese domestic legal developments have contributed to the rise of

economic security discourse in Japan. One is the establishment of the National Intelligence

! Numerous works detail Chinese economic statecraft, among them Robert D. Blackwill and Jennifer M.
Harris. War by Other Means: Geoeconomics and Statecraft, The Belknap Press of Harvard University Press
(2016) and William J. Norris. Chinese Economic Statecraft: Commercial Actors, Grand Strategy, and State
Control, Cornell University Press, (2016).



Law, which stipulates that every Chinese company or individual shall cooperate with state
intelligence gathering. The second is the Cyber Security Law, which prioritizes the Chinese
government’s access to data over protection of privacy. The third is the new Export Control
Law, which identifies re-exports and deemed exports in ways that will be problematic for
foreign companies in China that use emerging technologies. These newly enacted laws —
especially the Export Control Law - are perceived as having transformed in a negative way the

environment in which companies operate in China.

Media coverage of human rights violations in China has contributed to the rethinking of how
to deal with China, especially in the private sector. Reports of forced labor in Xinjiang, Tibet,’
and elsewhere," as well as population control of Uyghurs in Xinjiang® have led to heightened
media scrutiny of global supply chains. As a result, numerous Japanese companies have been
“named and shamed” for indirectly violating human rights by potentially using forced labor in
their supply chains® or providing components to video surveillance companies that have been

blacklisted by the US for human rights violations.”

Technological factors

In addition to these strategic, legal, and human rights concerns, economic security has become
a focus because the nature of technology has changed. Previously, a limited number of
technologies had both military and civil uses, were identified as “dual-use” and thus subject to
control. Today, virtually all emerging technologies have some potential military use. Automated
driving systems can be used for unmanned military aerial drones; biological weapons can be
created through DIY biology; 3D printers can be used to fabricate weapons. These

developments render the concept of “dual use” obsolete, as all emerging technologies are

2 Bureau of International Labor Affairs, US Department of Labor. Against their Will: The Situation in
Xinjiang. Accessed on Nov. 26, 2020.
https://www.dol.gov/agencies/Ilan/against-their-will-the-situation-in-xinjiang

3 Adrian Zenz. “Xinjiang’s Militarized Vocational Training System Comes to Tibet.” Jamestown
Foundation China Brief. Volume: 20 Issue: 17.

4 Vicky Xiuzhong Xu, Danielle Cave, Dr Games Leibold, Kelsey Munro & Nathan Ruse. “Uyghurs for
sale,” Australian Strategic Policy Institute. March 1, 2020.

5 Adrian Zenz. Sterlizations, IUDs, and Mandatory Birth Control: The CCP’s Campaign to Suppress
Uyghur Birthrates in Xinjiang. Jamestown Foundation. July 21, 2020.

¢ For instance, see: “Uyghurs for sale”; Erin Handley and Bang Xiao. “Japanese brand Muji and Uniglo
flaunt ‘Xinjiang Cotton’ despite Uyghur human rights concerns.” ABC News, Nov. 4, 2019.

7 “Sony, Sharp supply parts to U.S.-blacklisted China security video firm.” Kyodo News. Nov. 25, 2019.
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potentially “dual use.” As a result, the economic activities of companies that once had nothing

to do with the military have become highly relevant to security.

Japan’s defensive economic statecraft
The critical question for Japan is how to think about economic statecraft in an era of heightened
competition between the US and China. Japan has been pursuing various defensive policies for

a year of so.

First, the Japanese government has strengthened its organizational structure for economic
security. It created an Economic Division in the National Security Secretariat to deal with
technology and security along with other economic security issues. The Ministry of Foreign
Affairs created an Economic Security Policy Division; the Ministry of Economy, Trade, and
Industry (METI) created the Economic Security Division; and the Ministry of Defense
announced that it will create an economic security position to deal with emerging technologies.
The Japanese government is also planning to create a comprehensive promotion law on
economic security, which will include such items as strengthening economic intelligence
gathering capacity, promoting cooperation with “Five Eyes” countries, and creating new

restrictions on foreign land acquisition adjacent to sensitive areas.®

Second, Japan is implementing policies on technological innovation based on its Integrated
Innovation Strategy’. This strategy has four pillars: (1) “Knowing” which technologies pose
threats and what technologies exist to counter these threats; (2) “developing” these
technologies; (3) “protecting” the intellectual property; and (4) “applying” the technologies in

society.

The Japanese government is considering the creation of a “Japanese version of the RAND
corporation” which will make the connection between emerging technologies and security and

make it easier to “know” what an innovative technology is and how to “apply” it. This think

8 “Dejitaru Tsuuka he Hou Kaisei Jyunbi wo: Jimin, Chuukan Torimatome [Prepare for legal amendment to
create digital currency: Mid-term report by the Liberal Democratic Party].” Nihon Keizai Shimbun. October
5, 2020.

° For the most recent strategy, see: Japanese Cabinet. Tougou Inobe-shon Senryaku 2020 [Integrated
Innovation Strategy 2020]. July 17, 2020.



tank will lead research into the state of R&D in industry, academia, and the government then
make recommendations on how these technologies can be utilized for security purposes in

areas such as quantum computing and artificial intelligence (AI)."

Japan has R&D subsidies for emerging technologies for FY2021 to “develop” these
technologies. METI has requested nearly 100 billion yen for “creating an innovation
ecosystem” that includes R&D promotion for Al, materials, and sensors."' The Ministry of
Internal Affairs and Communications has asked for 73 billion yen for strategic investment in
emerging technologies such as 5G, “Beyond 5G,” quantum cryptography, Al and space-related

information and communications technologies (ICT)."

To “protect” technology, Japan must block four main routes of illicit technological transfer:
people, products, money, and cyber attacks. On the “people” front, the Japanese government
recently changed the rules for government research grants by mandating that those receiving
monies disclose funding sources from foreign entities,”” with potential next steps including the
strengthening of visa controls to prevent illicit technological transfers through researchers.'
On “products” and “money,” the Foreign Exchange and Foreign Trade Act was revised to
strengthen export control and investment screening. On “cyber,” Japan has been strengthening

cyber security for both the government and private sector.

Protection of technology is sought through international coordination as well. Japan is

reportedly considering a call for a new international export control regime. While it will not

10 “Seifu, Anpo de Shin Shinku Tanku: Minkan Gijyutsu wo Kenkyu [The government is considering a new
thinktank in the area of security: Will research civil technology transfer].” Nihon Keizai Shimbun. January
19, 2020.

! Ministry of Economy, Trade and Industry. Reiwa 3 Nendo Keizai Sangyoushou Kankei Gaisan Youkyuu
no Pointo [Important points from METI-related budgetary request for the 3’ year of Reiwa]. September 30,
2020.

12 Ministry of Internal Affairs and Communications. Reiwa 3 Nendo Soumushou Shokan Yosan Gaisan
Youkyuu no Gaiyou [Overview of the budgetary request under Ministry of Internal Affairs and
Communication’s Jurisdiction for the 3" year of Reiwa]. September 30, 2020.

13 “Sentan Gijyutsu no Kaigai Ryuusyutsu Boushi: Seifu Hojyo, Shikingen no Kaiji Jyouken [Preventing
foreign leaks of emerging technology: Government funding will require disclosure of funding].” Nikon
Keizai Shimbun. June 23, 2020.

14 Dokuji - Ryuugakusei Biza no Shinsa Genkakuka e: Chuugoku Nentou, Anpo Gijyutsu wo Ryuusyutsu
Boushi [Exclusive — Tightening visa for foreign students: With China in mind, preventing leak of security-
related technologies].” Yomiuri Shimbun. October 5, 2020.
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replace the Wassenaar Arrangement, the idea is to create a more agile group to control exports
of emerging technologies such as Al, machine learning, quantum computing, biotechnology,
and hypersonic among countries that have these capacities, such as Japan, the US, Germany,

UK, and the Netherlands."

Third, the private sector is waking up to this new geopolitical reality and is strengthening its
capacity to collect and analyze economic security concerns that will affect them and shift its
global management strategies accordingly. Most notable is Mitsubishi Electric, which in
September 2020 created a new Corporate Economic Security Division to “comprehensively
manage economic security risks throughout the entire company’s business” and is tasked with
“researching and analyzing the rapidly changing economic security policies and legal systems

of countries worldwide.”!® This trend will likely spread to other companies and industries.

Japan-U.S. cooperation in economic security

Japan must continue developing its capacity to deal with new economic security challenges,
while increasing cooperation with like-minded countries. This could take many forms. Since
countries (including Japan) have only begun to establish economic security policies, this process
would benefit from prioritizing bilateral discussions focused on economic security with
countries that have emerging technologies before moving to a multilateral forum. A Japan-US
economic security dialogue that included the government and private sector would greatly

benefit future coordination between the two countries on this critical issue.

15 “Sentan Gijyutsu no Yusyutsu Kisei, Bei nado ni Wakugumi Teian e Seifu Kentou [The government is
considering calling for a framework on emerging technology export controls to countries like the U.S.]”
Nihon Keizai Shimbun. September 26, 2020.

16 Mitsubishi Electric Corporation Public Relations Division. Mitsubishi Electric to Change Executive
Officer’s Duties and Organization. September 16, 2020.
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3 Adrian Zenz. “Xinjiang’s Militarized Vocational Training System Comes to Tibet.” Jamestown
Foundation China Brief. Volume: 20 Issue: 17.

* Vicky Xiuzhong Xu, Danielle Cave, Dr Games Leibold, Kelsey Munro & Nathan Ruse. “Uyghurs for
sale,” Australian Strategic Policy Institute. March 1, 2020.

3 Adrian Zenz. Sterlizations, IUDs, and Mandatory Birth Control: The CCP’s Campaign to Suppress
Uyghur Birthrates in Xinjiang. Jamestown Foundation. July 21, 2020.

¢ For instance, see: “Uyghurs for sale”; Erin Handley and Bang Xiao. “Japanese brand Muji and Uniglo
flaunt ‘Xinjiang Cotton’ despite Uyghur human rights concerns.” ABC News, Nov. 4, 2019.

7 “Sony, Sharp supply parts to U.S.-blacklisted China security video firm.” Kyodo News. Nov. 25, 2019.
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ECONOMIC SECURITY CHALLENGES AND EMERGING
TECHNOLOGICAL OPPORTUNITIES IN THE US-JAPAN
ALLIANCE

By Elsa B. Kania

The boundaries between economic and national security have been eroding. In particular, the
intense disruption of the COVID-19 pandemic has highlighted the degree to which security
depends on national resilience and the fundamentals of a country’s economic foundations,
including the capacity to secure critical resources and scale up production at a moment of crisis.
In particular, the future trajectory of US-China rivalry will depend upon capacity to promote
economic recovery and sustain development. For the United States and Japan as democracies,
the relative openness of our innovation ecosystems can provide an important competitive
advantage, especially in a world of globalized innovation. However, this openness can also be
exploited and create vulnerability to the tactics of tech transfer that the Chinese government
has often undertaken. As economic security comes to the forefront of the conversation, both
governments have explored policy options to mitigate those risks. For the US-Japan alliance,

these are critical challenges on which coordination and engagement will be critical.

Economic Security at the Forefront

US concern for economic security as a dimension of national security has intensified under the
Trump administration. While economic security has long been a concern for US policymakers,
its elevation as a core and central concern for US national security has become particularly
prominent during the Trump administration. The 2015 National Security Strategy emphasized,
“America’s growing economic strength is the foundation of our national security.” By contrast,
the latest National Security Strategy directly declared, “Economic security is national security.”
The policies and practices by China that are damaging US economic interests, such as those

that undermine fair competition or pilfer intellectual property, are regarded as “economic

aggression” to require a forceful response. US policy is to promote “free, fair, and reciprocal”

! “National Security Strategy of the United States of America,” https.//www.whitehouse.gov/wp-
content/uploads/2017/12/NSS-Final-12-18-2017-0905.pdf
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relationships, such as those marked by equal levels of market access. While the next iterations
of this strategy remain to be seen, there will likely be a degree of continuity in these concerns

into and across future administrations.

However, there is not a single concept or coherent understanding of economic security in US
policy in practice. Interestingly, the recent concern with economic security in US policy debates
presents a useful comparison to parallel concepts in China. Within the “overall national security
concept” that Xi Jinping has promoted, economic secutity is regarded as “the foundation.”?
PRC Science and Technology (S&T) plans have also concentrated on promoting indigenous
innovation, including to overcome chokepoints or bottlenecks, such as semiconductors, where
China remains dependent upon foreign technologies and has not yet developed an indigenous
alternative. On the other hand, debates about economic security could be situated instead in
relation to concerns about human security. In particular, the COVID-19 crisis highlights the
importance of resilience and societal well-being as essential prerequisites of US strength. By
most metrics, the United States has yet to dedicate adequate attention or resources to any of

these issues.

These concerns about economic security have often been invoked in US policy debates in
response to threats from and competitiveness relative to China. Certainly, the theft of
intellectual property, as well as transfer of technology through licit means, at scale has imposed
serious damage on US companies, and the aggregate impacts on the US economy have been
severe. As described in the National Security Strategy, the United States must focus on domestic
production of essential products and critical technology. In particular, there is renewed concern

b

with protection of the “national security innovation base,” a concept that encompasses not
only the defense industry and traditional stakeholders in US national security, such as national
laboratories, but also academia and the private sector. However, even as the US government
starts to regard new players as critical to the national security innovation base, such as for their

strengths in emerging technologies, these entities do not view their interests as aligned

necessarily with those of the US government, nor are views on security the same across sectors.

2 “Xi Jinping talks about the overall national security concept: people's security is the purpose of national
security” [JITFREMERLZ L0 | ARRERERREMRE], People’s Daily Online [ A\RM],
April 15, 2019, http://cpc.people.com.cn/xuexi/n1/2019/0415/c385474-31030462.html
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As debates continue about the prospects of “decoupling” from China, an underlying
consideration is not simply the reduction of risk but also the rebuilding of industries that had
been hollowed out. After decades in which much of that capacity for indigenous development
had been lost within the United States because of globalization, the latest attempts to reverse
that trend will be challenging and likely require significant investments to achieve. For the
United States, assured supplies of critical resources, such as rare earths, and reorienting
important industries, such as pharmaceuticals, are priorities that will only redouble in the wake
of the pandemic, which demonstrated the dangers of failing to secure a reliable supply or being
dependent upon another country for any vital resource. Whereas once economic
interdependence was regarded primarily as a stabilizing influence in US-China relations, that
dynamic is viewed today on both sides as creating a degree of mutual vulnerability that is

dangerous as rivalry intensifies.

The measures intended to change the status quo ante between the US and Chinese economies
have been pursued in parallel between both governments. Considering that the Chinese
government has long blocked US companies from sensitive industries or critical infrastructure,
including the expulsion of Google from China as early as 2010, for the US to respond
reciprocally, recognizing similar concerns, appears reasonable, if not long overdue. The latest
initiatives in China policy from Congress have introduced more restrictions. For instance, the
reforms to the Committee on Foreign Investment in the United States (CFIUS) through the
Foreign Investment Risk Review Modernization Act (FIRRMA) have expanded scope of
purview and mandate, including to consider different types of investment and issues that
encompass personal information. In particular, CFIUS has recently blocked Chinese companies

from investments that might provide access to the personal information of US citizens.

Beyond the bombastic rhetoric from the Trump administration, several of the measures
introduced have been relatively reasonable, despite messaging and implementation that have at
times been lacking or confusing or haphazard. However, the failure to articulate a coherent
rationale or create a generalized framework for these policies has meant that various actions
taken to constrain the unwanted transfer of technology have at times appeared randomly

targeted against Chinese companies in ways that have raised concerns about undue political
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influence. For instance, the use of the “entity list” that the Department of Commerce maintains
to impose restrictions on certain Chinese companies, such as to deny their access to chips, has
occurred with greater frequency, including against companies alleged to be linked to the
Chinese military or complicit in human rights abuses. Moreover, new rules from the Bureau of
Industry and Security (BIS) have expanded understanding of “end user” and “military end user”
for the purposes of transfer and licensing. In parallel, there has been increased screening and
in some cases denial of visas to students linked to tech transfer and military-civil fusion, a policy

that is reasonable yet raised concerns about fairness in approvals.

Emerging Industries and the Fourth Industrial Revolution

While the United States was once regarded as a leader and essentially unchallenged in
innovation, China’s rise as a powerhouse in science and technology has raised concerns about
the competitive challenge. In particular, the US and Chinese governments have concentrated
on artificial intelligence (Al), advanced manufacturing, quantum information science (AIS), and
fifth-generation telecommunications (5G), which were deemed during the Trump
administration as “industries of the future.” In parallel, Chinese leaders concentrated on
promoting the digital economy and the development of new-type infrastructure. At a moment
of global economic slowdown in the aftermath of the pandemic outbreak, and as the fourth
industrial revolution that is emerging as a result of these advances in disruptive technologies
progresses, the capacity to achieve competitive advantage in these industries will be

consequential.

Beyond defensive measures intended to block technology transfer, policymakers are starting to
explore options to enhance US competitiveness. In particular, after years of shortfalls in
funding for basic research, there are calls for greater government investment in promoting
research and development in priority directions. At the same time, the US has had an aversion
to measures that might be regarded as industrial policy, and in industties that are evolving so
quickly there are reasons to consider carefully not only the benefits but also possible detriments
to more directed governmental involvement. Efforts by governments to direct funding to fill
gaps or address market failures, including in industries that are consequential but remain

immature or relate to urgent concerns of national security, can be productively supported.
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Economic Security in an Age of Pandemics

The United States and Japan must recalibrate and reevaluate their understandings of economic
security in response to lessons learned from the pandemic and recognition of looming systemic
threats. The global economy is facing severe economic consequences as the result of a
pandemic for which preparedness proved inadequate. In its wake, efforts to promote resilience
are especially consequential, as future pandemics and the threat of climate change, which will
contribute to extreme weather and forced migration, will present urgent concerns for every
country. Such systemic threats, especially climate change, necessitate a more global approach,
including re-engagement with international institutions by the United States. The United States
and Japan should continue to engage on concerns of economic security, sharing lessons learned,

and explore options for joint action.
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THE SEMICONDUCTOR INDUSTRY AND SUPPLY
CHAINS: A HISTORICAL PERSPECTIVE

By Willem Thorbecke

Semiconductor devices are the most manufactured item ever, with more than 13 sextillion (1.3
x 10%) metal-oxide silicon (MOS) transistors made so far." They are vital not only for computers
and smartphones but also for artificial intelligence, quantum computing, autonomous vehicles,

the Internet of Things, cybersecurity, and countless other civilian and military applications.

America’s Bell Labs invented the transistor in 1946 and the MOS transistor in 1959. Autonetics
Corporation in the early 1960s placed several transistors on a microchip and sold these to the
Pentagon to make intercontinental ballistic missiles. Hayakawa Electric (later renamed Sharp)
asked Autonetics to produce for them microchips with more than a thousand transistors to be
used to make calculators; it turned to the US company after every Japanese firm refused
Hayakawa’s request. As Johnstone recounts,” Hayakawa convinced Autonetics to supplement
its high-margin work for the Pentagon with low-margin work in consumer electronics by
invoking the learning curve. At first, profits would be small but as Autonetics gained
experience, production yields would increase and profits would rise. Autonetics supplied the
chips and Hayakawa used these to produce millions of battery-powered calculators. Japanese
chipmakers that had refused to produce for Hayakawa now complained to the Ministry of
Industry and Trade (MITT), and MITT forbade Hayakawa from buying more microchips from

the US. This limited the learning-curve benefits for Autonetics.

Hayakawa, now renamed Sharp, asked RCA, another US company, to supply thin-film
transistors to apply to liquid-crystal displays (LCD). RCA demurred and RCA and

Westinghouse abandoned the market. Sharp then manufactured them itself and used them to

' Laws, D. 2018. Thirteen sextillion and counting: The long and winding road to the most frequently
manufactured human artifact in history. Computer History Museum weblog, 2 April. Available at
http://computerhistory.org.

2 Johnstone, B. We Were Burning: Japanese Entrepreneurs and the Forging of the Electronic Age. New
York: Basic Books, 1999, p. 52.
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make not only calculators but also televisions. Sharp and Seiko also mastered the
manufacturing process for the complimentary MOS (CMOS) transistors that RCA had
developed. It profited from this while RCA and Westinghouse languished.

Bernard Vonderschmitt of RCA said that no one in Silicon Valley recognized the potential of
CMOS technology until the late 1970s or early 1980s.” Thus, when the industry standard turned
to CMOS, Japanese producers were far ahead. In 1980 no Japanese manufacturer was among
the top 10 producers in the world but within six years Japan had become the world’s leading
semiconductor supplier. In 1979 US semiconductors companies had 60 percent of the world
market and Japanese companies less than 30 percent. By 1985, they both had 45 percent of the
market and then Japanese firms took the lead. In dynamic random access memory (DRAM),
the US share fell from 70 percent in 1978 to 20 percent in 1986 while the Japanese share rose

from less than 30 percent to 75 percent over this period.*

Congress responded by seeking trade protection, complaining that MITI had excluded US
semiconductor firms such as Autonetics from the Japanese market. The US and Japanese
governments negotiated a settlement. As part of the settlement, MITI pressured Japanese firms

to lower export quantities and raise prices for semiconductor devices.

Samsung benefited from these restrictions on its Japanese competitors. In the 1980s, it had
focused on DRAM chips. Its workers diligently acquired technology from Japanese and US
engineers. In 1985 and 1986 most US producers exited the DRAM market and Japanese
producers were constrained by the settlement with the US to limit supply and raise prices.
Korean producers were not constrained by this agreement and were able to sell as much as they
could produce at the higher prices charged by Japanese producers. Samsung channeled the
resulting profits into capital formation and R&D, and as a result, in the early 1990s Samsung
became the world’s leading producer of DRAMs. It remains the leader in this technology today.
The Korean company SK Hynix is now the second leading producer of DRAM and flash
memory chips, while Micron, a US company, is third.

3 1bid., p. 74.
4 Irwin, D. “The U.S. —Japan Semiconductor Trade Conflict,” in Anne O. Krueger, editor, The Political
Economy of Trade Protection. Chicago: University of Chicago Press, 1996, p. 7.
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While Korean companies dominate the market for memory chips, Taiwan Semiconductor
Manufacturing Corporation (TSMC) is the leading manufacturer of logic chips. In the 1970s,
Taiwan was technically at war with China, had just left the United Nations, severed relations
with a key source of technology and capital (Japan), and suffered a 47 percent increase in
consumer prices from the first oil shock. Many overseas Chinese researchers, scholars, and
engineers were eager to help Taiwan and joined a Technical Advisory Committee (TAC) to
advise the government. The TAC identified integrated circuits as a key product to develop and
located Chinese engineers working in the US to join the government-sponsored Industrial
Technology Research Institute ITRI). It recommended that Taiwan absorb 7.0 micron CMOS
technology at a time when the state of the art was 3.0 micron technology. It also advised that

within four years Taiwan should develop technology through local research.’

In 1976, Taiwan obtained 7.0 micron technology from RCA, recruited engineers, and provided
them training from RCA. Thanks to learning by doing, by 1979 the percentage of ITRI wafers
that worked propetly surpassed yields at RCA.°

The ITRI then pursued very large scale integration (VLSI) technology. VLSI involves placing
more than 100,000 devices on a chip. After developing the manufacturing capacity, ITRI
employed it to spin off TSMC. As Lin and Rasiah discussed,” TSMC inaugurated a new
business model. Previously, IC companies integrated design functions with manufacturing
functions. TSMC was the first pure-play foundry that did not design its own microchips but
instead manufactured them according to other companies’ specifications. In 2020, it remains
the largest pure-play semiconductor manufacturer, with $69 billion in assets and 50,000
employees. The rise of TSMC as a company that focused on the expensive and capital-intensive
activity of producing chips frees other firms to focus on the brain-intensive work of designing

chips.

3 Lin, Y., and Rasiah, R. 2014. “Human capital flows on Taiwan’s catch up in integrated circuit
manufacturing.” Journal of Contemporary Asia 44: 64-83.

¢ Breznitz, D. Innovation and the State: Political Choice and Strategies for Growth in Israel, Taiwan, and
Ireland. New Haven: Yale University Press, 2007, pp. 97-145.

7 Lin and Rasiah, op cit, note 5.
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Many firms in the industry have thus opted for a “fabless” manufacturing model. They design
the chips, outsource their production to companies such as TSMC, and then sell the chips
under their own name. The US company Nvidia uses this model to produce graphics processing
units and sells these to computer gaming companies, Al developers, self-driving car makers,
cryptocurrency miners, and cloud service providers. Qualcomm uses it to produce chipsets for
smartphones. Advanced Micro Devices, also from the US, uses TSMC to produce chips for

PCs and data centets.

Intel has long been an integrated device manufacturer, combining design with manufacturing.
However, in 2019 it encountered delays in developing the process technology to produce 10
nanometer (nm) chips and in 2020 it announced delays in developing 7 nm chips. This places
Intel well behind TSMC in manufacturing cutting-edge chips. It may have to outsource more

production to TSMC.

The supply chain for the semiconductor industry has many sophisticated firms located
upstream. Much of the design architecture used to construct chips for smartphones, laptops,
tablets, Apple computers, and data centers is licensed from a British company, ARM.
Semiconductor manufacturing equipment is made by US companies such as Applied Materials,
Japanese companies such as Tokyo Electron, and Dutch companies such as ASML. ASML is
a key producer of photolithography equipment as it is the only one using extreme ultraviolet

light.

Japan now focuses on producing inputs to the semiconductor industry where craftsmanship
and advanced technology are crucial. These include not only semiconductor manufacturing
equipment but also ceramic capacitors made by Murata Manufacturing, image sensors made by
Sony, and the fluorinated polyimide, photoresists and etching gas made by JSR, Tokyo Ohka
Kogyo, Shin-Etsu Chemical, Showa Denko, and Kanto Denka Kogyo.

Chinese firms such as Semiconductor Manufacturing International Corporation (SMIC) and

Yangtze Memory produce 40 nm chips, but are working diligently to reach the 5 nm frontier.

China’s “Big Fund” supports spending on factories and equipment and pays to lure engineers
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away from TSMC. Chinese workers in this industry view it as their patriotic duty to achieve

self-sufficiency and kept working even in Wuhan during the coronavirus outbreak.

President Trump has restricted the sale of semiconductor manufacturing equipment, software,
and chips made with US technology to SMIC, Huawei, and other Chinese companies deemed
unreliable. US allies are also restricting sales: for instance, ASML has been unable to obtain a

license to sell photolithography equipment to SMIC.

The US has lost its comparative advantage in manufacturing computer chips. Having chip-
making centered in Korea, Taiwan, and China poses risks if there is a military conflict.
Channeling money to the semiconductor industry and imposing protectionism is unlikely to
recreate a vibrant domestic industry, however. During the Cold War, military funding helped
US companies invent countless technologies. However, it was often Japanese rather than US
companies that profited. Government largesse left US companies bloated, while market forces
compelled Japanese companies to innovate. Protectionism in the semiconductor industry also
backfired for both the US and Japan. If national security requires that chips be produced
domestically, then the US should spend the minimum amount necessary to achieve this goal.
If the US wants to revive its manufacturing sector, then it should reduce its budget deficit,
expose its industries to the discipline of global competition, and glean lessons judiciously from

Asia’s manufacturing success.
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GAME-CHANGING BIOTECHNOLOGY: SECURITY,
PROLIFERATION & GOVERNANCE CHALLENGES

By Margaret E. Kosal

Preventing the acquisition and use of biological weapons by hostile states, substate actors, or
terrorists is among the highest international security priorities. Novel threats posed by the
proliferation of advances in the life sciences and biotechnology have been recognized as
potential game-changers. Understanding and anticipating the types of threats that may emerge
from the life sciences and biotechnology; the potential consequences of those threats; and the
motivation for others to seek, to intentionally pursue proliferation, and to obtain such weapons

— all are necessary for preparing for the security of the nation and allies.

Using technical scholarship, social science methods, and current affairs, I explore how these
game-changers may affect geopolitics and international relations to shape the future. The life
sciences will offer novel offensive and defensive capabilities. How or if any of these might shift
or reorder the existing balance of power is considered, along with potential governance

approaches.

In the 21* century, both nation-states and nonstate actors are likely to have access to game-
changing advances in the life sciences and new biotechnology-enabled capabilities.' This has

been highlighted by prominent public figures,” policymakers,’ international organizations," and

! Biotechnology Research in an Age of Terrorism; (Washington, D.C: National Academies Press, 2004) and
Globalization, Biosecurity, and the Future of the Life Sciences; (Washington, D.C: National Academies
Press, 2006).

2 “Bill Gates warns tens of millions could be killed by bio-terrorism,” The Guardian (UK), February 18,
2017, https://www.theguardian.com/technology/2017/feb/18/bill-gates-warns-tens-of-millions-could-be-
killed-by-bio-terrorism.

3 For example, “Letter to the President,” President’s Council of Advisors on Science and Technology,
Executive Office of the President, November 2016,
https://obamawhitehouse.archives.gov/sites/default/files/microsites/ostp/PCAST/pcast_biodefense letter re
port_final.pdf.

4 “New scientific and technological developments relevant to the Convention: Some examples,” BWC
Preparatory Committee, Eighth Review Conference of the States Parties to the Convention on the
Prohibition of the Development, Production and Stockpiling of Bacteriological (Biological) and Toxin
Weapons and on Their Destruction, BWC/CONF.VIII/PC/WP.18, August 5, 2016.
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other prominent voices.” From a security perspective, among the most notable was the
inclusion of advances in gene editing in the list of threats posed by “weapons of mass
destruction and proliferation” by then-US Director of National Intelligence (DNI) James

Clapper in the DNT’s 2016 annual Worldwide Threat Assessment Report.®

At the intersection of game-changing biotechnology and security, one of the most provocative
areas is advances in genetic engineering. While one of these -- the CRISPR systems -- has
garnered a great deal of attention, other, less well-known gene-editing techniques are also
important. CRISPR stands for Clustered Regularly Interspaced Short Palindromic Repeats and
is a bacteria-derived system that uses RNA molecules that recognize specific human DNA
sequences and can make cuts and insertions in a programmable way.” In October 2020, the
Royal Swedish Academy of Sciences announced that Drs. Jennifer A. Doudna and Emmanuelle
Charpentier had been selected to receive the Nobel Prize in Chemistry. In the announcement,
the Academy highlighted their work as being “one of gene technology’s sharpest tools: the
CRISPR/Cas9 genetic scissors. Using these, researchers can change the DNA of animals,
plants, and microorganisms with extremely high precision. This technology has had a
revolutionary impact on the life sciences, is contributing to new cancer therapies, and may make
the dream of curing inherited diseases come true.”® The initial work that led to realizing the
game-changing nature of the CRISPR system was undertaken in pursuit of new ways to
overcome antibiotic resistance. It illustrates that many of the most game-changing advances in

science and technology occur when one is not specifically looking for the end result and that

>R. G. Reeves, et al., “Agricultural Research, or a New Bioweapon System?” Science, 362, no. 6410 (2018),
35-37; Malcolm Dando, “Find the Time to Discuss New Bioweapons,” Nature, 535 (July 2016), 9.
https://www.nature.com/news/find-the-time-to-discuss-new-bioweapons-1.20206; and

¢ James R. Clapper, Worldwide Threat Assessment of the US Intelligence Community, Statement for the
Record to the Senate Armed Services Committee, February 9, 2016,
https://www.dni.gov/files/documents/SASC_Unclassified 2016 _ATA_SFR_FINAL.pdf.

7 For an excellent overview of the CRISPR-Cas9 system, see, Jennifer A. Doudna and Emmanuelle
Charpentier, “The new frontier of genome engineering with CRISPR-Cas9,” Science, vol. 346, no. 6213
(Nov. 2014), pp. 1077-1088, https://science.sciencemag.org/content/346/6213/1258096.

8 Royal Swedish Academy of Sciences, “The Nobel Prize in Chemistry 2020 to Emmanuelle Charpentier,
Max Planck Unit for the Science of Pathogens, Berlin, Germany, and Jennifer A. Doudna, University of
California, Berkeley, USA,” 7 October 2020, https://www.nobelprize.org/prizes/chemistry/2020/press-
release/.
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these advances are most likely to occur at metaphorical seams or intersections of traditional

technical disciplines.’

CRISPR is not the first type of gene-editing technology, but it is best known in national and
international security debates. Such advancements now allow for easier and more tunable
manipulation of the genetic code of life with implications for governance of science and
technology and with international security significance in the context of proliferation,
deterrence, and unconventional weapons. Scholars have written on the game-changing and
potentially strategic nature of advanced biotechnology and its impact upon international
security.'’ Biosecurity concerns range from resurrecting viruses like the causative agent of
smallpox; increasing the lethality, duration, or ease of transmission of microbiological agents;
and development of novel delivery methods that avoid detection or can overcome preventative
measures like vaccines and other therapeutics.'" Whether gene-editing techniques like CRISPR
may enable capabilities that challenge nuclear weapons in terms of strategic stability is also
being considered.”” One of the factors that differentiates advanced biotechnology from earlier
weapons is the greater level of uncertainty in terms of effect, capabilities, capacity, detectability,

stealth, and offensive versus defensive intention.

9 J. Rogers Hollingsworth, “High Cognitive Complexity and the Making of Major Scientific Discoveries,” in
Knowledge, Communication, and Creativity, Arnaud Sales and Marcel Fournier (eds), 2007, Sage
Publications, pp 129-155.

19 Thomas Preston, From Lambs to Lions: Future Security Relationships in a World of Biological and
Nuclear Weapons, Boulder, CO: Rowman and Littlefield, 2007/2009; Kathleen M. Vogel and Sonia Ben
Ouagrham-Gormley, “Anticipating Emerging Biotechnology Threats: A Case Study of CRISPR,” Politics
and the Life Sciences, 37, no 2 (Fall 2018), 203-219; Gigi Gronvall, “The Security Implications of Synthetic
Biology,” Survival, 60, no. 4 (2018), 165-180; Margaret E. Kosal, “Emerging Life Sciences and Possible
Threats to International Security,” Orbis, 64, 4, 2020, pp 599-614,
https://doi.org/10.1016/j.0rbis.2020.08.008; Greg Koblentz, “Pathogens as Weapons: The International
Security Implications of Biological Warfare,” International Security (2003) 28:84-122; Margaret E. Kosal,
“Anticipating the Biological Proliferation Threat of Nanotechnology: Challenges for International Arms
Control Regimes, pp.159-174, in Hitoshi Nasu and Robert McLaughlin (eds.), New Technologies and the
Law of Armed Conflict, Springer, 2014; Jonathan B. Tucker, Innovation, Dual Use, and Security: Managing
the Risks of Emerging Biological and Chemical Technologies, MIT Press, 2012.

' Margaret E. Kosal, Nanotechnology for Chemical and Biological Defense, (NY: Springer, 2009).

12 Martin, Susan, “The Role of Biological Weapons in International Politics,” Journal of Strategic Studies
(2002) 25:63-98; Francisco Galamas, “Biological Weapons, Nuclear Weapons and Deterrence: The
Biotechnology Revolution,” Comparative Strategy (2008) 27:315-323; Margaret E. Kosal, “CRISPR & New
Genetic Engineering Techniques: Emerging Challenges to Strategic Stability and Nonproliferation,”
Nonproliferation Review, in press.
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The nature of biotechnology — and much of modern science and technology — adds further
complications to governance, response, and risk mitigation. Biotechnology is a dual-use
technology, meaning that the same or similar techniques, manufacturing elements, and
processes used for beneficial purposes could also be misused for deleterious purposes.” Some
basic and applied research is considered dual-use research of concern.' Advances in
biotechnology and gene-editing specifically not only potentially pose security and proliferation
concerns, but they also may enable new capabilities for defense, detection, and verification of
biological agents, as well as diagnostic capabilities for emerging infectious diseases, like
COVID-19,” and a plethora of other beneficial outcomes beyond therapeutic gene-editing, as

was highlighted in the 2020 Chemistry Nobel Prize announcement.

A driving concern is that in the 21* century, both nation-states and nonstate actors may have
access to new and potentially devastating dual-use biotechnology technology. Advanced
technology is no longer the domain of the few. Biological weapons are perceived as (and in
some cases, arguably are) relatively cheap and easier to produce, more widely available, and
within the capabilities of an increasingly large number of people with access to minimal
technical skills and equipment and more concealable dual-use technologies, especially when
compared to obstacles in attaining and developing nuclear weapons. The potential synergies
between biotechnology and other emerging technologies, such as nanotechnology, big data
analytics, machine learning, and artificial intelligence, cognitive neurosciences, and all things

cyber not only suggest tremendous potential promise for advancement in technologies for

13 For this paper, dual use refers to the fact that almost all the equipment and materials needed to develop
dangerous or offensive agents, particularly biological and chemical agents, have legitimate uses in a wide
range of scientific research and industrial activity, including defensive military uses. Within this context, it
does not refer to a demarcation between civilian or military uses.

14 “United States Government Policy for Institutional Oversight of Life Sciences Dual Use Research of
Concern,” 24 September 2015, http://www.phe.gov/s3/dualuse/Documents/durc-policy.pdf and
https://osp.od.nih.gov/biotechnology/dual-use-research-of-concern/ .

15 “SHERLOCK Team Advances Its CRISPR-Based Diagnostic Tool,” Broad Institute, October 4, 2019,
https://www.broadinstitute.org/news/sherlock-team-advances-its-crispr-based-diagnostic-tool; “Enabling
coronavirus detection using CRISPR-Cas13: An open-access SHERLOCK research protocol,” McGovern
Institute, February 14, 2020, https://mcgovern.mit.edu/2020/02/14/enabling-coronavirus-detection-using-
crispr-cas13-an-open-access-sherlock-research-protocol/; and Sabbi Lall, “SHERLOCK-based one-step test
provides rapid and sensitive COVID-19 detection,” McGovern Institute, May 5, 2020,
https://mcgovern.mit.edu/2020/05/05/sherlock-based-one-step-test-provides-rapid-and-sensitive-covid-19-
detection/.
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consumers and defense applications but also raise new security, privacy, and civil-rights

concerns.

The Biological Weapons Convention and other international regimes create legal frameworks
and norms that condemn the proliferation and use of biological agents. Alone, the current
framework, which lacks any verification protocol, is an increasingly shaky deterrent. Challenges
to the post-WWII international order from states like Russia, China, and DPRK further add to

the perilousness of excessive reliance on any single governance tool.

Biosecurity and other emerging technologies require new models, not just extrapolations of
Cold War or more recent deterrence (or nonproliferation) paradigms. Nonproliferation of
biological weapons is a function of nation-states and the international community. In the late
20th and early 21st century, the international community and nation-states struggled — and
continue to do so — to deal with technologically-enabled proliferation challenges. An underlying
challenge of biological-weapons nonproliferation in the 21st century has been the tacit shifts in
responsibility for nonproliferation from the international community and nation-states to
individual researchers. This is primarily due to intransigence at the international level and
domestically in some major states, like the US. The risks associated with traditional pathogenic
bacterial and viral-based weapons have not diminished. At the same time, globalization and the
information revolution have made new technological developments accessible and relatively

inexpensive to many nations and put them within the grasp of more states and nonstate actors.

In the 21st century, limiting the proliferation of technologically enabled biological weapons

necessarily involves the physical sciences, the life sciences, the medical sciences, and several

engineering communities. Biotechnology has evolved to be an intrinsically interdisciplinary

domain with the potential to bridge many disciplines. Notable examples are found in the design

of sensors that use active complexes that bind DNA to carbon nanotubes; this was a joint effort
16 ;

by electrical engineers and computer scientists ° in one case and originated in a physics and

astronomy department research group in another."’

16 C Dwyer, et al., “DNA Functionalized Singlewalled Carbon Nanotubes,” Nanotechnology, 2002, 13, pp
601-604.

17 C Staii, M Chen, A Gelperin, AT Johnson, “DNA-decorated Carbon Nanotubes for Chemical Sensing,”
Nano Lett. 2005, 5, pp 1774-1778.
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The social sciences also need to be more fully integrated into technical-based nonproliferation
efforts or the latter risk being technologically deterministic. Narrow demarcations of research
into traditional disciplinary silos — literally ‘old school thinking’ — have become increasingly less
likely to yield transformational technologies or policy approaches. Cutting-edge science is
fundamentally interdisciplinary. That interdisciplinarity is messy when it comes to designing

implantable policy and makes an already challenging problem even more complicated.

Flexible approaches to nonproliferation and counterproliferation are important policy elements
to reduce the risk of malfeasant application of biotechnology. Practices and policies that do not
account for the international nature and prominent commercial biotechnology sector are
increasingly inadequate. The issue of a state (or a terrorist group) utilizing biological weapons
against another state is a mounting concern since dangerous pathogens have been known to
cause deadly effects, yet little weapons deterrence research addresses methods of dealing with
the threat of biological weapons and even less with deterring bioterrorism. Bridging the gaps
between the life sciences, the social sciences, and implementable policy is a crucial element in
devising implementable and executable strategies that can lead to successful nonproliferation
and deterrence of bioweapons. Similarly, thinking about verification and international arms
control regimes can be explored as part of new approaches to strategic deterrence in the 21st

century.

Reducing the risk of state-based misuse of biotechnology for biological proliferation will mean
consideration of the highly transnational nature of biotechnology research and development,
which is more likely to come from political scientists, science and technology studies scholars,
and others. '® Traditional and innovative new approaches to nonproliferation and
counterproliferation are important policy elements to reduce the risk of malfeasant application
of technology. Robust international agreements lower the risk of terrorist applications by

eliminating legal routes for terrorists to obtain agents, precursors, or weaponization materials,

18 E.g., Kathryn Ibata-Aren, Beyond Technonationalism: Biomedical Innovation and Entrepreneurship in
Asia, April 2019, Stanford University Press; Roselyn Hsueh, China’s Regulatory State: A New Strategy for
Globalization, Cornell University Press, 2011; Kathleen Vogel, Phantom Menace or Looming Danger? A
New Framework for Assessing Bioweapons Threats, Johns Hopkins University Press, 2013; Kobi-Renee
Leins, International Law Applicable to the Use of Nanomaterials in War, 2019,
http://hdl.handle.net/11343/238667.
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and by minimizing transfers from state to nonstate actors through theft, deception, or other
means. Efforts to strengthen the international regime to control transfers of dual-use materials
and equipment are also important. The highly transnational nature of biotechnology research
and development is a major consideration in reducing the risk of state-based misuse for
biological (or chemical) weapons. Narrow demarcations of research into traditional divisions
will decreasingly yield the strategies and results needed to govern our ingenuity in limiting the
threats — while maximizing the benefits — from these game-changing advances in the life

sciences and biotechnology.
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! Biotechnology Research in an Age of Terrorism; (Washington, D.C: National Academies Press, 2004) and
Globalization, Biosecurity, and the Future of the Life Sciences; (Washington, D.C: National Academies
Press, 2006).
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https://obamawhitehouse.archives.gov/sites/default/files/microsites/ostp/PCAST/pcast_biodefense letter re
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4 “New scientific and technological developments relevant to the Convention: Some examples,” BWC
Preparatory Committee, Eighth Review Conference of the States Parties to the Convention on the
Prohibition of the Development, Production and Stockpiling of Bacteriological (Biological) and Toxin
Weapons and on Their Destruction, BWC/CONF.VIII/PC/WP.18, August 5, 2016

SR. G. Reeves, et al., “Agricultural Research, or a New Bioweapon System?” Science, 362, no. 6410 (2018),
35-37; Malcolm Dando, “Find the Time to Discuss New Bioweapons,” Nature, 535 (July 2016), 9.
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JAPAN AND THE UNITED STATES NEED
TECHNONATIONAL SECURITY AND STRATEGIC
POLICIES TARGETING BIOMEDICAL
INNOVATION IN ASIA

By Kathryn Ibata-Arens

On the morning of June 24, 2016, I was chatting with a Chinese colleague who advises the
Chinese government on science and technology issues. Earlier that morning, the results of the
Brexit vote in the United Kingdom had been announced: Britain was to leave the European
Union. My colleague started our conversation by referencing the vote, saying “the world is
being handed to us [the Chinese] on a silver platter.” As isolationism and populism led Western
powers to retreat from the world stage, China was embracing the global political economy and
asserting a new leadership role in such multilateral organizations as the World Trade

Organization and among the global corporate literati at the World Economic Forum in Davos.

This newfound assertiveness was long in coming. Beginning in the 1970s under Deng Xiaoping,
the Chinese state began to use the Chinese diaspora for technonational strategic investments
in core technologies, some of which were discussed in previous sessions of the Pacific Forum
conference series, “21*" Century Technologies, Geopolitics and the U.S.-Japan Alliance:
Recognizing Game Changing Potential ™t artificial intelligence and biotechnology. A new term
was coined for technologists who ventured out into the world to draw from the intellectual
property resources of Western countries, particularly the United States. They were “techno-
warriors” guided by a strategic vision of technonationalism.' Until this time, Japan had been

known as the archetypical technonationalist state.

The term “technonationalism” was coined in 1983 by Nakayama Shigeru, who used it to refer

to building national strength through science and technology independence.” Less known is

! Feigenbaum, Evan A. China's techno-warriors: national security and strategic competition from the
nuclear to the information age. Stanford University Press, 2003. See also Cao, Cong. "Chinese
Technonationalism." Metascience 13, no. 1 (2004): 71-74.

2 Nakayama, Shigeru. “Science in Japan,” Nature 305: 214-20.
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that Japan styled its technonationalism (kagaku gijtsu rikkokn FH5F2H47 37 [E]) on strategic
policies in China, dating back to the consolidation of political and economic power behind the
rise of the first Qin dynasty (221 — 206 BCE). It seems that techno-nationalism has returned to

its original home in China, stronger than ever.

In the 20™ century, Japan, and Asian economies that emulated Japan, through incremental
innovation of Western technologies in automobiles and electronics, gained global market share
and began competing head-to-head with US industry. These countries often succeeded and
then surpassed their US competitors, thanks in part to state policies targeting these sectors of
the economy. These countries did so under a vision of what has been called technonationalism.
Technonationalism equated national security with technology independence (from Western
countries in particular). Here I lay out the Asian and global competitive landscape within which

strategic investment policy pursued by Japan and the United States must navigate.

As Pacific Forum’s Crystal Pryor outlined in the opening session of the “Game Changing”
series, key for the United States-Japan partnership is setting global standards in disruptive game-
changing technologies, building on our complementary strengths in certain foundational and
critical discoveries. In the 21% century, competition is over emerging technologies, including
biomedicine. The biomedical industry comprises mainly pharmaceuticals and medical devices.
Compared to the 20" century, the competitive landscape is more populated, and includes rising
competition from China and India. Like Japan, such countries as China, India, and South Korea
have made a strategic bet on biomedicals and have invested at the national level in stimulating

innovation and entrepreneurship at the technological frontier.

Why biomedicals? First, as early as 2014 global revenue exceeded $2 trillion, while the global
market for biomedical products had grown to surpass $10 trillion.” Second, global healthcare
expenditure had risen to 10 percent of GDP and is expected to remain high. To date, more
than half of global revenue in biomedicals is generated in the United States and Europe. Future

growth is forecast to be driven by market opportunities in Asia. Further, it became evident

32015 Global life sciences outlook: adapting in an era of transformation,” Deloitte Touche Tohmatsu
Limited, 2014. See also “2020 Global life sciences outlook: creating new value, building blocks for the
future,” Deloitte Insights, 2020.
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during the 2020 global race to develop a workable COVID-19 vaccine that much of the
manufacturing capacity and control over the global supply of essential pharmaceutical active

ingredients was held by China.

Consequently, the biomedical industry has become the “next big thing” for countties,
promising global market dominance and the chance to set a generation of international industry
standards. As a result of this fierce competition, national governments have turned to new

technonational solutions. What is “new’”” about this technonationalism?

The challenge for Japan in the context of its Asian competitors is what I call “the Janus
Paradox.” The Janus Paradox is an analogy I developed that is inspired by the Roman God of
gateways. The temple Janus is open only during times of war. Its god, Janus, has two faces. One
looks out, open and engaged to the outside world. The other is turned in, closed to and
protecting against that outside world. The paradox is that competing nation-states are
compelled to be both open and exposed to draw technology and capital resources from the
global economy, yet closed and protective of the domestic economy to nurture nascent

entrepreneurs and innovators building technonational strength.

Japan's competitors in Asia, including China and India, have through their diaspora human
capital and sometimes industrial espionage networks mastered the Janus Paradox. China in
particular has made strategic investments in biotechnology, bio-pharmaceuticals, and medical
devices and diagnostics in an explicit goal of setting global standards as they have done in such

technologies as 5G and artificial intelligence.

Here is an example of how China has mastered the Janus Paradox. The Human Genome
Project (HGP) was an open-source science initiative bankrolled mainly by the United States
National Institutes of Health and Department of Energy from 1990 to 2003. Country teams
from the US, UK, France, Germany, Japan, and China collaborated and competed in team
“nodes” to map the entire human genome. China's team was able to use the HGP platform to
map its assigned part months ahead of schedule. Japan, on the other hand, fell behind. Japanese

scientists later said that “Japan had failed to establish a unified national program due to
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bureaucratic sectionalism.” * In other words, the inter-ministerial factionalism that has

characterized Japanese innovation policies held Japan back on the global stage.

Meanwhile, in China, members of the HGP team went on to launch the venture company BGI
(Beijing Genomics Institute), which has since moved to Shenzen, China. BGI is known for
quickly mapping the SARS genome in 2003, which was critical in the development of

diagnostics and treatments for that epidemic of severe acute respiratory syndrome.

The novel coronavirus is called SARS-CoV-2 as its genomic structure is very close to the 2003
SARS virus. So, connecting the dots from 1990 to 2020: First, in the 1990s China joins the
Human Genome Project. Second, by 2003, it applies technology advancements drawn from the
open innovation platform to its domestic human health crisis of SARS. Third, in 2020, when
SARS2 hit, China's Janus face pivots to the outside, patlaying its COVID-19 vaccine discovery.
China’s manufacturing and global supply chain connectivity has enabled it to engage in global
health diplomacy on a scale no other country has ever been able. But, significantly, this
diplomacy was strategically deployed. Countries on the western frontier of the Belt and Road
(BRI) infrastructure initiative -- Iran and Italy -- were the first to benefit by receiving personal

protective equipment (PPE) and COVID-19 diagnostics.

Key to the new technonationalism in Asia is harnessing international diaspora networks. Japan
defines its diaspora as “Nikkei” or all Japanese people who have relocated overseas on a
permanent basis, including their descendants. By 2014, Japan’s global diaspora numbered 3.5
million people. In contrast, conservative estimates indicate that India had 25 million and China
at least 50 million. Those countries -- China in 1978 and India in 2004 -- established national
units devoted to engaging with their global diaspora talent. Even Singapore, which has explicitly
emulated Japan’s developmental state, also established a national agency to engage foreign and
diaspora talent (1998), even though its diaspora consists of a few hundred thousand. Viewing
these trends through the lens of biomedical innovators and entrepreneurs, it is clear how the

new networked technonationalism at the state level translates into innovation at the firm level.

4 Sakaki, Yoshiyuki. "A Japanese history of the human genome project." Proceedings of the Japan
Academy, Series B 95, no. 8 (2019): 441-458.
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What has changed for Japan since the 1990s? First and foremost is the economic rise of China.
This has come with an increase in economic participation at all levels, including high-growth
new firm ventures with global reach. Rapid growth in China, followed by India, in part inspired
the research for my current book on innovation in new drug discovery.” In this regard, Japan

stands out for its leadership in global health diplomacy, which I examine below.

In Beyond Technonationalism: biomedical innovation and entrepreneurship in Asia, 1 explore connections
between innovation capacity and entrepreneurial ecosystem development in China, India,
Japan, and Singapore.® In Beyond Technonationalism, 1 propose a new framework of “networked
technonationalism” to explain how countries have adopted a quasi-open, yet fundamentally
technonationalist stance, in pursuing developmental goals. These countries harness global
diaspora networks to make technology investments and entrepreneurial gains in the domestic

economy.

What must be done to improve Japan’s strategic innovation, and maintain leadership at the
technological frontier? First, it should build on existing international network connections. An
example discussed in Beyond Technonationalism are the US connections behind Japanese stem cell
scientist and entrepreneur Yamanaka Shinya’s research that led to the Nobel Prize-recognized
innovations in iPS “induced pluripotent stem cells” that he and hundreds of lab members have
since continued at Kyoto University. Similar dynamics can be found in cases of Japanese
entrepreneurs in Singapore and on a much larger scale with Chinese diaspora returnees, known
affectionately in China as /az gni (a homonym with “sea turtle”). The US has been the beneficiary
of global diaspora talent, enhancing our US innovation and entrepreneurial ecosystems, even if

these researchers eventually return “home,” reinforcing international network synergies.

3 Bosma, Niels, Stephen Hill, Aileen Ionescu-Somers, Donna Kelley, Jonathan Levie, and A. Tarnawa.
"Global Entrepreneurship Monitor 2019/2020 Global Report." Global Entrepreneurship Research
Association, London Business School (2020).

¢ Ibata-Arens, Kathryn C. Beyond Technonationalism: Biomedical Innovation and Entrepreneurship in Asia.
Stanford University Press, 2019.
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Building on international connections includes embracing international, foreign, and diaspora
networks. While Japan will never be able to compete with the Chinese and Indians in sheer
quantity of work and workers, it can compete on quality. Japan has many gems to be found in
frontier science and technology (S&T) innovation capacity, as is demonstrated by the Kyoto
University researchers in stem cells. In hindsight, it is clear that the 2012 Nobel Prize award to
Yamanaka became a watershed moment for Japan’s global science and technology policy.
Japan’s Temple Janus was open for business and it launched a series of new disruptive initiatives
in biomedical innovation. In addition to providing more government funds for stem cell
research (2012) and the launch in early-2013 of a new investment fund (discussed below),
government officials began deliberating by mid-2013 the idea for a new agency. These and
other initiatives culminated in the creation by 2015 of the Agency for Medical Research and
Development (AMED). AMED was backed with government seed-funding of about $1.2
billion. AMED was modelled on the much larger roughly $30 billion-dollar National Institutes
of Health (NIH). In 2015 Japan also launched a package of initiatives, dubbed the “Sakigake”

(FEBRT /Ny r— TV HRIK)  to fast-track research and development in “pioneering”

Japanese innovations in regenerative medicine and pharmaceuticals.”

Japan has launched other game-changing initiatives. Japan’s public-private partnership Global
Health Innovation Technology Fund (GHIT) was launched in 2013. GHIT is a joint effort in
new drug discovery between partners that include leading Japanese pharmaceutical companies
(Estellas, Eisai, Takeda), the Ministry of Health, Labor, and Welfare, and the Gates Foundation.
I explore GHIT and other emergent organizations in new drug discovery in Japan and other
countries in Asia in Medicine in an Age of Pandemics: why the global innovation system is broken and how
we can fix it. In it, I offer a case study of Japan's recent disruptive emergent organizations. Instead
of focusing on the domestic environment, the drugs and diagnostics under development in
what I call innovation sandboxes and intellectual property pools would be for so-called neglected
tropical diseases in the developing world. GHIT’s globally connected international board would
add synergies to the strong biomedical intellectual property held in Japan. Its innovation

architecture took into account inter-ministerial factionalism — and surmounted it.

THRER(FINY T — VB~ EHNEERFEDERIL{EEE ~. Accessed October 26, 2020.
https://www.mhlw.go.jp/seisakunitsuite/bunya/kenkou_iryou/iyakuhin/topics/tp140729-01.html,.
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In the United States, strategic investment policies partnered with Japan’s emerging game-
changing technologies and exceptional scientific talent could, and should, build on past success.
Together, Japan and the United States are poised to extend their strong bilateral security,
investment, and trade partnership to a pan Asian and American innovation and entrepreneurial

ecosystem.
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! Feigenbaum, Evan A. China's techno-warriors: national security and strategic competition from the
nuclear to the information age. Stanford University Press, 2003. See also Cao, Cong. "Chinese
Technonationalism." Metascience 13, no. 1 (2004): 71-74.
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2 Nakayama, Shigeru. “Science in Japan,” Nature 305: 214-20.
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Limited, 2014. See also “2020 Global life sciences outlook: creating new value, building blocks for the
future,” Deloitte Insights, 2020.

58



NI Ry 7 REiE, 7e— bRt L ERE/ L7202, BET HEE
EZRIIHAA CEBEBRAFICS L SNBSS TR L RWA, ER LRI, 77
J o v a PRI AR T SR H L ORERSA S R—F—EFTHT
. [ENREE & S - REMICT D 2 L ERERLSEND, L0 ZEERT,

HEE AV REELT VTICET 5 BAROHEAH T, SFEICHFEETHHLDOA
FIEIRE . FRICIIEEANAIEB O Ry T =7 ZHNTZ DY XAD/NRT Ry
7 2% R L TE T, FRCHEIIZS G LA LIEER & OHIFABHIZB N TITo> T
Tk olc, ERERELZHRET DLW RMRANEZBIT T, "M AT 7 /vy
—. A FEHEG EREER - Wi 8O0 ICEIREIRE 21T o TE T,

UTFIEPEREDLICLTYXADNRNT Ry 7 ZAZ TR LTZO DN TO—
H<TH D,

B R AEHHE] (HGP) 1% 1990 725 2003 I8N T, FIKEE AN
AT (National Institutes of Health) & T3 /L¥—%4 (Department of Energy) 72> 5 &4
Rtz bt —7 Y =AY A = ZAORMY A TH -7, KEH, A
FUR, T30 A, R4V AR, FENSOEZEEOF—L03 WML, & 87/

BRE B TT LD [ )= Z2F—LTLIIHEWE -T2, TEOF
—LIHGPOT Ty b7 =Lz LT, BV U TONIEENEZTELY b
MALRLS vy B 7452 N TE, —FH T, BREIENETR -T2, %ICH
ROBZET THRITEBEAZHEED AT 20722, EFLLTHRA SN
7777 LD FIFIZRRLTc) LREoTlzt, SHEAEZNE, AARDA /X
— v a VBEREREOT TE A TR 28, EROERICBWTHAD R Z
FlolE-7=DTh 5,

4 Sakaki, Yoshiyuki. "A Japanese history of the human genome project." Proceedings of the Japan
Academy, Series B 95, no. 8 (2019): 441-458.

59



—FCTHEIZ, HGP DA U =P F v —p¥ETH D BGI (Beijing Genomics
Institute) AL L7Z (ZAUFRICHEORINZBERS 7). BGILIE 2003 FC

SARS 5 ) A& RHIZv vy B 7 Ll ETHLRTEY, BENIERLE
SARS DBWHERLIEFIEDBFICH R 2K H 2 H o7,

o F oA VA, 2003 420 SARS VA VA LS ) MMEEDNIEF IV &
235, SARS-CoV-2 LFHIN TV D, AL TIEL, 1990 425 2020 4F £ TR EFRS
TRTWI 9 BT 1990 £, PEIZE 7/ AFHEICS LTz, B I,
2003 FEETICIIA—T oA /) R=2a T T v N7 3 — LA ERREZE
WNOREFEfEi Td -7 SARS IS L7z, 55 =1T 2020 4, SARS 2 2885 72 Ikf,
COVID-19 OV 7 F VB3 &2 i REEFIH LT, HFEOY X 2 OEEITIMAZ [T,
FEORGEE R OMR P L DR BT T A F == OEFERICL > T, FE
ITAETEDOEHS TERNo7o X D BT, RS2 (health diplomacy) % i
RS 2 Z & MkTz, L LEEROIL, 2 OAMIBOR I 2R B
ENTZbDOTHDLETE, —H—HKBOR (BRI OREMICMNET L4 T A4
U 7 HE HE AP #E (PPE) & COVID-19 2% v N & RYNIZTHY |
ZDOREEZ T,

TIOTNWERBTDH T ) T at ) R AORERDOIREBENRT 47 A
RTDXRy NI—T2{ERATHZETHD, BRIZBITDT 47 ARTI1E THR
AN BIBUESMIKELIZHARAN E ZO %2 8T, 2014 £ E Tlz, IR
HHARDT 4 T ARTIX 350 HTAIZ ED, —HT, ZEXDICREL>THA R
DT 4 T ARZ1E 2500 HA, FEIZADZ2R< EH 5000 TAIZ EDE SR TWD

I DOEA IR R EIET DM EDT 4 T AR T 2T 5 720 OFEEH K
Z (FPENZ 1978 4F, A > Rid 2004 4EI2) B L7z, BADORERICMT-> o0
R—=LTEX, BHHITANEOT 4 T ARTZ LW HEb LT, A E
ANRT 4 T AR T iGN I 12D OEFHERS & 1998 FRICRRAL LTz, T &9 7eftra
BNATAT 4 INGHEOA ) N— 5= EF O niE, ExRL~LO

60



Hl=tx T ) o FvaF ) XAy hT—T N, WINIEEL L TDOA /X
— g VITENSNTWANIHA LN TH S,

1990 AERLIFE, BARIZE > TR E DS T=D0 ME D L E I HEORENE
BHTHD, ZhFTZo— LB LAKRE L TWAHZARr F v —0¥r5
D, HHPLLAILTRESOSANHIMLIZZ & LR L TN D, BRETS
HFENCHES A~ ROEE, FEEREICBIT 214 /7 RX—va VT 5, FAOF
Flzber Fahx TN, ZOEKRT, UTCRT B0 ARITZOHRR
RREANZIZEBIT DY) —F =2y TN RUICBWTHEATTNS,

FEITY )« FoaFfVRLEBBZT . TVTICBT DAL RAT 4 VA )
N— 3 v EREGNEM ) (Beyond Technonationalism: biomedical innovation and entreprencurship
in Asig\ZBWTEME, FE, A F, AR, LT U HR—= BT LHA /X
—variht, BEROT AL AT LAORELDOMIZED XD BRI H D)
AELLIS, TLTHEERIIBWT, BAEARELERT LT, FEP VDN
BRI CTHY , TN TWTEARNIZIZTZ )+ FvaFVARNDARZ L A &R S
TEpEAT L7, Xy N —2sfbaniersr /) - FaF VXA &
WD ST I A 2 FATIRIB L TV D, 2L b O FE 2 1 ZENRF IS HiT g &
HEFNFEZ b2 bTIDICEHBENRT 4 TARTOF Yy U —27 ZFH LT
WHDTH D,

AARDWISHIA ) ~— 2 2 % LS, R ORAIC B 5 ) — 2 —v
O T RS ED DI, MR T_Eh, B, BHEOEENAE S hT—2
DD FHIET DT L Th D, KIOR LEEE TR, AAOBMIANIEE ol

3 Bosma, Niels, Stephen Hill, Aileen Ionescu-Somers, Donna Kelley, Jonathan Levie, and A. Tarnawa.
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®Ibata-Arens, Kathryn C. Beyond Technonationalism: Biomedical Innovation and Entrepreneurship in Asia.
Stanford University Press, 2019.
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A DIGITAL FABRICATION PERSPECTIVE: REFLECTING
ON THE PAST DECADE OF THE ‘MAKER MOVEMENT"
DIGITAL FABRICATION ECOSYSTEM AND
ESTIMATING POTENTIAL FUTURES

By Keisuke Inoue

Executive Summary

3D printing and digital fabrication have brought massive changes to the production process
over the past 10 years. The so-called democratization of manufacturing — supported by
improvements in internet infrastructure and new intellectual property rights, such as open
source and creative commons — has permeated all layers of life, from the personal to the

industrial to the educational and governmental use of technologies.

History tells us that huge innovation will bring new risks, and digital fabrication is no exception.
Concrete methods for risk management is required for this new technology after a decade of
democratization. While digital fabrication users are both amateurs and professionals, both

manufacturers and consumers need industrial institutions and literacy.

This presentation and accompanying paper will summarize the past decade of improvements

in digital fabrication industry and aim to theorize on practical uses in the near future.

Looking back on the decade called Maker Movement (in the 2000s)

The history of 3D printers began with the invention of stereolithography' by Hideo Kodama
at the Nagoya Municipal Industrial Research Institute in 1980. The early 3D printing industry
was driven by leading companies such as 3D Systems and Stratasys, which continue to do so
today. However, the implementation cost was high and unmanageable to the general public. In
the late 2000s, as the basic patent protection period for 3D printing expired, various
manufacturers began to sell inexpensive 3D printers. As of 2020, you can buy a 3D printer for

less than $200 and build your own “desktop factory.”

! https://ja.wikipedia.org/wiki/%E5%B0%8F%E7%8E%89%E7%A7%80%E7%94%B7
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The 2000s laid the groundwork for the current “maker movement.” Information infrastructure
centered on the Internet developed and various information became sharable. The open-source
model is a concept originally used in the fields of software development and programming. By
being able to upload not only text but also information in various formats to the server, it
became possible to share blueprints, schematics, or 3D data itself. Without such developments,

hardware like 3D printers would not have been open-sourced.”

The Internet not only encouraged the development of 3D printers, but also encouraged users
to share information. 3D data created by users all over the world are uploaded to 3D data
sharing sites’ such as Thingiverse and GrabCAD. On video sharing sites like YouTube, one
can find many tutorials on creating 3D data and using 3D printers, reviews of new products,
and so forth. Forums and SNS groups that are useful for exchanging opinions and
troubleshooting also evolved in various languages. Although the quality of information varies,
one can measure the current maker movement's enthusiasm from these exchanges on the

Internet.

Fab Lab* was born from the practical connection of these features of the Internet and
manufacturing. By opening the workshop equipped with various digital fabrications® such as
3D printers to the public, they aimed to share the issues in each region and solve them with the
knowledge available throughout the world. They showed a way to solve individual problems by
creating them themselves, especially in areas where physical infrastructure is not available.
Because it is a digital fabrication that operates machine tools directly from digital data,

exchanging data between Fab Labs via the Internet and share deliverables became possible.

2 The RepRap project is considered one of the representative efforts of open-source hardware and has had a
significant influence on developing the underdeveloped fused filament fabrication (FFF) 3D printer.
https://reprap.org/wiki/RepRap

3 https://www.thingiverse.com/ https://grabcad.com/

4 https://fablabs.io/

3 Industrial machine tools that operate and process digital data, such as machining centers and CNC routers,
are already commonly used. Civilians have widely used industrial machine tools that have been used in such
a closed environment through the maker movement, and the name "digital fabrication" has come to be used
as a whole.
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The essential advantage of digital is that it can be stored and duplicated without sacrificing
quality. While this advantage has brought many benefits, it has created new challenges in terms
of copyright protection. Under such circumstances, Creative Commons ¢ significantly
influenced the maker movement as an extremely democratic and constructive system in which

the creators themselves can decide how to share.

The Internet is not the only foundation behind the maker movement.

Just like sharing information on the Internet, the sharing economy allowed one to share work
and workspaces to equipment and human resources. Workshops that are open to the public
are not limited to Fab Labs but have appeared in various operating forms (these workshops are
generally called makerspace.) TechShop, which was founded in California in 20006, has since
expanded to 10 workshops in the United States and has become a representative makerspace
while expanding licenses overseas. The HAXLRS8R (later renamed HAX), which was founded
in Shenzhen, China, in 2012, has come to symbolize today's Shenzhen, a makerspace hub

specializing in hardware startups.

Maker Faire,” which was first held in California, the USA, in 2006, has since been held
wortldwide as an event where makers from all over the region gather. The large-scale Maker
Faire has become a symbol of the maker movement, with more than 100,000 people attending
in just a few days. The emergence of an offline event like Maker Faire that anyone can easily
attend has motivated the makers themselves. Moreover, as it grows in size, it became not only

a gathering of hobbyists, but also worked as a trade fair for startups.

Looking back on the decade called Maker Movement (in the early 2010s)

As I mentioned, not only technological developments such as equipment and information
infrastructure, but various factors that permeated in the 2000s, such as legal systems, values,
and community formation of creators, laid the foundation for the current maker movement.
As we entered the 2010s, the number of inexpensive 3D printers that are easy for general

consumers to purchase has increased, and it has become popular in the media as a “revolution

S https://creativecommons.org/
7 https://makerfaire.com/
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in the manufacturing industry.” Until then, 3D printing technology, which had been used in
the polarized area, in the laboratories of large companies and universities, or DIY by
individuals, has permeated the middle class such as small and medium-sized manufacturing

industries, designers, and educational institutions.

At the same time, government agencies in each country also actively launched various support
measures to support the utilization of new technologies. The startup support measure “French
Tech,” which was launched in 2013, has since created and attracted many startup companies
within France and abroad.? In 2014, Maker Faire, as mentioned above, was held at the White
House in the United States, and many implementation support measures were initiated,
especially for educational institutions, to improve the competitiveness of the next-generation
manufacturing industry.” The “Mass Entrepreneurship/Innovation by all” that started in China
in 2015 is also a measure to support domestic startups and encourage innovation. In China,
which has led the economy in a top-down manner under a huge bureaucracy, many start-up
companies centered in Shenzhen were born through measures that can be described to be
rather bottom-up."’ As concrete efforts for new manufacturing technology are being promoted
in each country, many maker spaces have been created in the private sector. The rise of the
maker movement peaked in the first half of 2010 at all levels industry, government, academia,

and the private sector.

Looking back on the decade called Maker Movement (in the late 2010s)

Fab Lab Kanda Nishikicho (formerly Fab Lab Shibuya), which I run, was born in 2012 as the
third Fab Lab in Japan during such prosperity, and I have seen the trends of the maker
movement to date from the perspective of an industry insider. In the late 2010s, the maker
movement as a trend began to settle down, and success are failure started to appear in maker
spaces, startups, and administrative measures in each country. No matter how fascinating the
technology is, it is not a magical tool that promises success, and there are numerous failures
behind spectacular success stories. News such as Techshop's bankruptcy filing (2017), the

company I mentioned eatlier, and Maker Media's suspension of operations (2019), which hosts

8 https://lafrenchtech.com/en/
° https://makezine.com/2014/06/18/white-house-maker-faire-fact-sheet-has-been-released/
10 https://spc.jst.go.jp/experiences/studylife/studylife 1910.html
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Maker Faire in the United States, have shocked the maker community in no small measure.
Also, hardware startups weren't born, unlike the dot-com bubble which created many IT
startups. Even if ideas and working prototypes can be formed, completely different
technologies are required for stable mass production. The high cost of mass production has
made financing more difficult. Compared to software, it takes more time to develop, and it is
not easy to change specifications. Human skills and technology have not caught up enough to

solve these hardware-specific difficulties.

The late 2010s is positioned as the maker movement's maturity stage, where only select services
remain while many services are eliminated. The trend of dazzlingly eliminated cases seem dark,
but there are many cases of correct understanding of new technologies and adaptation to a
changing society. In particular, the area of 3D printing is steadily taking root in society without

being influenced by the rise and fall of the movement."

The future led by 3D printing

After the Industrial Revolution, manufacturing technology evolved into a more systematic
production system, resulting in a mass production/mass consumption society. This significant
change in human history has enriched society. However, by the second half of the 20th century,
it was seen as the main cause of rapid environmental destruction, and questions about the
implications of affluence were raised. It may seem contradictory but digital fabrication, which
has the advantage of preservation and replication, can alter the mass production/mass

consumption production system.

First, data can be stored at a meager cost and with a low environmental load compared to the
storage of material substances. If we can produce the required amount when necessitated, we
could suppress excess production, and the seller will not bear the burden of inventory. For the
new cycle of mass production/mass consumption, digital fabrication can be a means to enable

“appropriate production/consumption.”

! https://www.marketsandmarkets.com/Market-Reports/3d-printing-market-

1276.html?gclid=CjwKCAiAqJn9BRBOEiwAJ1Sztb4s0VHPGIqIP-
y79e41s1j0sAZIM 10iCMxTMv5hPUz5v320jM XkwhoCv2AQAvVD BwE
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Second, many digital fabrications, including 3D printers, are not suitable for mass processing
in a short time in the first place. Instead, its advantage is that it can expand into different
variations with only minor changes to the data. Digital fabrication is beginning to be used as a
practical means to meet diversifying consumer needs, such as “small quantity and wide variety”
and “mass customization.”” In addition, the manufacturing process of equipment for medical
and professional sports, which required made-to-order, is digitized as the 3D scanning

technology improves.

Third, it is used more and more by taking advantage of the high degree of freedom in shape
that 3D printers can achieve. In most cases, 3D printing is possible even for shapes that cannot
be formed by conventional manufacturing methods. Shapes that had to be divided into
manufacturable shapes by the conventional manufacturing method can now be output as a
single unit to omit the assembly process. Another significant advantage is that the cost of 3D
printing is proportional to “volume” and is not easily affected by “shape complexity.” In the
past, it was essential to have an “easy-to-make shape” in order to reduce manufacturing costs.
However, by replacing it with a quantified index such as “volume,” introducing a new design
process called generative design has progressed.” Since the volume and weight are proportional
to each other, if the same material is used, the material cost can be decreased by designing a
part to have the smallest possible volume (= lightweight) while maintaining its strength.
Furthermore, the weight reduction of materials in the aerospace industry will lead to a reduction

of operating costs and environmental load."

12 “Loft & Fab,” which I operate in collaboration with Loft Co., Ltd., has been operating since November 2013
as a maker space specializing in mass customization. The store is equipped with facilities for shoppers to
customize the products purchased at Loft freely, and staff assists the shoppers in shaping their ideas.
http://andfab.jp/

13 Generative design is a design method that allows the computer itself to design a shape that satisfies a
specific constraint or condition that has been input and automatically derives multiple solutions. With the
development of 3D printing technology, it is one of the fields that 3D CAD design software makers focus on
developing. https://en.wikipedia.org/wiki/Generative design

14 Boeing is a company that is actively adopting 3D printing technology. The GE9X engine installed in the
new 777X, connected to the 777 series, is equipped with more than 300 3D printed parts, achieving low fuel
consumption and high thrust. The engine has already obtained FAA certification and is taking the first step
towards mass production. In addition, the company has recently announced that it will open a 3D printing
research and development facility in Scotland, and 1is actively investing in this technology.
https://www.boeing.com/features/innovation-quarterly/2019 _q4/btj-additive-manufacturing.page
https://www.geaviation.com/commercial/engines/ge9x-commercial-aircraft-engine
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Although its use in consumer products is still limited" due to high material costs and low
production speed, development competition in the 3D printing industry is still heating up. Not
only the development of the printer itself but also the development of materials is developing.
New materials with various added values are being created one after another. There is also an
increasing momentum for new products to be created by 3D printing, rather than as a substitute
for conventional manufacturing methods. As the material can be supplied reliably and as its
cost decreases, the utilization version will gradually spread. The 3D printer craze that broke out
in many media in the early 2010s has subsided, but the progress has been much better since

then, and there is still no sign that it will decrease.

Consideration on 3D printing and distribution

3D printers are currently roughly divided into inexpensive models for hobbyists and small
businesses, and expensive models for the manufacturing industry. In either case, the production
speed is slower compared to the conventional manufacturing technology, and at least as of
now, it is not a substitute for injection molding machines. However, that is the case when
looking at the equipment alone, and the situation is different when a large number of 3D
printers are operated at the same time. Unlike injection molding machines, 3D printers that do
not require expensive “molds” are easy to operate by arranging multiple printers parallel to one
another. In fact, there are factories with dozens or hundreds of 3D printers lined up.'® As a
production system that utilizes 3D printers, such parallelization has great merits. Since the
whole production can be operated with a small number of people and the initial cost of “mold”
is not required, there is no lower limit to production. Different data can be handled in much
the same way, and equipment can be set up at low labor costs. The 3D printing mega factory,

which has strengths in on-demand production, will continue to be deployed according to needs.

On the other hand, such a “mega-factory conversion” has not been able to break away from

the conventional mass production/mass consumption model from the viewpoint of

15 Sports apparel brands such as Nike, Adidas, and Under Armor have already released consumer products
that print the sole of sneakers with 3D printers. Some companies manufacture and sell prosthetics such as
artificial arms and artificial legs with 3D printers.

16 The on-demand 3D printing factory "Redeye," which Stratasys has been operating since 2005, is the
world's largest 3D printer factory equipped with more than 100 industrial 3D printers. (Currently integrated
into Stratasys Direct Manufacturing.) For more information on Redeye, see the following press documents.
https://www.bbc.com/news/av/technology-25101388
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transportation costs. Itis better to send the data close to the product's consumption destination

and produce it there so that the effect of the 3D printer can be truly utilized.

In the recent coronavirus pandemic, good examples of its effect have been demonstrated all
over the world. As seen in the local hobbyists and small businesses’ movement, with 3D
printers, decentralized production promptly responded to consumer needs, such as producing
and providing the parts of face shields and ventilators that medical institutions lacked, at low
cost. These cases, which occurred under an unprecedented emergency, have a sufficient impact
to consider future production, distribution, and consumption and not just as a temporary

measure.

In the rapidly advancing 3D printing industry, the answer is not clear whether to centralize or
disperse production; and if a dispersed production system is adopted, the appropriate density
of each production area. As of now, it is unclear whether each municipality will have one base
and a medium-sized factory, or whether it will be distributed one by one in the city like a copy
machine at a convenience store in Japan. In any case, there are proven cases where 3D printing
technology is effective in both centralized and distributed production systems. It is necessary
to pay close attention to what kind of position 3D printing technology will take in the flow

from production to consumption in the manufacturing industry in the future.

71



TFTOENT 7TV r—a v OfR:
[ RAA H—Db—T A ] OBEERZIRYIES
FTOENT 7TV r—vaymalvATht
R EEME DS B D R HK D TFH|

FH_EEN

AL T —b—T A N EMEINTZ 10EZIREVIES (2000 F£4R)

1980 4. 44 i i LEENFIERTIC T/NEFH BIC K D IERIED W 725, 3D 7'
VA —ORERITHE AT, Mo 3D U o REZEIT, BIEBHE< 3D Systems
15> Stratasys fhE W72 —F 4 U T B R=—IC X o TEFI SN TE 0,
FREEEARMRELS, —RKEEEDPRA DD TIERD o7, 2000 05
HIZAY 3D TV T g T D EARKFFORGEMF T L7z 2 &I,
BRx g A =T =627 3D 7Y U2 =R IND L DI oT, 2020 FHL
FETIE, $200 LART 3D U ¥ —%BATE, HEO [FTR27 My 71 %
HBETX D,

2000 FARIL, BUED [AAL B —A—T A b ITHi BER TH#IZ{EST, A
H—Fy Maedubb LTEIFHRA 7 708 E S, ke ifHmar g TcEsL9
(27 ole, =TV —=RE, ARV T MU THBESLT RS T I 75 TH
WHNTETWET, 7F A METTIERLS, xR 77—~y FOBFEWRE T —
N=ZT7 7 a—RTELL91075722 & T, REHKOBIKRK, HH0NNE3DT
—Z2ZDbDELFTELL o7, TH LIEHERMARTNE, 3D 7 4
—DEIBN=RNU =T RA =T Y —=2EEND T LT RN oTEA H?

! https://ja.wikipedia.org/wiki/%E5%B0%8F%E7%8E%89%E7%A7%80%E7%94%B7

2RepRap 7RV =7 M, A—T7 V=A== 7 ORKRARWY MAAIEZ b, %iED
AEifRfEE (FFF) Ho 3D 71 o ¥ —BIRIC S KRB % 5. 2 7~ https://reprap.org/wiki/RepRap

72



https://ja.wikipedia.org/wiki/%E5%B0%8F%E7%8E%89%E7%A7%80%E7%94%B7
https://reprap.org/wiki/RepRap

A H =y MID TV o —ORFEEZRML L2 TRl a—F—Mfofh
WILAH B L7z, Thingiverse X2 GrabCAD &\ 72 3D 5 — & g1 Rz, it
Rpoa—F—mn8ELZ 3D 7T —#NT v 7 r—RINTW5b, YouTube D L9
BRENEHLA YA R T, 3D T—HDOED b 3D U X —OfnT, B
DL Ea2—RERLEIBAbND, BRZMSL NI TNy a—T 4V TITRLDT
=T LR NS FN—T 7 FRAREFBTEMESN TS, [HFHROELE LT
HIVTEARZTIIH L EOD, £ Z—y F ETRDIND 2 bDORH
5, BIEDAA H—Lb—T AL NOBEEZDLZ ENTEXDHEA9,

Fab Lab' IX, 29 L7cA v ¥ —3 v bOFHEE D3 Y ZHEEHIZORITDHZ
EmbEENT, 3D SV F—FHEFILOETHTUAINNT T —a Lk
27 LhE%x MBI 22 LT, HIRZ LOMEELILF L, /e — ULl
ETHT Ly VI Lo THIRT D2 E 2 BfE LI, WA 7 70D 0
Hilg TITHFIC, lx OBEE B OIES Z & CRRT DEME R LT, 7YX LVT
— AN EE T E T T AN T s TV = a rEnb Il E, A UH
—% v h&@ L7 Fab Lab D7 — % OMMRAREL 720 | M ELEFETE D
A NASoY

TUHNORENBRIRIL, BEEET I ERIRAFL, HRTEIRILH D,
ZOMBIEE L OREE G5 Lz L RIS, BEMEREOBL S Tl ik
HHEBM LT, TOXORHPTr VAT 47 - aF X T, FDOLHITTy =
T L0 ERIVES BE DR S5 M0 TREMDSBERMNARFIEE LT, A1
N—=Db—=T A MIbREREEE XTI,

3
4

https://www.thingiverse.com/ https://grabcad.com/

https://fablabs.io/
Sy = SR =R INC == Y TR NT— X BB E L, N S EE R TER

PIEBEIC —RAICRIA SN TE 7, £ 9 LI U2 BREE T i T & 7o pEZE N AR A . A
AHN—b—=7 A FEB U TRAANCOEROENEN 72228, HET T2 T7 7
TV r—vary] LA RHNLRALRIZR ST,

6 https://creativecommons.org/

73


https://www.thingiverse.com/
https://grabcad.com/
https://fablabs.io/
https://creativecommons.org/

AATN—L—=T A e FXZATHHEmIT, A F—Fy NZT Tl Rw, 1~
=%y b ETIHRE T =735 K012, HFEORS, MO AMIZED £ T,
HORLLEONY =T OXRERY DDz T xa ) I =Pk Lz, —#&
([CBAA S L2 TR Fab Lab IR 5, Hix REETBRETHINCENT (25 L
TLBEZHRETAAL A —ARN—=ALMES), 2006 FIKED Y 74 L=TMrd
Hi%& L7= Techshop 1%, D% AKENIZ 10 LB L, WA H T A 2 AR
THRE, REWRALA I —ARX—R o7z, 2012 F, FEEYNCHEAE Lz
HAXLRSR (#2IZHAX|Z2q4) 1&, N— RO =T 22— 7 v FITR L L2 A A T —
ANR—Z L LT, BUEDERN Z R 2R & o7z,

F72 2006 FEIKEH Y 7 =T M THIBE S L7z Maker Faire® (&, Hullih o
AAAN—=PEEDLARNFE LT, TORMASH TRRBESND L) IZRoTz,
KIEL72 Maker Faire Tid, DT EHAMB OB T 10 HAZB2 588 L7257
EL AA =L =T AU NERETHA X hE7polz, Maker Faire DX 9
HETHRBRIZBMTEDLF T TA AR IR LI L1, A4 —AHFI
Lo TEFARN=—va Bl TORBEPRAICRELS RDITEN, BiRD
REAANDENWTITIRLS, A= T v 7DdORARTE L THHEREL,

AL —b—T A FERINZ 10ELZIEVIRS (2010 FERATH)

ZORRIT, BRI RA 7 T 7 E ORISR TET TR < R EE ML
BV FDa I 2=7 (B2 L. 2000 FRUTIRTE LTkk 2 28RN, BUED A A
H—b—T A NOTHEREZ =, 2010 FRICAD L, —HHEEFTHLHALL
FTUWEAMZR 3D ) xRz THRUEEDHA ] L LTAT 4 7 THEAICHR
D ETFONDMRIZR T, ENETREESLKRFOMIEE, & LAIMEAICED
DIY &5 i CIE A STz 3D 7 U o MRS, H/NRLIE 0T A F—,
HEWE L Vo TePEBIZHIRZEL TWholz,

7 https://makerfaire.com/

74


https://makerfaire.com/

HEZ R U< LT, A EOFTEREET & BRI H LW OTE A 2 %50 L D8k~
BRIEREFTHH Uiz, 2013 DR INIZAZ — T v 7 38RK” French
Tech” X, TORENANLEE DAZ— T v 7 R¥ELERB L, oK
L72% 2014 EITIZKEAR T A RN A THIIR O Maker Faire 23BifE S 4, AR
DIGEZEDFG )M LD T KT BE BB T IZZ < OBARE I HITS
72% 2015 AEINDHETIRE o 72 TRRAIZE - TRAH b, ENAZ—FT v
TEXEL, A/ X a v ERET LR Th D, BERREEEEO TIZ, b
I H YU TCREEE L CEFEICH T, D LAR AT vy 7RI LN %
LR ZBE LT, WIIERINZE DARAE— N7 v P RENFA LY, FHLwn
BUEHIF TR 2 BRI AR ETED S s H, R THEZEL < DA
AH—=AR=ANRFEL, EFEFROTXTOLA Y —T, AAND—L—T A
~ DRI 2010 FRTHAZZEDOE—7 2 R T,

AL T —b—T A FEINZ 10ELZIEVIRD (2010 FER07#4)

EEDEETDHT 7 7 TARMPHEET (BT 7 77 R ER) 29 LIzBEEORT,
EN3HERADO 777 IR ELT2I24EICHEL, SRETDAS I—L—T A
NOBEAZ Y FEHBM TR TE 72, 2010 FREPLICAD &, TATELTDOAAL T
—L—T7 A MIBLEZIILD, FEDAAL N —AN—ZARLALZ =T v 7,
ITERE R IR S DB DRI 72 o7, WhICEINZe T 7 /ey —ThoTh,
RN BRI RENZBIEDY —L e ) Z &3, Ex LWRIIEF OBRICKSE
DR %, Bl D Techshop DAEFERFS (2017) X, K[ED Maker Faire 3
95 Maker Media #EDEHIEIL (2019) E\WVWofo=a—R L, AAf H—aI=a
=T AN TEBRE G 2T, £, D OTO 1T NTABRELL D IT XUF
¥ —mAEAHLTRRZIE, N R =T AX— T v A IEEN ST, TA
TTNOLU =% 7 7a A TETIIHICTETYH, ZELTERELIEDIC

8 https://lafrenchtech.com/en/
° https://makezine.com/2014/06/18/white-house-maker-faire-fact-sheet-has-been-released/
10 https://spc.jst.go.jp/experiences/studylife/studylife 1910.html

75


https://lafrenchtech.com/en/
https://makezine.com/2014/06/18/white-house-maker-faire-fact-sheet-has-been-released/
https://spc.jst.go.jp/experiences/studylife/studylife_1910.html

TR ERIHEINZES 5, BEICONDMAR2 2 A MI, BeiliEs L0 K
Cliee Y7 ho=7 LU THREICEZ ORFMZZE L, (REE LESHITIE
TR, 2O LTen—FRU=T7TRAOHL S MR 1T EITIE, ADARF L
HT 7 u—H B0 OWN TN o T,

2010 FEUER L, B OV —EARIKSND 2D, D REY —E RT3k
DAAT—b—=T A FORBINNLE T DD, TATHEEPWITETRIRS
NI RA Db 0N, HiLnwr 7/ av—%ELERL, ZbT 54k
SIS LIZFHI B2, RT3 TV T 4 7 OFERIE. A—T AL FORKE
ICSFEEAIND Z LR/ LHAZITRILTETNDY,

3D LY T 4 T REL KR

PEERHAMLEDRIEEANT., KV AT <7 1 v 7 IRAEFERGEI~EHEEL, K&
BRE/ REMHBEMEEZ OO Lc, TOANEL ETHORE QLT IhE2 88
DNZ LTZH, 20 HRCEE TR LB D HEICIE, SIS E T BRETEE O 22 5A &
RIS, BNSOHVERICOWTERNRITNT oD X DIl RoTe, — R
BT XN, MFEBRZRNRET DTN T 77 ) r—a i, K&
AP/ REHE DAEPERHIC — a2 C15 5,

—DNZNET —Z DR DPE DRAFIZH AT Tr—a3 X MZ, KW EREAST
TITRDRICH D, LEREEY, LERRICEE TE 26 Rl 72 4 RE 2 )
L, B0 PHEREE VI EMZIWZD Z N2 0d, REAE/ KEBEHRIZE
DOFTIY A I NZHOWT, TUXNT 7TV r—a0d a4 PE/ &
HE | ZFRBICT DR LRV ED,

BN, D SN X —HRF LD ETHET AN T TV r—a D& I, B
RER COREMILIZZE B Z HHW TV W, bz, 7—% &V LEETHTZ

' https://www.marketsandmarkets.com/Market-Reports/3d-printing-market-

1276.html?gclid=CjwKCAiAqJn9BRBOEiwAJ1Sztb4s0VHPGIqIP-
y79e41s1j0sAZIM 10iCMxTMv5hPUz5v320jMXkwhoCv2AQAvD_BwE

76



https://www.marketsandmarkets.com/Market-Reports/3d-printing-market-1276.html?gclid=CjwKCAiAqJn9BRB0EiwAJ1Sztb4s0VHPGIqIP-y79e4rslj0sAZJM10iCMxTMv5hPUz5v320jMXkwhoCv2AQAvD_BwE
https://www.marketsandmarkets.com/Market-Reports/3d-printing-market-1276.html?gclid=CjwKCAiAqJn9BRB0EiwAJ1Sztb4s0VHPGIqIP-y79e4rslj0sAZJM10iCMxTMv5hPUz5v320jMXkwhoCv2AQAvD_BwE
https://www.marketsandmarkets.com/Market-Reports/3d-printing-market-1276.html?gclid=CjwKCAiAqJn9BRB0EiwAJ1Sztb4s0VHPGIqIP-y79e4rslj0sAZJM10iCMxTMv5hPUz5v320jMXkwhoCv2AQAvD_BwE

JTHx N == g VIZBATE 2008 MATH D, [DEZME © [+
R AAZwAB—=vary] Evolo, ZET HHBEZE D =— A&t 2 %5 FE
B FBEE LTOEMBEA TS, £, BERST v AR =2 H D2k i 72
E. INETA—F—AA RTHISZEOLNATHAES, 3D AF v U Hiffom i
N, BEETROT VX LR EA TN D,

oI, KR Y U F =D 2 DRI A BE O S Z2iE LICE A TE
TWDHRTHD, 1EROEGEFIETITERARZIZIRG ., 1ZE A EDLET 3D
TV T 4 TR IR D, TERDELETIETITRE TE 2RI nEIT D08
Wholikb, K THAITED L O o722 LT, AN TO LIREZEE
T, £72,. 3D TV T 4 7D a A ME TR IkpiL, DERO
BHEES ) DOIIEBEZTIKWVWABRERT RAUVT—UThDH, BiiaX b
T 27200, 1ERIT EVRST W] ThdZ ENEEL 728, A
VOB SN IEICEEZ b 572 L T, VXL —T 47T HFL L
VI T A T AOBEAREATHDLY, FA—FM ThhIRELEERE
BT D728, FRE AR Lo £ F aTRe R RV ARFED /NS vy (S8 b &
RETAUE, Bl A MEMZ DN D, S DITHIZE - FHEXDBFICRT 5HM
OEEEALIE, EH = R FRREAR OERIC S DR 5 Y,

REENPHASEn 7 R LB TEE TS [Loft & Fab) X, v~ & « BAZ~A B — 9 ITH
BLIZAA = A=A L LT 2134F 11 ANGEELZHT T D, FEIIXEVHE T b
THEALZRELE HBICH A~ A XTH12DOBMHHDY . AX Yy TBREAEOTATT %
2T B YR — b &E{T>TW%, http://andfab.jp/
B YOz R =T 4 7TV eI AT LR DORIKISCSR MR T IRORGE 2 B e —
2 —AFIATOYE, #ROME ABEX N3 T A VREFIETH D, 3D 7Y v MO %
JEIZFEVS, 3DCAD B%GHY 7 F U =7 A— R —FAEBARITIEN L TV DL HEDO—2TH D,
https://en.wikipedia.org/wiki/Generative design
43D 7V T g v T HM A BRI ATV ARED—DONRR—A T TH D, 177 RIC
2R 2 IR TTTXCHEH S 72 GEIX = P, 300 iz 25 3D 7V > b ERAh % i L,
1KRE - BHE D 2B LTz, FRlo o P 3B FAA FRER BUS L TR0 . SIS 728 — 4
ZEEIH LTS, £, BT ARIIZ D U T 4 v SRR R A A 2 T v RICBER
THZEERETDHRE, FAEM~ORE ZFBAICED T 5,
https://www.boeing.com/features/innovation-quarterly/2019_qg4/btj-additive-manufacturing.page
https://www.geaviation.com/commercial/engines/ge9x-commercial-aircraft-engine

77



http://andfab.jp/
https://en.wikipedia.org/wiki/Generative_design
https://www.boeing.com/features/innovation-quarterly/2019_q4/btj-additive-manufacturing.page
https://www.geaviation.com/commercial/engines/ge9x-commercial-aircraft-engine

MEla 2 M@, AEAE—REHEL LD, aryva—~v—mZ 7 ks
OIEFNIRIZIRER® TEHDHOD, 3D 7V > FEFITE T DR IEES 72
BIEL TWD, 7V 2 —KEDOHFEIET T2 < MBIOBRFIZ S D D
S TWD, KRx ZRAHIMIE A & O RM AR 2 LAEFIL, 1EROBEEEDO AR
ELTTIEHZRL, 3D TV T 4 v 72X 28 < H LW N EF N HEN & E
STWD, MERLENITHETE, TOI A FRTRDHITONT, RAIZED
IEHIR AR > T 2725 9, 2010 SERFFEICEZ L DAT 47 L THY IRT 5
NI23D 7Y U F—EERITH DAV, T OBRIITEE N OREICEATED |
AIRBIE L KEILR 5780,

3D LY T 4 L FRBICET AELE

BUIfE, 3D 7V U H =TI RELGITTHREA A FRRE—/LE VR AT OZA72
PR & BEEEM T O EMAAEEIC KNS D, WTNOEED ., ko R
fiT & el U CAEEA Y — NITES, D72 < & b B TIIH BB ORE & 1T
BB, L, BAUIEMBERTRIESGA T, 2D 3D 7Y X — &
MLZSE TERUR RS, FHHATEED X o IcEge Tefl) 2088 L
W3 Y U H =k, R A ARIEAN LT, EEIC, BHA. HERD
D 3D TN B —H MR TG GFET 5 3D 7V ¥ — %G Lo ArERH &
LT, 29 LEWlAkicizRER AT Y F3dH 5, PRV ABTEKRE SR —
FTE, &M Lo A=Y La X e BEE LW, AFERIZTRR
N, BT —H HIZFRRICHE D 2 ENTE, B oty b7 v T HENG

15 BEIZ Nike =° Adidas. Under Armour & W2 72 AR —Y T XL )L T T KT, A=——D Y/ —

NEE 3D T o —THNiLizaryya—~v—miF7ray 7 &) J—ALTWb, £z, £F

RERLE VS THERA 3D 7Y ¥ —THE - IGETARELHFET D,

16 Stratasys f1:73 2005 L FEREH SHE WD A T~ RID TV T4 77577 R —
Redeye| 1100 B& 2 DEHEM 3D 7V ¥ —%Fxiz, HRHERKD 3D 7Y & —THTh

% (B{E1Z Stratasys Direct Manufacturing |24 5 1k) . Redeye (2B L CTIXLA FO#HIE K= A > b

(ZFE LV, https://www.bbe.com/news/av/technology-25101388

78


https://www.bbc.com/news/av/technology-25101388

a2 N TIT2 5, SBb AT~ RAEEEZRAILIZID TV b AHT7 7
7 M) =%, =—XZEDLETEIH I TN ZA9,

—HT, 2oLk AT 7 77 MU —k] &, @ik 2 S OBLR TIERD REA
PE/ KREBVEEETT VP ORMAITE Ty, BEOBEELEOT ETT — 4 Tk

D, ZZTHEETLHFNID T o Z—Db R EEIEATE 5, 50 an
FTHIZIBNT, ZORRAE R UHI RS TR STz, BERERETRET
57 oA Z—)b RRNLIFRERD N —Y % Hil D& B 2 o/ g
WEATDO3D 7Y 2 —THAH L TRET L LV s ICRoNn @Y /i
DAEPEIC L > THERLHIZ, v—a X P THE=—XTHIG L TAHAETL, READ
FHFEREODL LIGEZ ST IO OFFNL, B D a7tk & LT T
< ABOAPE - il - BERODH D T 2BET DI +02A "7 ERb 5D,

HHEA SO TV o7 4 v TERITH - T, EERHEZEFSIE L0, DBSE
LM DS EDELTEGARICEDREDEE TCHBIE 0N, RIEZZN
HTWan, FEBIRIC LR, TREDO 7 77 B =3 TE 5070, BARD=
VEZZUAZXRTOabt—EO LI, HIZ 1 ATOHMINLONG, Bl
B CILBEME DS E DTl eV, iz 3D VT g TR AERER
il « DHWAEEET OWTHOLETHREREET LI EFIIRSNTND, 5%
3D AV T TEMD, RIEEICBIT DAEFEN LB E TORNLOF T, ED
EOBRARY Y a v ERS TOL ONEEBLETH D,

79



SECURITY IMPLICATIONS OF QUANTUM
COMMUNICATIONS AND COMPUTING

By Edward Parker

Executive Summary

Quantum technology is at an early stage of development, and the future applications and
timelines are highly uncertain. Japan, China, and the EU are prioritizing the subfield of guantum
communications, which might (or might not) greatly improve the security of encrypted
communications. The US and a few other countries are focusing more on quantum computing,
which could eventually #hreaten the security of encrypted communication, as well as providing
useful commercial applications. Most international cooperation between the US and Japan in
this area occurs informally through academic laboratories, but more formal cooperation may

eventually become useful as quantum technology continues to mature.

Quantum physics describes the behavior of particles that are (roughly) at or below the size of
individual atoms. New and counterintuitive phenomena occur at these tiny sizes, and physicists
and engineers have recently begun to control this behavior with high precision. These
phenomena could eventually unlock fundamentally new capabilities, some of which have

implications for international security.

Quantum technologies are generally grouped into three broad categories: communications,
computing, and sensing. Although quantum sensing has some defense applications,' this paper
focuses on quantum communications and computing, which have the greatest potential long-
term impacts on international security. It gives an overview of the technologies’ possible

applications, their timelines, and the different approaches taken by the US, Japan, and China.

Quantum communications and computing could both have major impacts on the security of

encrypted information, but in opposite directions: quantum communications could s#rengthen

' C. Todd Lopez, “DOD Should Focus on Short-Term Goals in Quantum Science,” DoD News (March 12,
2020). https://www.defense.gov/Explore/News/Article/Article/2110617/dod-should-focus-on-short-term-
goals-in-quantum-science/
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the security of encryption, while quantum computing could #hreaten it. Although these
technologies will converge as they become more mature, today they are both in very early stages
and being developed largely independently. Depending on which subfield becomes mature first

(if either), the overall security of encrypted information could either strengthen or weaken.

Quantum communications

Quantum communications refers to physical mechanisms for information transmission that do not
use electromagnetic waves, but instead individual microscopic particles of light called phozons.
The only application of quantum communications deployed today is known as guantum key
distribution (QKD), a type of quantum cryptography that in principle enables extremely secure

encrypted communication.

QKD works because, unlike with standard communications, the laws of quantum physics
guarantee that an eavesdropper who intercepts a stream of photons zevitably leaves a signature
of their eavesdropping directly on the signal itself. If the recipient detects that the signal has
been intercepted, then they can abort the transmission until the intrusion ends.”? QKD is
sometimes referred to as enabling “unhackable” communication. However, it is important to
note that QKD is only truly “unhackable” when implemented correctly, and actual commercial

QKD devices have consistently demonstrated security vulnerabilities.’

QKD was first deployed commercially in Switzerland in 2007, and is still used in Europe to
secure sensitive communications such as election results.* However, East Asia is now arguably
at the forefront of the commercial deployment of QKD. Japan inaugurated a city-scale network
of fiber-optic cables for QKD across Tokyo in 2010.” In January 2020, Toshiba Corporation
and Tohoku University announced that they had set a QKD bandwidth record by transmitting

2 Strictly speaking, QKD does not directly transmit messages, but instead encryption keys, which are very
large numbers that used to encrypt messages. If an encryption key is intercepted by an eavesdropper, then it
is discarded before any sensitive messages are encrypted.

3 Nitin Jain et al., “Trojan-horse attacks threaten the security of practical quantum cryptography,” New
Journal of Physics 16 (2014).

4 ID Quantique, “IDQ Celebrates 10-Year Anniversary of the World’s First Real-Life Quantum
Cryptography Installation,” November 23, 2017. https://www.idquantique.com/idq-celebrates-10-year-
anniversary-of-the-worlds-first-real-life-quantum-cryptography-installation/

5 Sasaki et al., “Field test of quantum key distribution in the Tokyo QKD Network,” Opt. Express 19, 10387
(2011).
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hundreds of gigabytes of encrypted genomic data in minutes, and Toshiba has announced that

it soon intends to begin selling QKD devices in the United States.’

China appears to be even further ahead in the deployment of QKD. It has laid down a 2000-
km cable connecting Beijing, Jinan, Hefei, and Shanghai.” Most impressively, the Chinese have
also launched the world’s only quantum communications satellite capable of performing QKD
from space, known as Micius or Mog7 (3= 1-). In 2017, this satellite enabled a heavy-encrypted
intercontinental video teleconference between Xinglong, China and Graz, Austria.” QKD has
therefore advanced to the point where small but useful amounts of data can be encrypted. If
this significantly improves the security of highly sensitive communications, then the

implications for national security are clear.

However, not all security experts are convinced that QKD will in fact improve communication
security, at least in the short term. Some experts have expressed doubts that QKD will ever
prove useful in practice,” and both the UK Government Communications Headquarters and
the US Department of Defense’s Defense Science Board have publicly stated that they believe
that QKD has not yet been demonstrated to be secure enough for operational use." Unlike
Europe and East Asia, the US has not yet deployed QKD commercially, although a few startups

are exploring the technology.

In the future, quantum communications may be used for applications beyond QKD.
More technically sophisticated forms of quantum communication could eventually enable a full

“quantum Internet,” with end-to-end quantum encryption and (for example) distributed

6 Toshiba Corporation, “World-first Demonstration of Real-time Transmission of Whole-genome Sequence
Data Using Quantum Cryptography” (Jan. 14, 2020).

“Toshiba to launch quantum cryptography services this year,” Nikkei Asia (Jan. 21, 2020).

" However, the Beijing-Shanghai line contains 32 signal repeaters that each represent a point of vulnerability
to inception. Yiu, Yuen, “Is China the Leader in Quantum Communications?,” Inside Science (Jan. 19,
2018).

8 Philip Ball, “Intercontinental, Quantum-Encrypted Messaging and Video,” Physics 11, 7 (2018).
https://physics.aps.org/articles/v11/7

° Bruce Schneier, “Quantum Cryptography: As Awesome As It Is Pointless,” Wired (Oct. 15, 2008).

10 United Kingdom National Cyber Security Centre, “Quantum security technologies,” (March 24, 2020).
https://www.ncsc.gov.uk/whitepaper/quantum-security-technologies

Department of Defense Defense Science Board, “Applications of quantum technologies: Executive
Summary” (Oct. 2019).

https://dsb.cto.mil/reports/2010s/DSB_QuantumTechnologies Executive%20Summary 10.23.2019 SR.pdf
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quantum computing. But these applications are still at very early stages of technological

maturity, and it is not clear exactly how they will be used and over what timelines."

Quantum computing

A quantum computer is a type of computer that operates on fundamentally different physical
principles than standard computers that exist today. While the basic unit of information for a
standard computer is a bit —a 0 or 1 stored in memory — the basic unit of information for a
quantum computer is called a gubit, which can in some sense be thought of as representing both
a 0 and a 1 at the same time. For certain calculations, quantum computers are believed to be

exponentially faster (and therefore more powerful) than any classical computer could be.

Over the long term, the application of quantum computers with the most disruptive impact on
international security is likely be their (future) use against cryptography. If executed on a large
enough quantum computer, a quantum algorithm known as Shor’s algorithm would be able to
quickly decrypt algorithms currently used to encrypt internet traffic.' It is difficult to overstate
the damage that a hostile actor capable of executing Shor’s algorithm could inflict on both
national and economic security if no safeguards are put into place. The many types of sensitive
internet communications would all become insecure: email, financial transactions, personal
health information, sensitive diplomatic or military communications — essentially anything that

requires a password.

Moreover, quantum computing is no longer a completely fanciful technology. In October 2019,
a team of Google researchers announced that they had built a quantum computer named
“Sycamore” that had performed a certain calculation faster than the fastest standard
supercomputer. Although the Sycamore computer’s calculation has no known applications, it
was an important proof-of-principle demonstration that quantum computers can in fact be

qualitatively faster than standard computers, at least for certain tasks."

! Stephanie Wehner et al., “Quantum internet: A vision for the road ahead,” Science 362(6412), caam9288
(2018).

12 Strictly speaking, the most powerful quantum decryption algorithms only attack a class of cryptography
known as public-key cryptography, but almost all internet encryption uses this class at some point.

13 William D. Oliver, “Quantum computing takes flight,” Nature 574, 487 (2019).
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However, it is important to keep the significance of this demonstration in perspective.
Quantum computers are still nowhere near the size and sophistication necessary to threaten
encryption. Other Google researchers recently estimated that breaking commercial-grade
encryption will require a quantum computer with approximately 20 million qubits. By contrast,
Google’s Sycamore computer had 53 qubits. Because of the huge number of required qubits
and many other technical challenges that have yet to be overcome, most experts are confident
that current encryption is safe from quantum computers for at least the next 10 years. '
Researchers are already developing new cryptography algorithms which are believed to be
resistant against attacks from quantum computers. These algorithms will hopefully arrive
before quantum computers become sophisticated enough to threaten encryption, although the

large-scale deployment of these new algorithms will pose their own challenges."

Quantum computers are also believed to have applications other than decryption — for example,
biochemistry simulation for the discovery of new medical drugs.'® Many of these applications
are believed to be less technically challenging than decryption, so they will become feasible
sooner. These applications have positive commercial applications, so we should anticipate

quantum computers with a sense of hope in addition to a sense of concern.

Unlike with quantum communications, the United States appears to be the clear world leader
in the commercial deployment of quantum computing. Several private companies, from tech
giants such as Google and IBM to small startups such as IonQ), have developed quantum
computers with more than 50 high-quality qubits — the approximate threshold at which
quantum computers become competitive with the world’s best supercomputers for certain
tasks. No other country has announced the complete integration of a potentially useful

quantum computer. However, there are certain enabling technologies — for example, certain

14 National Academies of Sciences, Engineering, and Medicine. Quantum Computing: Progress and
Prospects. Washington, DC: The National Academies Press (2019).

15 Michael J.D. Vermeer and Evan D. Peet, “Securing Communications in the Quantum Computing Age:
Managing the Risks to Encryption,” RAND Corporation, RR-3102-RC (2020).

16 Katherine Bourzac, “Chemistry is quantum computing’s killer app,” Chemical and Engineering News
95(43) (2017).
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quantum materials — of which Japan is the primary supplier, so the two countries’ deployments

of quantum technology remain somewhat interdependent.17

Conclusion

Quantum technology — particularly the communications and computing technologies that this
paper focuses on — are still at a very early stage of development. As such, their future use cases
and timelines for deployment are highly uncertain. But given the major technical challenges
that need to be overcome, the most disruptive impacts of these technologies are probably still

at least 10 years away. Policymakers should expect the unexpected — but not too soon.

Moreover, different nations are focusing their efforts on different technologies: China, Japan,
and the EU are putting comparatively more effort into (and correspondingly leading in the
deployment of) quantum communications, while the US, Canada, and the UK are leading in
quantum computing. The combination of low levels of technological maturity and different
focuses by different countries means that it is still too eatly to tell which quantum technologies
will have the biggest impacts on national security, or which nations will be best positioned to
capitalize on those technologies when they do become mature. Policymakers should carefully
monitor new technological developments in this field, but should adopt a measured posture
rather than overreacting to potential threats that are probably not yet imminent. If possible,
nations should broadly invest across diverse areas of quantum technology, given the high

uncertainty regarding which technologies will prove practical.

The US and Japan have strong ties in academic quantum research, with laboratories from both
countries often co-authoring research papers. There are very few formal agreements or policies
between the two countries regarding quantum technology. However, in December 2019, the
governments of the US and Japan signed the Tokyo Statement on Quantum Cooperation
pledging to jointly advance innovation in quantum technology,' and (as mentioned above)

Toshiba Corporation has announced that it plans to begin exporting QKD devices to the US.

17 National Academies of Sciences, Engineering, and Medicine. Domestic Manufacturing Capabilities for
Critical DoD Applications: Emerging Needs in Quantum-Enabled Systems: Proceedings of a Workshop.
Washington, DC: The National Academies Press (2019).

18 US Department of State, “Tokyo Statement on Quantum Cooperation” (Dec. 19, 2019).
https://www.state.gov/tokyo-statement-on-quantum-cooperation/
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These developments may indicate that the technology is maturing to the point where formal

economic policy cooperation becomes appropriate.

If the US does begin to deploy QKD at scale, then standards setting to ensure interoperability
could be a fruitful area for international cooperation between the US and Japan (as well as the
European Union and South Korea, who are also deploying this technology). International
standards setting for quantum computing would probably be premature, as quantum computers
are still at such an early stage that researchers have difficulty even characterizing the
performance of their own computers, let alone synchronizing that performance with other

computers’.

One possible exception is in the area of post-guantum cryptography. As mentioned, researchers at
the National Institute of Standards and Technology are developing new cryptography
algorithms that are believed to be resistant to attacks by quantum computers, with the initial
standards planned to be released in 2022." Transitioning to new cryptography standards will
be very complicated and will require close cooperation between nations. Depending on how
quickly nations move to adopt the new standards, this cooperation could begin within the next

few years.

Quantum technology is still at an eatly stage, but is developing rapidly. Its potential impacts are
difficult to predict, but they could be transformative. Technological leadership could still
change hands — potentially several times — before the technologies become fully mature. Close
cooperation between allied nations — particularly nations taking complementary technological
approaches, such as the US and Japan — could be a useful hedge against the large uncertainties

inherent to such a fundamentally new technology.

19 National Institute of Standards and Technology. “NIST’s Post-Quantum Cryptography Program Enters
‘Selection Round’” (July 22, 2020). https://www.nist.gov/news-events/news/2020/07/nists-post-quantum-
cryptography-program-enters-selection-round
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' C. Todd Lopez, “DOD Should Focus on Short-Term Goals in Quantum Science,” DoD News (March 12,
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CHINA'S AIM FOR QUANTUM HEGEMONY AND THE
JAPAN-US ALLIANCE

By Takahiro Tsuchiya

China's ambitions for “quantum hegemony”

In an Oct. 16, 2020 group study session of the Political Bureau of the Chinese Communist
Party (CCP) Central Committee, General Secretary Xi Jinping stressed the importance and
urgency of advancing the development of quantum science and technology. Xi emphasized the
need to strengthen strategic planning and systematic efforts to develop quantum science and
technology, grasp general trends, and be “a first mover” in the industry. Xi also emphasized
that cultivating high-level talent is critical, enabling innovation in disruptive technologies,
collaboration among industries, universities, and research institutes, and enhancing
international cooperation in the field of quantum science and technology. He also called for
efforts to foster strategic emerging industries such as quantum communications to gain the

upper hand in international competition and facilitate national development.”

Chinese research institutes and industries working on quantum

China has laboratories run by private companies such as Baidu, Alibaba, Tencent, and Huaweli,
as well as national priority laboratories run by governments and universities.” The Chinese
University of Science and Technology is the most famous of these because Dr. Pan Jianweli,

“the father of quantum” in China, works there.

Military-Civil Fusion (or Civil-Military Integration) has military companies and institutions
working on the quantum key distribution (QKD) network; they include Beijing Puhui Civil-
Military Integration Equipment Technology Center, Beijing Jintai Technology Co., Ltd., and

Wuhan Maritime Communication Research Institute (a.k.a. the 722 Institute).

20 “Observing the Global Battle for ‘Quantum Hegemony’,” Xinhua, February 14, 2018.
<http://www.xinhuanet.com/science/2018-02/14/c_136972095.htm>, and Elsa B. Kania, John Costello,
“Quantum Hegemony?: China’s Ambitions and the Challenge to U.S. Innovation Leadership,” Center for a
New American Security, 12 September 2018. <https://s3.us-east-
l.amazonaws.com/files.cnas.org/documents/CNASReport-Quantum-Tech FINAL.pdf>

2L Strider Global Intelligence Team, “QUANTUM DRAGON,” Strider, November 2019.

<https://www strider.tech/resources/quantum-dragon-report/>
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In China, an industrial chain is being built along with a quantum network. The quantum
communications industrial chain includes the manufacture of core devices for quantum
communications; the manufacture of communications equipment; the construction and
management of communications transmission networks; the operation of communications
networks; and the provision of quantum applications such as generating encryption keys to
securely transfer highly confidential information, such as government, financial, medical, and
military information. Various companies and national organizations are involved in each stage

of the industry chain.

China advances its QKD Network

China is ahead of Japan and the US in building and operating complex quantum networks using
quantum communication satellites and optical-fiber networks. In August 2016, China
successfully launched the world’s first quantum science experimental satellite “Mo zi.” China is
also focusing on construction of a quantum cryptographic network by constructing a ground-
based quantum communication trunk line. The QKD Network aims to protect critical
infrastructure networks from cyber-attacks. For China, military use is also a main purpose: the
QKD Network includes the headquarters of the People’s Liberation Army (PLA) theater

commands.

Construction and operation of this complex quantum network allows China to proceed with
the verification of secure quantum protocols and the accumulation of knowhow on how large-
scale quantum operate. This will give it an advantage in the development of the advanced

Quantum Internet.

A quantum network that is secure and difficult to decipher makes it possible to protect
confidential information from cyber-attacks. In the future, cloud quantum computing will
deploy quantum computers in China and other countries to enable blind quantum computing
and the quantum internet, a global network capable of more advanced quantum
communications compared to today’s cryptographic network. China intends to provide not
only quantum computers but also global communication networks. If that happens, the world

will depend on China for its satellite and communications network infrastructure.
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Attacks on quantum devices alone don’t necessarily expose information, but merely block
communications. And while communication over quantum networks is secure, the
infrastructure of quantum networks is not robust. It is difficult to identify the perpetrator of an

infrastructure attack given the way quantum networks work.

There is a risk that terminal nodes will be isolated and disconnected from the network if a
repeater is determined to be malicious or faulty. A quantum network's security could also be
compromised if the quantum bit being transmitted Bell pair (entangled two qubits®) is stolen.
The corresponding classical communications method (communication over the Internet) can

also be identified and eavesdropped on®.

Application of Quantum Technology for National Defense and Military

Quantum technology is being applied not just to computing, cryptography,
telecommunications, and teleportation but also to radar and sensors. In China, universities,
research institutes, and companies are conducting research and development in the fields of

quantum radar and quantum sensors to acquire “quantum hegemony.”

Chinese military universities and military industries are actively involved in the R&D of these
technologies. A future single-photon quantum radar could detect and capture stealth platform
targets in electronic warfare. Quantum inertial sensors may improve submarine navigation in
deep waters. We should expect quantum communications using quantum cryptography to be

developed to enhance the survival of conventional weapons.

In 2018, a group led by Pan Jianwei successfully conducted experiments related to interstellar

quantum communications in China.” The paper from this experiment suggests that it is

22 If Bell pairs are shared between two remote locations, we can perform quantum communication using
those Bell pairs.

23 T. Satoh, et al. “The network impact of hijacking a quantum repeater,” Quantum Science and Technology
3.3 (2018): 034008.

24 C. Yuan, et al. “Bell Test over Extremely High-Loss Channels: Towards Distributing Entangled Photon
Pairs between Earth and the Moon,” Physical Review Letters 120 (2018): 140405.
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possible to place quantum satellites for interstellar quantum communication at L4 and L5

Lagrange points, following “Mo zi.”

China has plans for manned exploration of the moon's surface and construction of a space
station (a lunar base). A lunar base will enable fixed-point monitoring of the Earth and
encrypted communications with the Earth via quantum satellites. It could be used for military
purposes, such as cyber-attacks and remote control of missiles. There is also the possibility of
using weapons of mass destruction (WMD) or antisatellite (ASAT) weapons to protect
quantum satellites, raising concerns about China's use of quantum technology for military
purposes. As John Raymond, director of US space operations, has pointed out, "The universe

is no longer a peaceful space, but a combat zone."

China’s Long-Term Plan for the Construction of Quantum Networks and the Military-
Civil Fusion Development Strategy

China’s plan to build a national quantum cryptography network is based on a medium- to long-
term plan presented by Chinese scientists in 2014. China plans to introduce quantum password
transmission between Asia and Europe later in 2020. This is part of the plan to build an
intercontinental quantum network between Asia and Europe. Around 2030, China will build a
globalized wide-area quantum cryptography communications network. This will yield a
quantum network capable of safely transmitting information and an organized quantum

communication industry chain.

China is enhancing R&D and military use of quantum technologies under the “military-civil
fusion development strategy.” A specialized communications command network (C4ISR) is the
central nervous system of a modern military, and it requires encryption. China invested more
than 100 billion Chinese yuan in 2018 to build such a network dedicated to military

communications. China aims to secure absolute security through quantum cryptography.

As with other “game-changing” technologies, military-civil fusion in quantum technology has
made it difficult to determine whether end users have consumer or military purposes.
Therefore, quantum technology was designated as a “fundamental technology” and “emerging

technology” that is essential for US national security in the “Export Control Reform Act 2018”
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(ECRA) in the “National Defense Authority Act for Fiscal Year 2019.” ECRA calls for review
of the scope of licensing requirements for a “comprehensive arms embargo” and an assessment

of licensing exceptions for exports to, re-exports to, and transfers to, the same country.

In September 2020, China's Ministry of Commerce issued its own regulations regarding an
“unreliable entity list.” On October 17, the “Export Control Law of the People's Republic of
China” was adopted at the 22™ session of the 13th NPC Standing Committee, and it will go
into force on December 1. The law implements export control measures and list regulations
based on China's “overall national security view.” The government has also begun to regulate
the import and export of information technology, mainly through the Ministry of Industry and

Information Technology and the Cyberspace Administration of China.

Japan-US Cooperation for the Quantum Internet

There are three areas in which Japan and the United States can or should cooperate. First, the
most important thing is to overcome physical difficulties and connect the quantum networks
of Japan and the United States. To communicate over long distances, it is necessary to send
quantum entanglements while correcting for errors. However, due to the limitations of low-
altitude satellites, it is impossible to link the quantum networks of Japan and the US through a

single satellite as China does.

Therefore, many satellites should be connected, or many quantum repeaters® must be installed
every few tens of kilometers in the sea. Japanese researchers have suggested physically
transporting one side of the quantum entanglement in large quantities in containers. The key
to challenging China's future hegemony over quantum physics is solving these technical

problems between Japan and the United States.

Second, Japan and the United States, and other like-minded countries, must unite to protect
core technologies and products of the quantum internet through export controls, in particular

“Military End-Use and Military End-User Regulations.”

%5 A node in the quantum internet which communicates and manages quantum states.
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As noted, even if a third country has a quantum repeater or computer, the confidentiality of
communications can be maintained. And, in today’s Internet, there is no principle of not
connecting with other countries in peace time because of a fear of attacks on networks,
infrastructure, or devices. This doesn't mean we shouldn't use products from third countries or
networks with other countries. To use them safely, the important thing is to design secure

protocols and hardware.

Third, it is necessary to establish international rules to ensure the safety of quantum networks

under the Japan-US alliance and install a security system for the quantum Internet era.
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LEVERAGING THE PRIVATE SECTOR IN JAPAN’S
ECONOMIC SECURITY POLICY

By Mariko Togashi

Japan’s economic security policy is becoming increasingly important due to the expanding
intersection of economics and national security. In April 2020, Tokyo established an economic
division in the National Security Secretariat (NSS) in light of China’s rising influence, leveraging
its economic tools to achieve strategic goals.' The ruling Liberal Democratic Party is currently
planning to establish a comprehensive economic security policy and economic alliances with
like-minded countries.” While Tokyo is making significant progress in this endeavor, a key area
where it falls short is in addressing the private sector’s concerns. The private sector’s concerns
include: balancing security and profits, the lack of budget, the shortage of expertise, and the
lack of information protection standards. Although the private sector is not a traditional player
in security, due to its critical role in the technology field, which is the key to Japan’s economic
security policy, its concerns must be considered. Therefore, the Japanese government should
take steps to more thoroughly incorporate the private sector in its economic security

policymaking.
The Importance of the Technology Sector in Economic Security Policy

Technology is at the core of Japan’s economic security policy. The NSS’s new economic
division lists a number of focus areas that are strategically important for Japan, such as
telecommunications, export controls on technology and strategic products, and digital
currency.’ Pushing Tokyo’s development of an economic secutity strategy is China’s rise and

ambition in the technology field, evidenced by initiatives like “Made in China 2025” and “China

U “ERZERC TREPE B Fflao bl b 2%, ”  Nikkei, April 1, 2020,
https://www.nikkei.com/article/DGXMZ057510630R00C20A4PP8000/

ORI IRHEMEER E 2 E SN~ E L Oo— AR, BUFICENTRS ~, 7 Jiji.com,
September 28, 2020, https://www.jiji.com/jc/article?k=2020092700241 &g=eco

ORI RR, TYHNVIER - THIRGHS BIEK RIZITEE#EFTR2, 7 Nikkei, March 18, 2020,
https://www.nikkei.com/article/DGXMZ056920550X10C20A3PP8000/
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Standards 2035.”* China’s research and development (R&D) spending surpassed that of Japan
more than a decade ago and has almost caught up with the United States.’ China has also
increased the number of scientific papers: China released 19.9% of the global total between

2016 and 2018, surpassing the United States at 18.3%.°

In response to Beijing’s rise and the U.S.-China competition, Tokyo is bolstering its efforts to
develop and protect its technology through multiple approaches. The Cabinet Office
announced a new guideline for universities and research institutions to stop the unintentional
technology drain in 2019 and expanded the scope of disclosure obligations for funding sources
to research labs.” Moreover, Tokyo revised the Foreign Exchange Law in November 2019 to
increase the scrutiny placed on inbound foreign direct investments in the fields that relate to
national security, including nuclear energy, electricity, and telecommunication.® On the research
side, Tokyo is planning to establish a think tank to apply advanced commercial technologies,

such as quantum technology and Al to the national security field in FY 2021.°
Japan’s Private Sector Plays a Critical Role in the Technology Field
Japan’s private sector is at the forefront of strategic competition in the technology field,

especially in game-changing technologies. Al, semiconductors, technologies related to

Connected Industries, and personal technologies are all developed and possessed by private

4 Kennedy, S., “Made in China 2025,” Center for Strategic & International Studies, June 1, 2015,
https://www.csis.org/analysis/made-china-2025; Kharpal, A., “Power is ‘up for grabs’: Behind China’s plan
to shape the future of next-generation tech,” CNBC, April 26, 2020,
https://www.cnbc.com/2020/04/27/china-standards-2035-explained.html

> OECD, Research and Development Statistics (RDS),
https://www.oecd.org/sti/inno/researchanddevelopmentstatisticsrds.htm

6 “China passes US as world's top researcher, showing its R&D might,” Nikkei Asia, August 8, 2020,
https://asia.nikkei.com/Business/Science/China-passes-US-as-world-s-top-researcher-showing-its-R-D-

might
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SEFEORE— (TR E Y £9H) ,”  Cabinet Office, June 21, 2019,
https://www8.cao.go.jp/cstp/openinnovation/procurement/guideline.pdf;

“UWEOEEW ), FHFEIZHBRES RIFLR CRiFL, 7  Nikkei, September 29, 2020,
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companies. Furthermore, the expansion of dual-use technologies makes the private sector even

more important in Japan’s technology sector.””

The significance of Japan’s private sector in the technology field is clear in data as well. In R&D
funding, Japan’s private sector accounted for 78 percent of national R&D in 2017, which was
the highest among G7 economies.'' Moreover, Japan used 97 percent of its total national
science and technology budget for commercial technologies in 2016-2018,'* in contrast to the
U.S., which spent 55% of the total science and technology budget on commercial technologies

in 2019."

Addressing the Private Sector’s Concerns

The significance of the private enterprise in Japan’s technology sector implies that effective
economic security policy should address the private sector’s concerns. From the Japanese
business perspective, four major issues impact Japan’s economic security agenda: profit vs.
security, lack of adequate budget, lack of expertise, and lack of information protection

standards.

First, one of the private sector’s main concerns is the possibility of losing business
opportunities. While aware of the growing need to better protect business data, companies
nevertheless want to avoid losing foreign business opportunities due to overly tight economic
security policy measures such as export controls, investment restrictions, and restrictions on

production location.

While it may seem that private firms and Japan’s government are working together to balance

security and profits, the reality is that recent cooperation reflects needs arising from the
y p ) p g

10 Kanehara, N., “FBF7HiT & 22 0% 0  RAFTOE PR - B3 EH,” Nikkei, April 10, 2020,
https://www.nikkei.com/article/DGXKZ0O57867440Z00C20A4KE8000/

' OECD, Research and Development Statistics (RDS),
https://www.oecd.org/sti/inno/researchanddevelopmentstatisticsrds.htm

12 National Institute of Science and Technology Policy, BUf D FH,
https://www.nistep.go.jp/sti_indicator/2019/RM283 12 .html

13 American Association for the Advancement of Science, Historical Trends in Federal R&D,
https://www.aaas.org/programs/r-d-budget-and-policy/historical-trends-federal-rd
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COVID-19 pandemic. Japan announced to distribute subsidies for companies to re-shore
operations, and the total amount of funds requested was 11 times the approved budget for the
October round."* Although this suggests a certain level of consensus between the private and
public sectors when addressing economic security, in fact, corporate decision-making reflected
a desire to avoid supply chain disruption due to the pandemic rather than strategic calculations.
The subsidy targeted health-related businesses and firms that have a high concentration of
production in specific countries. Since the pandemic has obscured the potential conflict
between security and profits, striking a balance between them will be even more critical in the

future.

Second, companies may not have sufficient budgets to engage in economic security strategy-
making, especially given a large number of small- and medium-sized enterprises (SMEs) in
Japan. While the private sector is at the forefront of economic security threats, economic
security is a new agenda for most companies and will require additional budgets. The surge in

the cybersecurity budgets is one example of how they must deal with new threats.

Third, the lack of expertise in economic security is critical for Japanese companies. Most
Japanese companies do not have sufficient government relations divisions nor economic
security divisions. Moreover, the fundamental problem is that human resources in the
economic security field are scarce in general. Recently, Mitsubishi Electric Corporation has
established the Corporate Economic Security Division “to comprehensively manage economic
security risks throughout the entire company’s business, including exports, information
secutity, investments and development.”" Although the new division hints at a new trend of
companies’ paying greater attention to economic security, it does not necessarily mean that they
can attain adequate expertise immediately. Furthermore, the lack of both expertise and budget

may delay or stop the spread of this trend.

oo pFCAERE MBS R1LE  ~ %7 REH,” Nikkei, September 8, 2020,
https://www.nikkei.com/article/DGXMZ063583090Y0A900C2EE8000/

15 “Mitsubishi Electric to Change Executive Officer’s Duties and Organization,” Mitsubishi Electric
Corporation, September 16, 2020, https://www.mitsubishielectric.com/news/2020/pdf/0916.pdf

110



about:blank
about:blank

Finally, the lack of systems to protect sensitive data hinders Japanese companies from building
business relationships with foreign partners. Economic security requires business-to-business
partnerships based on the alliance of like-minded countries. However, the current lack of
information-protection systems makes it difficult for companies to develop business
partnerships in sensitive technology. Currently, Tokyo is moving toward establishing a security

clearance system, including the private sector.'s

Policy Recommendations

While making significant progress in the economic security field, Tokyo should address the
concerns of the private sector to make economic security policy effective. Tokyo should
communicate more with the private sector, increase its communication between bureaucratic
divisions, incentivize the private sector to establish and develop their economic security
division, build a knowledge-sharing network for the private sector, and provide a business base

that companies can rely on through partnering with like-minded countries.

First, Tokyo should bolster its communication with the private sector in order to better
understand the technology sector and to discuss economic security with them. Almost all
advanced technologies are in the hands of companies. In addition to large companies, this
communication should include SMEs and start-up companies since both possess many
emerging or sensitive technologies, which can lead to game-changing technological
breakthroughs. Continuous communication may generate a sense of responsibility in the
private sector and may lead to a consensus between the public and the private sector in

economic security policy-making.

Second, Japan should deepen its communication among ministries. " Although Tokyo
recognizes the importance of knowing the overall science and technology field, stove-piping of

government bureaucracy makes it difficult for Tokyo to understand the overall picture of the

10 «HEbm B A5 I &R~ HFEA~OEHIEIZ Uir,” Asahi Shimbun, August 13, 2020,
https://www.asahi.com/articles/ ASN8D76FBNSDUTFK003.html

17 Kanehara, N., “BF 70T & 2 20RbE  RAEHINOE B - R3S, Nikkei, April 10, 2020,
https://www.nikkei.com/article/DGXKZ057867440Z00C20A4K E8000/
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technology field. ** Especially given the expansion of dual-use technologies, deeper
communication and collaboration are necessary to incorporate the private sector into economic

security policy-making.

Third, the Japanese government should incentivize the private sector to take the initiative in
economic security. While Mitsubishi Electric Corporation’s establishment of the new economic
security division shows the beginning of a new trend of the private sector’s interest in the
economic security field, not all companies have enough budgets and human resources. Since
economic security policy has to cover numerous technologies, an effective economic security
policy requires a proactive private sector. To achieve this, Tokyo must incentivize companies
through measures such as subsidies and tax credits. In the long run, Japan should establish a
sustainable system to ensure that companies can make changes needed to align with national

economic security policy.

Fourth, Tokyo should facilitate discussions between companies to share basic knowledge of
economic security within specific fields. Since each technology field has a different landscape,
players, restrictions, and supply chains, it is unrealistic for the government to cover every detail.
Therefore, Tokyo’s goal should be to create a platform for companies to share basic
information and find the optimal points of economic security policy enforcement. Tokyo
should utilize organizations such as the Japan External Trade Organization (JETRO) to take

initial steps.

Finally, Japan should work to ensure a friendly business environment for companies’ overseas
business through partnering with like-minded countries. Given the expansion of strategic
competition, Tokyo should identify which technology sectors Japan can cooperate on with
which country. Specifically, Japan should increase the number of specific technology sub-fields
in which it can cooperate with the U.S. to provide a solid base for corporate decision making

and to find the right balance between globalization and protectionism.” A blanket statement

18 Integrated Innovation Strategy, Japan’s Ministry of Education, Culture, Sports, Science and Technology,
June 15, 2018, https://www.mext.go.jp/content/1414951_005.pdf

19 Schoff, J. L., “U.S.-Japan Technology Policy Coordination: Balancing Technonationalism With a
Globalized World,” Carnegie Endowment for International Peace, June 29, 2020,
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of identifying allies and enemies does not help companies make business decisions. For
instance, the supply chain initiative that Japan launched with India and Australia, which intends
to achieve supply chain resilience in the Indo-Pacific region in response to China’s increasing

influence, is a good example of specifying a sector and partner countries.”

Furthermore, deepening alliances requires that Tokyo ensure data protection through multiple
approaches. Tokyo should maintain its timeline for the security clearance bill and prepare to
provide companies with concrete operational guidelines in the interim. Japan should also focus
on the implementation of measures to block technology leakage through universities and
research institutions. Although METT required universities to establish new divisions dedicated
to protecting technology, only around 60% of Japanese universities have complied so far.”! In
addition to the creation of the security clearance system and better protecting technology in

universities, Tokyo should establish a new guideline for companies to protect technology.

Given the importance of the private sector in Japan’s technology field, the government’s ability
to address the private sector’s concerns may determine the effectiveness of Japan’s economic

security policy.

https://carnegieendowment.org/2020/06/29/u.s.-japan-technology-policy-coordination-balancing-
technonationalism-with-globalized-world-pub-82176

20 «Japan, Australia and India to launch supply chain initiative,” Bloomberg, August 31, 2020,
https://www.bloomberg.com/news/articles/2020-09-01/japan-australia-and-india-to-discuss-supply-chains-
alliance
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KEEPING THE LAST FRONTIER FREE AND OPEN:
US-JAPAN SPACE COOPERATION AND
PROSPECTS FOR GREATER ENGAGEMENT WITH
SOUTHEAST ASIA

By Erick Javier

On 30 May 2020, the SpaceX Crew Dragon 2 spacecraft Endeavor lifted off from the Kennedy
Space Center in Florida. Carrying two US astronauts to the International Space Station (ISS),
the flight established several milestones, including being the first crewed flight carried by a
private entity. This illustrates the rapid progress in the development and proliferation of space-
based capabilities in the last 10 years. Space is increasingly accessible to multiple actors, both
state and nonstate. Consequently, there is a growing concern that space is becoming
“congested, contested and competitive.” ! This paper proposes that emerging US-Japan
cooperation in space and space defense become an anchoring framework for space cooperation

among like-minded states, particularly in Southeast Asia.

Challenges and Competition in Space

Space has been a securitized domain from the beginning of humankind’s ascension to the stars.
Space provides significant advantages to national security and defense, being the ultimate “high
ground.” Many space technologies are dual-use, with major applications for both commercial

and military offensive and defensive purposes.

Threats of kinetic space conflict have existed since the beginning of the Cold War. Despite best
efforts to establish international norms to ensure peace in space, space has never been a
“sanctuary” free from the risk of violent conflict. This can be seen in the development of

counterspace capabilities, particularly anti-satellite (ASAT) weapons which overlap with missile

! Dickey, Robin. The Rise and Fall of Space Sanctuary in US Policy. The Aerospace Corporation.
September 2020.

2 Johnson, Kaitlyn. “What is Space Security and Why does it Matter?” Georgetown Journal of International
Affairs. Fall 2020, Vol XX, p.81
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defense.” Apart from kinetic means, electronic and cyber weapons including lasers and malware
provide viable and deniable means to conduct counterspace operations, and have reportedly

been deployed and used.*

These concerns have taken on new urgency with the resurgence of great power competition
between the United States, the People’s Republic of China, and the Russian Federation. In line
with its Chinese Dream (Zhinggué Méng/ HIEEF), the PRC aims to surpass Russia as a space
power by 2030, and the United States by 2045.> To defend their interests in space, states
established dedicated military space organizations, such as the Russian Space Forces and the
PLA Strategic Support Force in 2015, the United States” Space Force (USSF) in 2019, and the
Japan Air Self-Defense Force Space Operations Squadron (JASDF-SOS) in 2020.

Competition in space also involves economic and normative dimensions. China has been very
active in its space diplomacy, painting itself as a benevolent hegemon willing to provide

developing states with space-related needs. China has been advocating for a Space Information
Corrtidor (Yadai yili"kingjian xinxi z0nking/— 5 — " 22 [BI(E ELZEJAR) as a space complement

to its Belt and Road Initiative (BRI)® and has been selling satellites and space systems to partners
across Bastern Europe, South and Southeast Asia, Aftrica, and Latin America.” China also
launched the Asia-Pacific Space Cooperation Organization (APSCO) in 2008 to promote its
brand of space cooperation. These initiatives support China’s ambitions to shape norms and

regimes in space.

3 The United States’ SM-3 ship-launched antiballistic missile demonstrated its potential as an ASAT in its
20 February 2008 intercept of satellite USA-193. Defensive missile systems such as the Russian S-500
Prometey and A-235, and the Israeli Hetz (Arrow) 3 have been claimed to be ASAT-capable.

4 Rajagapolan, Rajeswari Pillai. “Electronic and Cyberwarfare in Outer Space.” Space Dossier 3. United
Nations Institute for Disarmament Research. May 2019. Accessed at
https://www.unidir.org/files/publications/pdfs/electronic-and-cyber-warfare-in-outer-space-en-784.pdf

3 Pollpeter, Kevin et al. China’s Space Narrative: Examining the Portrayal of US-China Space Relationship
in Chinese Sources and its Implications for the United States. China Aerospace Studies Institute. 2020.

¢ Hu Jiang. Programme and Development of the “Belt and Road” Space Information Corridor. China
National Space Administration. April 2019. Accessed at
http://www.unoosa.org/documents/pdf/psa/activities/2019/UNChinaSymSDGs/Presentations/Programme_an
d_Development_of the Belt and Road Space Information Corridor V5.1.pdf

7 Cheng, Dean. “How China has Integrated its Space Program with its Broader Foreign Policy.” 2020 CASI
Conference. China Aerospace Studies Institute. September 2020.
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Partnership and Convergence between US and Japan

Though the US will remain the preeminent space nation for the next two decades, maintaining
security in space cannot be a unilateral affair. The United States will need partners and friends
in space to help legitimize its position and values there. The US Department of Defense’
International Space Cooperation Strategy 2017 set guidelines for harmonizing US and allies and
partners’ space defense. The 2020 Defense Space Strategy further affirmed the importance of

US allies and partners in space, as well as opportunities for collaboration and inter-operability.

Japan is a natural partner for the US in space; it is a potent space power with its own suite of
independent space capabilities. US-Japan cooperation has a rich history dating back to 1969,
and has been steadily growing, with collaboration in a variety of projects such as the
International Space Station (ISS).* Cooperation was further regularized with the annual Japan-
U.S. Comprehensive Dialogue on Space, which began in 2013.” The most recent Dialogue, held

on 25 August 2020, codified agreements on lunar exploration'’ and space defense operations."'

The importance of space to Southeast Asia

Southeast Asia’s footprint in space has been growing, "

commensurate with its growing
economic and strategic importance. Seven of the 10 members of the Association of Southeast

Asian Nations (ASEAN) have at least one satellite,” and many have established their own space

8 Beckner, Christian. US-Japan Space Policy: A Framework for 21" Century Cooperation. Center for
Strategic and International Studies. July 2003. Accessed at https://csis-website-
prod.s3.amazonaws.com/s3fs-public/legacy_files/files/media/csis/pubs/taskforcereport.pdf

° Robson, Seth. “US, Japan pledge to work together on lunar exploration and space security.” Stars and
Stripes. 27 August 2020. Accessed at https://www.stripes.com/news/pacific/us-japan-pledge-to-work-
together-on-lunar-exploration-and-space-security-1.642785?fbclid=IwAR3FuQh7fk-
pqCTqqFCbyRXyuHzl aDrZgLI31LWeRLDhvQ1dF2EmN3-mkuY

10 Patel, Neel V. “Why Japan is emerging as NASA’s most important space partner.” MIT Technology
Review. 22 July 2020. Accessed at https://www.technologyreview.com/2020/07/22/1005546/why-japan-
jaxa-nasas-most-important-space-partner-artemis-moon-gateway/?fbclid=IwAROQu-
zcb_yEP84tgJOHTXBOERUCXYR4ApgmOgzruB-48tlsz4XVgOG96iT8

11" Areas for further cooperation may include: early warning, intelligence, surveillance and reconnaissance
(ISR), space situational awareness, meteorological observation, command, control and communication, and
ensuring resiliency of relevant space systems.

12 Sarma, Nandini. ““Southeast Asian Space Programmes: Capabilities, Challenges and Collaborations.”
ORF Special Report No. 82. Observer Research Foundation. March 2019. Accessed at
https://www.orfonline.org/wp-content/uploads/2019/03/ORF_SpecialReport_82 SEA-Space.pdf

13 Indonesia, Laos, Malaysia, Philippines, Singapore, Thailand, and Vietnam all have at least one satellite as
of 2020; Myanmar is planning to launch a satellite by mid-2021. Many of these satellites have been
developed with foreign assistance. Japan is one of the largest partners in these space programs, providing
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organizations.'* Most of these programs have developmental and self-reliance objectives, and
involve such space services as communications, meteorological, and geospatial information
gathering. Several Southeast Asian states see space as an avenue to spur national development

and boost technological capabilities.”

Space is also increasingly relevant for Southeast Asian states’ security; satellite data was used by
the Philippines to help fight insurgents during the Marawi crisis of 2017, and satellite imagery
has been instrumental in observing Chinese reclamation and aggressive maritime activities in

the South China Sea.

Prospects for Alliance Cooperation in Southeast Asia

US-Japan space collaboration can be the building block for initiatives with like-minded
Southeast Asian states. The rationale for a joint US-Japan approach to Southeast Asia, as
opposed to just US and Japan individually engaging Southeast Asian states, is due to the

potential for:

® Increased trade: The space sector is expected to expand significantly, in part due to the

1 However, Southeast

increasing importance of space-based communications and data.
Asian states lack critical launch infrastructure to send payloads into space. Facilitating
Southeast Asian space programs’ access to both Japanese and US launch capabilities,
including those from private-sector providers, can provide trade benefits such as reduced

costs for Southeast Asian states, and thus allow them to better compete against Chinese

significant official development assistance to Vietnam, and Japanese institutions such as Hokkaido and
Kyushu Universities assisting in the development of Philippine, Vietnamese, Myanmar, and Thai satellites.
14 Space agencies were established by Indonesia (National Institute of Aeronautics and Space/LAPAN,
1962), Malaysia (National Space Agency/ANGKASA 2002, merged with the Malaysian Remote Sensing
Agency to form the Malaysian Space Agency in 2019), the Philippines (Philippine Space Agency/PhilSA,
2019), Thailand (Geo-Informatics and Space Technology Agency/GISTDA, 2000), and Vietnam (Vietnam
National Space Centre/VNSC, 2011).

15 Vietnam has a stated aim of becoming one of the “leading countries in the region” in space technology.
Indonesia, Malaysia, and the Philippines have identified space as potential growth engines for their
economies. The Philippines in particular has identified the space sector as a strategic industry vital for
national security and economic development. Singapore has encouraged and supported the growth of small
satellite and space service start-ups to set up shop in the country.

16 Bryce Space and Technology LLC. Global Space Industry Dynamics. Australian Department of Industry,
Innovation and Science. 2019. Accessed at https://www.industry.gov.au/sites/default/files/2019-

03/global space_industry dynamics - research paper.pdf

125



https://www.industry.gov.au/sites/default/files/2019-03/global_space_industry_dynamics_-_research_paper.pdf
https://www.industry.gov.au/sites/default/files/2019-03/global_space_industry_dynamics_-_research_paper.pdf

space launch providers that rely on massive state subsidies to artificially lower costs.'’
Increasing demand for launch services also provides economic incentives for private-
sector providers to maintain otherwise excess or “reserve” launch capabilities, to ensure
resiliency for the US, Japan, and allies in event of any adversaries’ attempts to degrade their

space capability.'®

Space diplomacy and norm-building: Japan has been working extensively with Southeast
Asian states’ space programs. Japan has made space diplomacy and norm-building for
space a key component of its foreign policy, including the creation and support of the Asia-
Pacific Regional Space Agency Forum (APRSAF), which has been active since 1993."
Compared to the later APSCO, the APRSAF is looser and has less binding mechanisms,
but is open to non-Asian states and includes international and nongovernment
organizations.”” The United States could learn from the Japanese experience in working
with these states, or reinforce these ventures. Although Southeast Asian states are not
interested in deep space exploration ventures such as the Artemis program due to the
expense and modest ambitions of their current space programs, they may be willing to

participate with the right economic incentives.

Addressing common threats and space concerns: There is wide scope to leverage and co-
develop space capabilities to help address traditional and nontraditional security threats.
Space-based information can contribute to enhancing maritime security and defense,
monitoring environmental, ocean health, and climate risks,? all of which are of great

importance to the US, Japan, and several Southeast Asian states. The US and Japan can

17 Smart, Benjamin. Asian Responses to China’s Space Power Strategy. Naval Postgraduate School June
2019. Accessed at
https://apps.dtic.mil/dtic/tr/fulltext/u2/1080404.pd f?fbclid=IwAR0e5CuEJ3zTz tRTR3bgbG9687qwLZbh9r

mifRp4DzFljcrXbC Aejv32YE

18 Markey, Michael. “Strengthening the US-Japan Alliance in Outer Space.” NIDS Visiting Scholar Paper
Series No. 4. National Institute for Defense Studies. 3 March 2020.

19 Pekkanen, Saadia. “Japan’s Space Power.” Part of “Asia In Space: The Race to the Final Frontier.” 4sia
Policy. Vol. 15. No.2. National Bureau of Asian Research. April 2020.

20 Schrogl, Kai-Uwe and Giannopapa, Christina. “Europe in Space.” Part of “Asia In Space: The Race to the
Final Frontier.” Asia Policy. Vol. 15. No.2. p.55 National Bureau of Asian Research. April 2020.

2l An example is the United States’ SERVIR initiative, which has been supplying geospatial data to Lower
Mekong River Southeast Asian states to assist in land-use planning, agriculture risk management, and
predicting and managing floods and other natural disasters in the area since 2014.
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also provide capacity-building to counter common cybersecurity threats against space
assets. ASEAN has expressed concerns about space debris,” and Japan issued a joint
statement with the United Nations Office for Outer Space Affairs (UNOOSA) to raise
awareness on space debris.” If Southeast Asian states back the Japanese advocacy, it could
provide additional incentive for the United States to support or even initiate stronger

measures against space debris.

Pursuing additional space cooperation will not be easy between the US and Japan, let alone
with Southeast Asian or other partners. There is need for more discussion and harmonization
of legal and scientific cooperation frameworks, as well as the appropriate safeguards to address
private-sector and national concerns over intellectual property and data security. That last issue
requires careful attention, as US export controls make direct collaboration and space trade
difficult with other space-faring states,” and harm competitiveness against China, which has
been working to position itself as a more open and less restrictive alternative supplier of space
technology. Here, Japan, with extensive experience in co-developing satellites and other space

assets with Southeast Asian states, can help bridge issues.

Conclusion

Cooperation is essential to preserve space as a domain for the benefit of all humankind. Great-
power competition threatens this, and it does not seem possible to halt this competition given
the clear intent of revisionist states to change the international order. To be better able to
provide benefits to other states in a way that promotes the “rules-based international order,”
the United States and Japan must have a more deliberate and strategic convergence of interests
in space. Given the collective advantages the US and Japan have, with the proper policies and

coordination, they can ensure that space will continue to remain free and open for all.

22 Penaranda, Ariel Rodelas. Statement on behalf of the Association of Southeast Asian Nations during the
2018 Session of the United Nations Disarmament Commission.

2 “UNOOSA and Japan join forces to address space debris challenge.” SpaceRef. 6 February 2020.
Accessed at

http://www.spaceref.com/news/viewpr.html?pid=55229&fbclid=IwAR lymrHjEgRIX1YfpEzEZBAUShOW
4a2GVNWKuKfw1mxzQni92T2INTEF5as

24 Solem, Erika. “The Emergence of China’s Commercial Space Companies and Start-Ups.” 2020 CASI
Conference. China Aerospace Studies Institute. September 2020. p.17
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UNIFYING SMALL-SCALE UAV REGULATIONS:
TRILATERAL COORDINATION TO COMBAT UAV
TERRORISM AND PROMOTE CIVIL UAV
DEVELOPMENT

By Mason Venturo

The drone economy will introduce a new era of innovation among entrepreneurs and nefarious
nonstate actors. The accessibility, ease-of-use, and versatility of Small-scale Unmanned Aerial
Vehicles (UAVs) will allow them to revolutionize how wars are fought, surveillance is
conducted, and mail is delivered. While the possibilities for the use of UAVs by militaries are
widely recognized, less attention has been given to the possibility of small-scale drone diversion.
In Syria, Iraq, Venezuela, and Yemen, nonstate actors used widely available commercial drones
to deliver conventional ordnance and perform reconnaissance. In Japan, an individual
protesting nuclear energy policy landed a small drone carrying radioactive sand onto the roof
of then-Prime Minister Abe Shinzo’s office, prompting reform of Japanese civil drone
regulation. The drones used in these attacks do not resemble the specialized UAVs employed
by militaries; instead, nonstate groups use drones geared toward hobbyists, systems easily

purchasable online.'

Just as planes, firearms, and explosives revolutionized the ability of radicals to inflict violence,
UAVs possess the potential to revolutionize that potential for nonstate actors. This article
explores the scope of this threat, including the economics of terrorism. It will discuss the
fragmented world of state regulations pertaining to small-scale UAV systems. Given the relative
‘newness’ of drone technology and its numerous commercial applications, it is easy to
understand the desire of governments to not ovetly burden this industrial sector with

regulations. A lack of attention creates opportunities for violent nonstate groups.

Finally, this paper, after examining regulatory structures across the United States, European

Union, and Japan, proposes a policy of international coordination by agencies responsible for

! Clover, Charles & Emily Feng. “Isis Use of Hobby Drones as Weapons Tests Chinese Makers.” Financial
Times (London, UK), December 10, 2017.
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civil-UAV oversight. Given the size of these economies, their historical political/economic
alignment, and the growth of their UAV industries, these three entities are particularly well-
suited to introduce more complete drone regulations, and coordination will enable the sharing
of best practices as the civil drone industry develops internationally, enabling multinational civil
drone tech partnerships, and the creation of a drone ‘California Effect’ that will motivate drone
technology developers to produce drones compliant with internationally coordinated

regulations.

The use of drones in civil society is becoming ubiquitous. Over the past decade, UAV producers
worked to produce more user-friendly UAV systems for hobbyists and private enterprises.
Entrepreneurs continue to explore the myriad possibilities for legitimate UAV use, including
urban firefighting, postal delivery, and landscape surveying. For instance, in Japan, Japan
Airlines is currently studying drone parcel and medical supplies delivery capabilities.” Japan has
instituted a four-stage roadmap aimed at coordinating drone technology and regulation
development. According to ICL.G — Aviation Laws and Regulations, coordinating new drone
technological developments with regulatory reform will encourage commercial UAV utilization

while also helping to address future Japanese labor shortages.’

However, as drones became more ‘user-friendly *and accessible, nonstate groups also began to
employ these technologies. Actors such as the Houthi rebels, Islamic State, and Venezuelan
antigovernment dissidents used drones to conduct reconnaissance or deliver conventional
explosives. Nonstate actors use UAV systems for the same reasons state militaries do: use of
drones increases the chance of operator survival while effectively performing reconnaissance

or delivering ordnance.

For example, in August 2018, an assassination attempt on Venezuelan leader Nicolas Maduro

occurred in which drones were used, injuring many.* In April 2015, Yamamoto Yasuo landed

2 Bellamy I1I, Woodrow. “Japan Airlines Continues Effort to Enable Future Drone Delivery Operations.”
Aviation Today (US), September 25, 2020.

3 Hayashi, Hiromi & Koji Toshima. “Regulations on Drone Flights in Japan: Aviation Laws and Regulations
2020.” ICLG. Global Legal Group, March 2, 2020. Accessed on October 5, 2020. https://iclg.com/practice-
areas/aviation-laws-and-regulations/6-regulations-on-drone-flights-in-japan.

4 “Venezuela President Maduro Survives 'Drone Assassination Attempt.” British Broadcasting Corporation
(London, UK), August 5, 2018.
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a drone carrying radioactive sand on the roof of the office of Japan’s prime minister; authorities
did not discover the drone until two weeks later.” In December 2018, dissidents used drones to
shut down London’s Gatwick airport, causing mass disruption of British air traffic and
disrupting travel for thousands.” And Houthi rebels in 2019 disrupted Saudi Arabia’s oil output
via coordinated drone attacks on Saudi Aramco facilities, reportedly cutting the kingdom’s oil

output by neatly half.””’

These attacks illustrate an increased willingness/capacity by nonstate groups to use drone tech,
but also underscore an important fact: Terrorists are primarily economic actors. Their actions
are aimed at producing maximum impact while using the fewest resources. Terror attacks
require significant amounts of resources. Terror organizations, with limited resources, seek to
inflict maximum damage on society with minimal investment. Drones are an increasingly cheap
and efficient way to carry out attacks while not directly placing terror operatives in danger. The
ability of drones to operate well away from their operators helps shield nonstate actors and
dissidents from detection and arrest; this was made clear by the amount of time it took Japanese
authorities to discover Yamamoto’s drone/payload. This may help dissidents conduct a greater
number of attacks before discovery by security forces. Extremist groups also recognize this

feature of drone terrorism and will seek to incorporate this into their arsenals.

Civil drone regulations are uncoordinated. The EU possesses perhaps the most comprehensive
system of small-scale UAV regulations, separating drones into three categories based on safety
hazards: open, specific, and certified.>* For the open and specific categories, drone users must
register themselves and attach their registration numbers to their drones; the certified category
requires both the registration of the drone and the licensing of the pilot (separate from user

registration). The specific and certified categories also require the notification of drone

5> Murai, Shusuke. “Man Who Landed Drone on Roof of Japanese Prime Minister’s Office Gets Suspended
Sentence.” The Japan Times (Tokyo, Japan), February 16, 2016.

¢ Burridge, Tom. “‘Sustained’ Drone Attack Closed Gatwick, Airport Says.” British Broadcasting
Corporation (London, UK), February 20, 2019.

7 “Major Saudi Arabia Oil Facilities Hit by Houthi Drone Strikes.” The Guardian (London, UK), September
14, 2019.

8¢ Civil Drones (Unmanned Aircraft).” European Union Aviation Safety Agency. Accessed October 5, 2020.
https://www.easa.europa.eu/domains/civil-drones-rpas.

° “Drones (UAS).” European Union Aviation Safety Agency. Accessed October 5, 2020.
https://www.easa.europa.eu/the-agency/faqs/drones-uas.
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operation to relevant national authorities prior to use. The EU also maintains rules related to
the maintenance of line of sight, maximum altitude, and other operation requirements as listed

in Regulations (EU) 2019/947 and 2019/945)."

The United States, according to the FAA’s ‘Small Unmanned Aircraft Rule (Part 107),’
mandates pilot certification and drone registration, weight limits, and maintenance of line of
sight among other rules.' So-called ‘Recreational Flyers & Modeler Community-Based
Organizations *do not currently need to register themselves with the FAA, but must register

their UAVs. In the future, this type of operator will also need to pass an aeronautics test."”

Japan instituted several reforms to its civil drone regulations after 2015. An amendment to the
Japanese Aviation Act set new requirements concerning the operation of civil drones, primarily
dealing with the proscribed operational envelope for civil UAV operators.” The Act on
Prohibition of Flying UAVs over Important Facilities further introduced restrictions on UAV
flight over governmental facilities and nuclear energy infrastructure.'® Significantly, Japan
currently does not require the registration or labelling of civil UAVs. Japan’s Ministry of Land,
Infrastructure, Transport, and Tourism (MLIT) does, however, require that drone operators
request permission to fly small-scale UAVs; applications must be submitted 10 days prior to

flight."” The EU, US, and Japan all make provisions for ‘toy *drones (<250 grams for the EU

10 “Commission Implementing Regulation (EU) 2019/947 of 24 May 2019 on the rules and procedures for
the operation of unmanned aircraft” (2019) Official Journal of the European Union 1152, p. 45.

! “Commission Delegated Regulation (EU) 2019/945 of 12 March 2019 on unmanned aircraft systems and
on third-country operators of unmanned aircraft systems” (2019) Official Journal of the European Union
L152,p. 1.

12 “Recreational Flyers & Modeler Community-Based Organizations.” Federal Aviation Administration.
Accessed October 5, 2020. https://www.faa.gov/uas/recreational fliers/.

B WiZeik o &2 b9 5 SR, Act to Partially Revise the Aviation Law. 189™ Diet (2016).
http://www.shugiin.go.jp/internet/itdb_gian.nsf/html/gian/keika/1 DBDES6.htm.

4 ESE IR, PRI B KRS BB 2 O o [E 0> F 22 i R 5 K O EI A S oD J0 itk oD B 22T
BT D/ NBEDTRIT DOEEIRIZEI T 5 L2, Act on Prohibition of Flying UAVs over Important
Facilities. 189" Diet (2016).

http://www.shugiin.go.jp/internet/itdb_gian.nst/html/gian/keika/1 DBDDC2.htm.

15 “Japan’s safety rules on Unmanned Aircraft (UA)/Drones.” Ministry of Land, Infrastructure, Transport,
and Tourism. Accessed October 5, 2020. https://www.mlit.go.jp/en/koku/uas.html.
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and US, =200 grams for Japan). These drones, due to their small size and operational capacity,

do not face the same operational restrictions or registration requirements as larger UAVs. ' 18

In addition to its 2015 regulatory reforms, Japan set up the Council to Improve the
Environment regarding UAVs, a private-public partnership council, aimed at facilitating
discussion on drone regulation development in Japan. This council releases an annually updated
document, the “Roadmap towards the Industrial Revolution in the Air,” detailing a four-tiered
plan for drone-use regulations. The first two tiers entail the operation of UAVs in civil society
within visual range of UAV operators, while the third and fourth revolve around drone use

beyond the line of sight of operators.

This system of public-private drone regulation partnership provides a venue for exploration of
some of the best practices mandated in the US and EU regulatory systems, some of which are
already being explored by Japanese policymakers, namely: drone/drone user registration.
Japan’s current regulatory structure does not provide Japanese civil society with adequate
protection against the diversion of civil drone technology for nefarious purposes; adopting
registration practices similar to the EU’s will go a long way toward preventing drone attacks.
While Japan’s only major UAV incident did not result in any harm, the growing use of UAVs
in violent attacks perpetrated by nonstate actors worldwide in addition to historical examples
of dissidents and radicals in Japan disrupting infrastructure construction projects and releasing

toxic chemicals should motivate more stringent regulation of this technology.

Additionally, Japan should use the momentum of its regulation roadmap to work with US and
EU policymakers to bring about uniformity of international civil UAV regulation. While some
level of uniformity exists -- exceptions for ‘toy’ drones -- additional efforts will produce
economic benefits. Primarily, regulatory uniformity will allow for enhanced coordination

between civil drone technology developers across borders, while potentially creating a drone

16 «Civil Drones (Unmanned Aircraft).” European Union Aviation Safety Agency. Accessed October 5,
2020. https://www.easa.europa.cu/domains/civil-drones-rpas.

17 “Summary of Small Unmanned Aircraft Rule (Part 107).” Federal Aviation Administration. Washington,
DC. June 21, 2016.

18 “Japan’s safety rules on Unmanned Aircraft (UA)/Drones.” Ministry of Land, Infrastructure, Transport,
and Tourism. Accessed October 5, 2020. https://www.mlit.go.jp/en/koku/uas.html.
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‘California Effect.” The size of these markets, in conjunction with a more unified multinational
drone regulatory system, will force manufacturers to build products that comply with regulatory
constraints while allowing for international coordination in the development of the still largely
unexplored opportunities the UAV revolution represents. As manufacturers find it increasingly
economical to focus production on compliant UAV systems aimed primarily at markets of
these three economic powerhouses, drone production outside Japan, the US, and the EU
should increasingly align with internationally coordinated regulations. Coordination on UAV
regulations may include common standards for drone payload, flying ceiling, and electronic

tracking measures (although this raises questions regarding user privacy).

Coordination should seek the eventual inclusion of China, India, and Southeast Asia in an
international regulatory superstructure; halting future UAV diversion will inevitably require the
coordination of these actors as the possibilities of the drone economy are explored. When
Japanese, US, and EU drone regulation policymakers work together to create rules aimed at
encouraging civil drone technology development and dissuading illicit drone diversions, the
result is a safer world in which for entrepreneurs to deliver new solutions without the risk of

their products being used by violent extremists.
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