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Introduction 

 

 

As 2024 draws to a close the Indo-Pacific’s security challenges continue to evolve. Security 

strategy for US allies like South Korea need rethinking due to changes in the People’s 

Republic of China and North Korea (not to mention the US), the growing populations of 

South and Southeast Asia bring new demands for energy and other resources, and the 

ongoing conflict in Myanmar continues to destabilize the region.  

 

The following volume, our second collection of Issues & Insights papers in 2024, touches 

on all these developments, as well as foreign assistance to Southeast Asia, the needs of 

women and children in disaster response, and China’s naval development and the 

implications for its neighbors. They show that, while Pacific Forum remains grounded in 

traditional security issues like military strategy, military buildup, and conflict resolution, 

the non-traditional security issues that often presage open warfare are also in our sights.  

 

Through these Issues & Insights collections we look forward to informing our audiences 

of these ongoing and developing issues, and to your continued support.  

 

 

Rob York  

Director for Regional Affairs  

Pacific Forum  
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Executive Summary 

Kangkyu Lee 

 

 

Net Assessment/net assessments (NA/na) has/have been the subject of much interest to security studies 

students around the world. The same is true for South Korean security strategy designers. However, they 

have been explored superficially, especially in South Korea, despite the agreement on their importance and 

usefulness. By scrutinizing their definitions and features, I argue that NA should be distinguished from na 

because they address different levels of concern: NA aims to take a comprehensive approach and contribute 

to national security and foreign strategies beyond defense and military strategy by providing a macro view, 

while providing guidance to na—conversely, the results of na can be used to inform NA. On the other hand, 

na aims to contribute to a relatively lower level of strategies including military strategy and a part of 

national defense strategy by conducting assessments in specific areas with techniques. It performs to 

evaluate or validate details guided by NA and/or serves as a basis for NA.  

 

This distinction allows South Korean strategists to benefit in forming a national security strategy, as well as 

sub-strategies, including for defense. Furthermore, given the security environment around South Korea 

amid the threat posed by North Korea, their features can contribute to formulating more refined security 

strategies and policies. These points are i) taking a comparative approach considering asymmetry, ii) 

comprehensive and eclectic methods, and iii) an emphasis on diagnosis. Many studies focus on North 

Korean threats to South Korea, considering its national power including military capabilities. However, they 

neglect South Korea’s capabilities based on objective evaluations of its own strengths and weaknesses. Thus, 

the comparative approach of NA/na can serve as a chance to compare South Korea with North Korea in a 

realistic manner. NA/na’s comprehensive and eclectic methods are helpful in producing a good source for 

policymakers and security-designers. One of the long-standing problems in the South Korean security field 

is the absence of reliable references using appropriate methods, depending on the issue under analysis. The 

emphasis on diagnosis rather than prescription is necessary for South Korean strategists because they have 



 

 4 

only been familiar with policy recommendations without a solid diagnosis of reality, such as the security 

environment. For example, they tend to take the long-term security environment as given. Policymakers 

should translate diagnoses into prescriptions. 

 

For more successful NA/na, it is recommended to establish a Korea Office of Net Assessment to conduct 

them independently. The Korean Office of Net Assessment should be an overarching control tower 

governing many units across the government. Given this role, it would be ideal to form it under the Office of 

National Security at the Office of the President of the Republic of Korea or as part of the National Security 

Council. Even if located within the Office of the President, it must be a nonpartisan organization operated 

independently, without political influence and consideration. To ensure this position, it should be highly 

confidential and must not pursue prescriptions for security challenges other than diagnoses, which should 

be left to top leaders.      
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Introduction 
 

lthough Andrew W. Marshall, an 

American strategist who had been 

director of the Office of Net Assessment 

(ONA) for more than 40 years, passed 

away in 2019, the importance of the Net 

Assessment/net assessments (NA/na) developed by 

him has not diminished.1 Given their contribution to 

the victory of the US in its strategic competition with 

the Soviet Union, they remain valuable for the US in 

its strategic competition with China. For instance, 

despite some critics of ONA,2 it still serves as an 

essential organization in the US Department of 

Defense. Moreover, the UK recently established the 

Secretary of State’s Office for Net Assessment and 

Challenge (SONAC) to address critical security 

threats by using NA/na,3 following NATO’s 

establishment of net assessment capabilities in 2018.4  

 

The South Korean security community has also 

begun to take an interest in NA/na, especially after 

the translation of The Last Warrior: Andrew Marshall 

and the Shaping of Modern American Defense Strategy. 

Accordingly, some researchers and policymakers in 

South Korea, mainly from the military community, 

have raised their voices in favor of introducing 

NA/na to military strategic planning in South 

Korea.5 They have explored the basics of NA/na, 

suggested how NA/na are useful for securing 

Korea’s defense, and tried to find some results of 

military assessments by using NA/na. Such efforts, 

however, are flawed because they neglect the 

essence of NA/na by not delving into their 

 
1 Andrew F. Jr. Krepinevich, “Measures of Power: On the Lasting Value of 

Net Assessment,” Foreign Affairs, April 19, 2019, accessed March 1, 2024,  

https://www.foreignaffairs.com/articles/china/2019-04-19/measures-power.  

2 Bill Gertz, “Pentagon’s Office of Threat assessment under fire from 

military, Congress,” The Washington Times, Aug. 24, 2016; Chuck 

Grassely, “Office of Net Assessment Is A Failure,” Feb. 7, 2022, accessed 

March 2, 2024, https://www.grassley.senate.gov/news/remarks/grassley-

the-office-of-net-assessment-is-a-failure.  

3 Brunel Centre for Intelligence and Security Studies, “Findings of a 

Round-Table in support of the Secretary of State's Office of Net Assessment 

and Challenge (SONAC), Ministry of Defence.” April 14, 2023; UK 

Parliament. “UK Defence Policy: From Aspiration to Reality?” (2023): 65-

66. 

4 “Net Assessment and 21st Century Strategic Competition,” (Workshop 

Summary), Center for Global Security Research, Lawrence Livermore 

National Laboratory (2021): 6, accessed August 1, 2024, 

https://cgsr.llnl.gov/sites/cgsr/files/2024-08/NetA_Workshop_Summary.pdf   

5 See, for example, Tae Hyun Kim, “Net Assessment as a Analytical 

Framework for Military Balance: Concepts, Process, and Methodology,” 

The Quarterly Journal of Defense Policy Studies 36, no. 1, (2020): 183-220; 

Changhee Park, “Net Assessment: Concept, Methodology and Application 

to Sample Case” National Strategy 26, no. 4: 55-84.  

underlying features. Based on secondary sources, 

most previous studies understand the term “net” as 

a general, comprehensive, and overarching concept, 

while using it in a narrow and specific way when 

applying it to an assessment. Furthermore, they only 

apply NA/na to defense and military-level 

assessments, which are only a part of NA/na.  

 

This paper asserts that NA/na would be very useful 

for formulating South Korean security strategies at 

assorted levels, from national security strategy and 

North Korean policies to military strategy. South 

Korea can have a more advanced and well-

developed strategy by understanding the essence of 

NA/na by distinguishing NA from na. NA/na are 

good for building South Korean security strategies 

because of their features, such as comparison, 

competitive advantage, and diagnosis. To support 

these arguments via primary sources including 

Marshall’s interviews, unclassified documents of the 

US National Security Council, and interviews with 

former and current members of ONA,6 adding to 

relatively recent materials that have never been 

referred to in the previous studies in South Korea. 

The first section explores the fundamentals of 

NA/na, using a variety of definitions. The second 

section examines their usefulness and effectiveness 

based on their features derived from definitions in 

the first section. It is followed by the conclusion and 

policy recommendations in the last part.  

 

What is NA/na?  
 

Typology of NA/na  

 

The only agreement on NA/na is that there is no 

agreed-upon definition of them.7 Since “net” has 

different meanings, it is difficult to define net 

assessment as a single statement. Nevertheless, 

different definitions can be largely categorized into 

four approaches: first is the relatively orthodox 

approach to NA/na, taken by Marshall and the US 

Department of Defense (DoD). Marshall himself 

noted: “it is a careful comparison of US weapons 

systems, forces, and policies in relation to those of 

 
6 Interview was conducted on the condition of anonymity during May 2-5, 

2023, in Washington, D.C. USA. Interviewees were 21 in total, who had 

worked on NA/na with Andrew W. Marshall including the incumbent 

officials of ONA those who have worked at ONA.  
7 James G. Roche and Thomas G. Mahnken, “What is Net Assessment,” in 

Net Assessment and Military Strategy, ed. Mahnken (New York: Cambria 

Press, 2020), 11. 

A 

https://www.foreignaffairs.com/articles/china/2019-04-19/measures-power
https://www.grassley.senate.gov/news/remarks/grassley-the-office-of-net-assessment-is-a-failure
https://www.grassley.senate.gov/news/remarks/grassley-the-office-of-net-assessment-is-a-failure


Kangkyu Lee  

 
6 

 

other countries. It is comprehensive, including 

descriptions of the forces, operational doctrines and 

practices, training regime, logistics, known or 

conjectured effectiveness in various environments, 

design practices and their effect on equipment costs 

and performance, and procurement practices and 

their influence on cost and lead times.”8 Echoing this 

claim, DoD describes the definition of NA/na as “the 

comparative analysis of military, technological, 

political, economic, and other factors governing the 

relative military capability of nations. Its purpose is 

to identify problems and opportunities that deserve 

the attention of senior defense officials.”9 In line 

with Marshall and DoD, some analysts explain that 

“net assessments comprise multidisciplinary 

analyses that are comprehensive, diagnostic, and 

forward-looking—the framework for evaluating 

military balances and strategic competition.”10 

 

Second is a narrower approach of focusing on 

military capabilities. For instance, in the early days 

of NA/na, the Central Intelligence Agency (CIA) 

noted that “the purpose of ‘Net Assessment’ is to 

evaluate the outcome of a large-scale military 

confrontation.”11 In this sense, it can be defined as 

“the appraisal of military balances” or “the craft and 

discipline of analyzing military balances.”12 Based 

on this concise approach, some scholars understand 

it as a way to enable one state to perform a military 

mission against its enemy.13 Contrary to the 

narrower approach of military balances, the third 

one takes a broader view of NA/na. One definition 

of this approach sees it as “the analysis of the 

interaction of national security establishments in 

peacetime and war.”14 More than military balances, 

 
8 Andrew W. Marshall, “The Nature and Scope of Net Assessments,” 

Memorandum, April 10, 1973 (Washington, DC: The Digital National 

Security Archive, accessed Nov. 20, 2023), 1. 

9 US Department of Defense, “DOD DIRECTIVE 5111.11 Director of Net 

Assessment,” (2020.4.14.), 9, accessed March 20, 2024 

(https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodd/5111

11p.pdf).  

10 Roche and Mahnken, “What is Net Assessment,” (2020), 15. 

11 Central Intelligence Agency, “Net Technical Assessment,” (1967) 

(declassified on 2003.12.19), 1, accessed March 5, 2024 

(https://www.cia.gov/readingroom/document/cia-

rdp74j00828r000100010014-5).  

12 Eliot Cohen, “Net Assessment: American Approach,” Memorandum 

No. 29, (1990), Jaffee Center for Strategic Studies, 4.  

13 Charles Glaser and Chaim Kaufman, “What Is the Offense-Defense 

Balance and Can We Measure It?” International Security 22, No. 4 (1998): 

44-82. 

14 Stephen Peter Rosen, “Net Assessment as an Analytical Concept,” in On 

Not Confusing Ourselves, ed. Andrew Marshall, J.J Martin, and Henry 

Rowen (Boulder, CO: Westview Press, 1991), 290.  

it is a “framework for evaluating the long-term 

strategic political-military competitions in which 

states engage.”15 Furthermore, it is also “a form of 

decision-centric planning that can help avoid 

disadvantageous concepts and capabilities by 

holistically evaluating the strategic interactions 

between competitors to identify technology areas 

that would afford a durable advantage,” with focus 

on the fundamental asymmetries between 

competitors in the long time horizon.16 This broader 

approach can be traced back to the NSC document 

regarding the establishment of ONA. For example, 

one memo written by Marshall explained NA/na as 

“a comparison between the US and some rival 

nation in terms of some aspects of our national 

security activity, and the most comprehensive form 

of analysis in the hierarchy of analysis.”17 Thus, 

NA/na is a “two-sided (or many-sided) comparative 

evaluation of the balance of strengths and weakness 

of countries, grouping of countries or other regional 

or institutional entities of interest for strategic 

planning.”18  

 

The last is the skeptical approach to defining NA/na. 

Given the features of NA/na as mentioned above, it 

is infeasible or even unnecessary to define NA/na. 

During the interview, staff at ONA confirmed that 

as far as they were concerned, there was no official 

and strict definition or structure of NA/na.19 Along 

with them, former staff who had worked with 

Marshall asserted that all works done by and with 

Marshall should be NA/na themselves.20 Hence, it is 

essentially a practice, indicating that it is not an art 

like military judgment nor a science like chemistry.21      

 

Discerning NA from na 
 

 

 
15 Thomas M. Skypek, “Evaluating Military Balances Through the Lens of 

Net Assessment: History and Application,” Journal of Military and 

Strategic Studies 12, Issue 2 (2010), 3.  

16 Bryan Clark, Dan Patt, and Timothy A. Walton, “Breaking the Move-

Countermove Cycle: Using Net Assessment to Guide Technology,” (March 

27, 2021), RealClear Defense, accessed Nov. 20, 2023 

(https://thestrategybridge.org/the-bridge/2021/03/25/breaking-the-move-

countermove-cycle-using-net-assessment-to-guide-technology). 
17 US National Security Council, “The Nature and Scope of National Net 

Assessment,” memorandum for record, April 26, 1972, 2. 

18 Institute for Defense Analysis, “Net Assessment: The Concept, Its 

Development and Its Future,” (1990), IDA Paper NS P-4748, 8.  
19 NA/na Interview in the discussion with the author May 2023.  

20 NA/na Interview in the discussion with the author May 2023.  

21 Paul Bracken, “Net Assessment: A Practical Guide,” Parameters 36, no. 1 

(2006): 91.  

https://thestrategybridge.org/the-bridge/2021/03/25/breaking-the-move-countermove-cycle-using-net-assessment-to-guide-technology
https://thestrategybridge.org/the-bridge/2021/03/25/breaking-the-move-countermove-cycle-using-net-assessment-to-guide-technology
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The wide spectrum of definitions comes from 

different views on the scope and mission of NA/na. 

Namely, they reflect different objects to be 

compared. When categorized, there are generally 

two types of NA/na according to the criteria of 

geography and function.22 However, this 

classification is not sufficient because it is simple 

and does not consider the goal or ultimate use of 

NA/na. Furthermore, as shown in the spectrum of 

definitions, it is hard to explain assessments with 

different focuses and characteristics with one 

terminology, due to their wide range of interests. 

The word association analysis in Figure 1 shows this 

wide coverage of NA/na. Based on 1506 declassified 

documents collected with the search term “net 

assessment,” the result indicates that NA/na are 

closely related to national security and military at 

the same time rather than restricted to balances of 

military capabilities.23  

 

 

 

 

 

 

 

 

 

 
22 NA/na Interview in the discussion with the author May 2023. 

23 Documents are collected from web databases of US Declassified 

Documents Online, Digital National Security Archive, and CIA: Freedom 

of Information Act Electronic Reading Room.  

 
 

 

 

 

 

Hence, the suggestion is to mainly divide them into 

two concepts, based on the object compared for their 

goals. One is Net Assessment (NA), which covers a 

more comprehensive and longer-term analysis of 

diverse areas related to one state’s capabilities. It 

aims to draw a bigger picture of the future security 

environment and thus contributes to formulating 

upper level strategies such as a grand strategy, 

national security strategy, and defense strategy. In 

this sense, NA resembles what they call “National 

Net Assessment” or “Strategic Net Assessment.”24 

The other is net assessments (na), which mainly 

focus on specific capabilities, including military 

balances.  

 

These serve as sources for NA on the one hand and 

verify NA’s feasibility with certain data or findings 

on the other hand. For example, policymakers can 

come up with a NA of South Korea’s North Korean 

approach by using findings from na of military 

balances between South Korea and North Korea as 

well as na of production capability and na of 

international support, etc. 

 

 

 
24 Peter Roberts and Sidharth Kaushal, “Strategic Net Assessment: 

Opportunities and Pitfalls,” The RUSI Journal 163, no. 6, (2018): 66-76; US 

National Security Council, “The Nature and Scope of National Net 

Assessment” (1973).  
 

 

 

Net Assessment 

(NA) 
net assessment (na) 

Aims to take a 

comprehensive 

approach and 

contribute to national 

security and foreign 

strategies beyond 

defense and military 

strategy, providing a 

macro view.  

Aims to contribute to relatively 

lower levels of strategies, 

including military strategy and 

national defense strategy, by 

conducting assessments in 

specific areas with specific 

techniques. 

Provides guidance to 

na and conversely, 

the results of na can 

be used to inform 

NA.  

Serves to evaluate or validate 

details guided by NA and/or 

serves as a basis for NA. 

Figure 2: Source: US Declassified Documents 

Online, Digital National Security Archive, and CIA: 

Freedom of Information Act Electronic Reading 

Room 

Figure 1:  Table demonstrates Net Assessment and 

net assessment 
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Key features of NA/na  

 

Although features of NA/na can be drawn from 

varying definitions and NA/na are distinct from 

each other as discussed earlier, they can be 

obviously identified by examining other concepts of 

system analysis, SWOT analysis, threat/risk 

assessment, and estimate of the situation. In 

practice, system analysis is often confused with 

NA/na. However, they differ in terms of 

methodology, the object analyzed, central questions, 

and results. While system analysis prefers a single 

quantitative approach based on deduction and 

scientific rigidness, NA/na take an eclectic approach 

with inductive and positive methods because it 

takes qualitative and/or quantitative analysis, 

depending on the character of the assessment.25 

System analysis addresses specific areas with 

simplicity and a few factors,26 whereas NA/na cover 

the whole and parts of the situation at the same 

time. Thus, system analysis focuses on the question 

of how much weaponry is sufficient while NA/na 

concern more forward-looking and philosophic 

questions.27 In terms of evaluating, NA/na and 

threat/risk assessment are somewhat similar. 

Nevertheless, they differ because threat/risk 

assessments lack comparison which is the key 

component of NA/na. Moreover, threat assessment 

pays more attention to outside factors, while risk 

assessment stresses inside factors. Na/na address 

both outside and inside factors because they take a 

comparative approach. That comparison 

differentiates NA/na, while SWOT analysis is also 

distinguished from NA/na because it neglects the 

comparison aspect. Furthermore, it aims to suggest 

appropriate options based on SWOT to address the 

challenges, whereas NA/na do not pursue 

prescriptive solutions because it is diagnostic.28 On 

the other hand, a commander’s estimate of the 

situation takes a comparative approach. However, it 

excludes uncertainty while NA/na embraces 

uncertainty as an important consideration.29    

 
25 Roberts and Kaushal, “Strategic Net Assessment: Opportunities and 

Pitfalls,” (2018), 68. 

26 Charles Hitch, “An Appreciation of System Analysis,” Journal of the 

Operations Research Society of America vol.3, no.4 (1955): 466-481. 

27 Cohen, “Net Assessment: American Approach,” (1990): 9-11.  

28 Roberts and Kaushal, “Strategic Net Assessment: Opportunities and 

Pitfalls,” (2018), 66. 

29 Institute for Defense Analysis, “Net Assessment: The Concept, Its 

Development and Its Future,” (1990): 10; Cohen, “Net Assessment: 

American Approach,” (1990): 7-8. 

Given the variety of definitions of NA/na and their 

differences from other tools, the features of NA/na 

expected to be useful for South Korean strategies 

can be summarized as their wide coverage from 

NA- to na-oriented issues, comparative approach 

based on relativity and asymmetry, eclectic 

approach using qualitative and quantitative 

methods, and preference of diagnosis to 

prescription. First, NA/na may cover many more 

issues and areas than other tools. Practically, na can 

give answers to the questions addressed by system 

analysis, threat/risk assessment, SWOT analysis, and 

an estimate of the situation. How much of our 

weapon system is enough? What is the most 

significant or imminent threat to us? What risks do 

we have? What are our strengths, weaknesses, 

opportunities, and threats? All these questions can 

be answered with appropriate net assessments for 

them.  

 

However, those alternatives to NA/na cannot 

address the issues that NA does. No tools could 

have successfully predicted which state would be 

the greatest threat to the US after the Cold War other 

than NA.30  

 

Second, NA/na are essentially one of the 

comparative methods. This means that they 

emphasize relativity because they should analyze 

our capabilities and the other side’s capabilities at 

the same time to find strategic asymmetry and 

competitive/comparative advantages.31 Asymmetry 

is very useful to sharpen competitive advantage 

because high cost-effectiveness is preferable in most 

cases. Marshall said that net assessments would 

reduce ongoing monitoring of how the United States 

provides critical inputs to the decision-making 

process regarding the implementation of US 

strategy in competition with the Soviet Union. Such 

an assessment should include an analysis of the 

comparative effectiveness of the United States and 

the Soviet Union in leveraging the resources 

committed to relevant strategic force posture 

programs.32 After all, the assessment is relative. Just 

 
30 In fact, Marshall picked China as the next biggest threat to the US in 

1980s. (NA/na Interview 2023; Andrew F. Krepinevich Jr. 2019.4.19.)  

31 Skypek, “Evaluating Military Balances Through the Lens of Net 

Assessment: History and Application,” (2010): 8. 

32 Andrew W. Marshall, “Long-Term Competition with the Soviets: A 

Framework for Strategic Analysis,” RAND (Santa Monica, 1972): 43. 
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because A is stronger than B, and B is stronger than 

C, does not mean A is stronger than C.33  

 

Third, although NA/na themselves are often 

considered a methodology or method, they are 

eclectic and flexible in that they are willing to 

employ any methods and techniques possible and 

proper. It is related to the last category of definitions 

in the earlier discussion that there is no formal 

definition because all of what Marshall (and ONA) 

did are NA/na. However, roughly speaking, a 

qualitative method might be preferred in NA. This 

feature originated from Marshall’s intellectual 

foundation. Despite his competence in statistics, he 

was skeptical of modelling in NA/na. Instead, he 

had an interest in organizational behavior, limited 

rationality, business strategy, human nature, and 

culture.34 Lastly, NA/na are diagnostic rather than 

prescriptive. NA/na aim to diagnose complex 

relationships to understand the nature of actual and 

potential interactions over the long term.35 Marshall 

noted that the real function of NA/na are to 

diagnose, analyze, and evaluate the situation, not to 

provide an answer. It is risky to start the assessment 

with an answer in mind from the beginning.36 

Further, he asserted that the use of NA/na is 

intended to be diagnostic.37 For the diagnosis, the 

right questions are “Do we have a problem? If so, 

how big is it? Is it getting worse or better? What are 

the underlying causes of the problem?”38 

 

Despite those positive features, however, NA/na 

have some limits, too. First, it is easy to get lost 

during the process of NA/na. In particular, when it 

comes to NA with a macro and mid- to long-term 

approach, it misses the trees, only trying to see the 

 
33 Andrew W. Marshall, “Problems of Estimating Military Power,” RAND 

(Santa Monica, 1966). On the other hand, based on this logic, he came up 

with the concept of a competitive advantage that was the central source for 

competitive strategies.  

34 Mie Augier, “Thinking about War and Peace: Andrew Marshall and the 

Early Development of the Intellectual Foundations for Net Assessment,” 

Comparative Strategy 32, no. 1 (2013): 2-3. 

35 Institute for Defense Analysis, “Net Assessment: The Concept, Its 

Development and Its Future,” (1990), 5; Skypek, “Evaluating Military 

Balances Through the Lens of Net Assessment: History and Application,” 

13; Roche and Mahnken, “What is Net Assessment,” (2020), 15. 

36 Jeffrey S. McKitrick and Robert G. Angevine (eds), Reflections on Net 

Assessment: Interviews with Andrew W. Marshall (Washington D.C.: 

Institute for Defense Analyses, 2022), 205. 

37 Roche and Mahnken, “What is Net Assessment,” (2020), 15. 

38 US National Security Council, “National Net Assessment,” (1973). 

forest.39 In addition, there can be the problem that no 

one knows what they are doing, why they are doing 

it, or what they are doing it for, except for the 

person who has instructed them to do it. This often 

leads to a reliance on fragmented judgment, which 

can hinder seeing the forest. Second and related to 

the first, NA/na have no methodology to conduct 

them. This should come as no surprise because they 

have no agreed-upon definition, as discussed earlier. 

Of course, some researchers suggest several 

methods to do NA/na. For example, trends analysis 

and scenarios are often cited as a method for NA/na, 

along with war-gaming, the Delphi method, DIME 

(diplomacy, information, military, and economy), 

PMESII (political, military, economic, social, 

information, and infrastructure), and social network 

analysis.40 However, the only method confirmed by 

those who have experience of NA/na is to raise a 

research question and ask related questions 

repeatedly about the results from what ONA staff 

have done, much like PhD students working on 

their dissertations.41 Last, NA/na have a practical 

problem with resources and data that are required 

for successfully doing NA/na. As the primary goal 

and role of NA/na are to serve as a basis for making 

a security strategy, most resources and data on 

which NA/na should rely are much more likely to 

receive the designations of “classified,” 

“confidential,” or “top secret.” Thus, the acquisition 

of those materials is substantially challenging for net 

assessors at the working-level.     

      

Na/na as a Useful Tool For Developing 

South Korean Security Strategies 
 

Although NA/na have limitations, their value 

remains significant and outweighs those limits. The 

usefulness of NA/na does not only stem from their 

role in the US win over the Soviet Union in the Cold 

War. Having considered the features discussed 

above, NA/na are worth employing in South Korea’s 

strategies at assorted levels.   

 

 
39 Roberts and Kaushal, “Strategic Net Assessment: Opportunities and 

Pitfalls,” (2018): 70-71. 
40 Bracken, “Net Assessment: A Practical Guide,” 98; Sanjeev Chowdhry, 

“Net Assessment: The Art of Long View.” Journal of the United Service 

Institution of India CLII, no. 629 (2022), accessed March 5, 2024 

(https://www.usiofindia.org/publication-journal/Net-Assessment-The-Art-

of-Long-View.html); Michael J. Hannan, Operational Net Assessment: A 

Framework for Social Network Analysis and Requirements for Critical 

Debate (New Port, RI: Naval War College, 2005). 

41 NA/na Interview in the discussion with the author May, 2023.  

https://www.usiofindia.org/publication-journal/Net-Assessment-The-Art-of-Long-View.html
https://www.usiofindia.org/publication-journal/Net-Assessment-The-Art-of-Long-View.html
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First, strategists in South Korea may enjoy a more 

well-organized framework to develop their own 

strategies by using NA/na as a consistent tool to 

provide reliable references. No strategies by South 

Korea have been made with any tool like NA/na. 

The assessment of the security environment, which 

usually comes as an introductory part of documents 

and serves as the foundation for the strategies or 

policies, has seldom been written with results and 

findings from serious considerations by analysis 

with a methodology. For example, South Korea’s 

National Security Strategy describes the security 

environment in Chapter 1 in the 2018 version and 

Chapter 2 in the 2023 version, respectively.42 Neither 

chapter is futuristic in any sense. They explain the 

characteristics of the security environment at the 

time and thus fail to show South Korea’s grand 

long-term strategy. Consequently, employing 

NA/na would contribute to formulating more 

informed, accurate, and adequate security strategies 

that consider changes in the security environment 

around South Korea in the future.   

 

Second, the distinction between NA and na allows 

strategists and policymakers in charge of strategies 

and policies at various levels to develop top-level 

strategies, such as the national security strategy by 

using NA, as well as practical level policies 

including South Korea’s North Korean policy by 

employing na. The Yoon Suk Yeol administration 

has established three national security objectives: i) 

defend national sovereignty and territory while 

enhancing the safety of citizens, ii) establish peace 

on the Korean Peninsula and prepare for future 

unification, and iii) lay the foundation for East 

Asia’s prosperity and expand the nation’s global 

roles.43 If NA had been employed to set these 

objectives, it could have estimated South Korea’s 

national power via the sum of national capabilities 

in various fields, from military capabilities, change 

in population, economic potential to education for 

skilled workers. For example, NA can serve as a tool 

to analyze the risk of reduced population in South 

Korea in terms of national power, such as a 

decreased labor force as well as military manpower. 

From the futuristic perspective, it can consider the 

 
42 Office of National Security of Republic of Korea, The Moon Jae In 

Administration’s National Security Strategy (2018); Office of National 

Security of Republic of Korea, The Yoon Suk Yeol Administration’s 

National Security Strategy: Global Pivotal State for Freedom, Peace, and 

Prosperity (2023).   

43 Office of National Security, The Yoon Suk Yeol Administration’s 

National Security Strategy (2023), 14.  

effect of robots that replace humans in industry and 

society.  

 

The na work at a lower level. Many net assessments 

can play crucial roles in establishing strategies 

under the national strategy. Let us take a case of 

inter-Korean relations. While NA can provide a 

reference for an inter-Korean relations policy 

because it covers a variety of fields of action plans 

from diplomacy to the military, na can suggest the 

estimation of each action plan by analyzing South 

Korea’s great capabilities and North Korea’s 

vulnerabilities in each fields. For instance, na 

provides a diagnosis of the feasibility of unification 

between two Koreas without an armed conflict by 

analyzing their culture of thinking and behavior at 

the leader level as well as potential support from 

citizens and the international community.   

 

Third, the feature of comparison in NA/na fits well 

for South Korea’s security situation, where it faces a 

clear threat of North Korea. In fact, the outcome of 

the US NA, which can be summarized as strategic 

competition between great powers, cannot be 

directly applied to the South Korean case because 

the concept of competition can only work between 

great powers who are unwilling or incapable of 

destroying, eliminating, and/or occupying each 

other. Thus, the competition posits mild concerns 

about the survival of each great power. On the 

contrary, North Korea poses a formidable threat to 

South Korea via its nuclear capabilities, making it a 

matter of survival. As such, the great achievement of 

NA that enables the US to play a strategic 

competition game with China is not useful to South 

Korea. Nevertheless, the principle of the 

comparative method in NA/na is very appealing in 

developing South Korea’s security strategies 

because it has a clear opponent in North Korea. 

Despite this obvious and simple fact, strategies in 

South Korea have neglected the comparison of its 

capabilities with that of the enemy. Although it is a 

public and official document, South Korea’s defense 

white papers generally have a very simple force 

posture regarding the two Koreas. For instance, it 

describes the personnel and weapon system of two 

Koreas by services. According to these papers, 

North Korea has more than twice as many military 

forces in peacetime as South Korea.44 Nonetheless, it 

 
44 Ministry of National Defense of Republic of Korea, 2022 Defense White 

Paper, 334.  
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does not conclude that North Korea has more 

military capabilities than South Korea. They are not 

compared but described in parallel. From the 

perspective of NA/na, the right question should be 

“Given the trends in many factors that can influence 

military capabilities, what is the real military 

balance between South Korea and North Korea now 

and in the future?” Thus, the comparative method of 

NA/na can contribute to answering the questions 

that strategists and policymakers really want to 

know.  

 

Fourth, and related to the third, the feature of 

asymmetry is good for South Korea’s strategic 

planning. Although cybersecurity and the boom in 

drones shed light on the importance of asymmetry, 

there is also an old but good example in NA/na. It is 

the discussion of deployment of the B-1 bomber in 

the late 1970s, which is widely recognized as one of 

Marshall's insightful anecdotes. In a 1976 discussion 

about the replacement of B-1 bombers, Marshall 

argued that the Soviet Union would be forced to 

invest in regional air defense capabilities to counter 

the B-1s, thus providing good cost-effectiveness. The 

number of surface-to-air missile (SAM) launchers in 

the Soviet Union was far greater than that of the 

United States, reflecting the Soviet Union's 

obsession with air defense capabilities after 

suffering significant aircraft losses to Germany in 

World War II.45 It means that the Soviet Union had 

to spend a lot of resources, including money, to 

respond to the relatively inexpensive flying of B-1 

bombers.46 In other words, Marshall understood 

Soviet behavior and suggested ancillary but 

strategically more meaningful implications, beyond 

the bomber's original function as a weapon, in terms 

of considering asymmetry.  

 

This can be applied to the current security situation 

on the Korean Peninsula where South Korea is most 

vulnerable due to asymmetry in specific military 

capabilities, which North Korea takes advantage of. 

North Korea’s provocations are often unpredictable. 

Thus, the lessons from asymmetry in NA/na can 

provide insights for South Korean strategists and 

policymakers to counter North Korea’s ambition to 

upgrade its asymmetric military capabilities and 

make provocations using them. For South Korea, 

 
45 Andrew Krepinevich and Barry Watts, The Last Warrior: Andrew 

Marshall and the Shaping of Modern American Defense Strategy (New 

York: Basic Books, 2014), 130.  

46 Andrew Krepinevich and Barry Watts, The Last Warrior (2014), 131-132.  

they would find the vulnerabilities of North Korea 

that provide advantages from asymmetry when 

effectively used by South Korea. In addition to 

asymmetry, NA/na can serve as a good opportunity 

for South Korea to conduct a risk assessment on its 

capabilities in terms of resilience, including stress 

testing the durability of conducting war. Most 

evaluations of military capabilities emphasize how 

to deter and defend by focusing on threats such as 

the number of troops and weapons. However, non-

military capabilities also matter in conducting war, 

including equipment, logistics, and even relations 

with other states. Nevertheless, they have been 

relatively ignored in security strategy. In this vein, 

the good question from the NA/na perspective is not 

“how can we win over or conduct a war?” but “how 

long can we wage a war?”       

 

Lastly, the characteristics of NA/na, particularly 

comprehensive and complex examinations of NA, 

are favorable to follow and predict the trends of the 

rapidly changing security environment today. For 

instance, the Yoon administration’s National 

Security Strategy selects four major security 

challenges: North Korean WMD  threats, US-China 

competition, supply chain crises, and new security 

threats of infectious disease and climate change.47 

This reflects the trend of expanding the scope of 

security from traditional threats to emerging ones. 

As NA/na paid attention to RMA (revolution in 

military affairs) as a game-changer to warfare, they 

are beneficial to addressing new and potential 

challenges in the long term. Furthermore, the trends 

in today’s security present that threats are 

increasingly intertwined with each other. The line 

between different threats has been blurred. For 

instance, cyber capabilities of an enemy can disrupt 

and destroy a state’s security from its economy, 

energy, health and military.48 The same is true for 

space. Space security closely involves economic 

value and military importance.49               

         

Conclusion 

 
47 Office of National Security, The Yoon Suk Yeol Administration’s 

National Security Strategy (2023), 12.  

48 US Department of Defense, “Summary: 2023 Cyber Strategy of the 

Department of Defense”; Tim Maurer and Arthur Nelson, “The Global 

Cyber Threat to Financial Systems,” IMF Finance and Development (March 

2021): 24-27; US Department of Health and Human Services, “Healthcare 

Sector Cybersecurity,” (2023).  

49 Kaitlyn Johnson, "What Is Space Security and Why Does It 

Matter?" Georgetown Journal of International Affairs 20 (2019): 81-85; 

Defense Intelligence Agency, “Challenges to Security in Space,” (2022).  
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Na/na are attractive for students in the security field 

because they provide a reliable basis for formulating 

security strategies. Although South Korea has 

recently completed its organized hierarchy in 

security documents by replacing the National 

Defense Policy with National Defense Strategy in 

2023, no framework or guiding principle as a 

methodology to write strategies has ever been 

invoked. Thus, NA/na, developed by Andrew W. 

Marshall and his team at ONA, can serve as this sort 

of methodology. Given its origin and features,50 they 

can be applied to various levels of strategies from 

national security, foreign policy, inter-Korean 

relations, Indo-Pacific strategy to military strategy. 

The use of NA/na is expected to promote more 

accurate, feasible, insightful and reliable long-term 

security strategies. By adopting the features of 

NA/na, South Korea can benefit from NA/na to 

develop its security strategies and policies. Security 

documents can be written by adequate analyses 

from NA/na rather than guesswork and rough 

estimation. By differentiating NA from na, they can 

be used for almost all strategies in the hierarchy of 

security strategies depending on their status and 

goal. In a situation where South Korea and North 

Korea are facing each other, the comparative 

approach and finding asymmetry are helpful in 

establishing strategies that strengthen South Korea’s 

capabilities and weaken North Korea’s 

vulnerabilities. NA/na’s futuristic and long-term 

orientation is suitable to address the threats that are 

increasingly compounded and intertwined.  

 

One recommendation for an effective process of 

NA/na is to create a Korean Office of Net 

Assessment. It is not necessary to establish it in the 

Ministry of National Defense of the Republic of 

Korea because it should cover not only national 

strategy at the highest level but also foreign policy 

and defense strategy at the lower levels. Recently, 

the Foreign Ministry of the Republic of Korea has 

announced the plan to restructure by establishing 

the Office of Strategy and Intelligence which would 

replace the existing Office of Korean Peninsula 

Peace and Security Affairs.51 The Korean Office of 

 
50 ONA exists under the Secretary of Defense. But it has closely worked 

with National Security Council from the beginning. Andrew W. Marshall, 

“Introduction: The Origins of Net Assessment,” in Net Assessment and 

Military Strategy: Retrospective and Prospective Essays, ed. Thomas G. 

Mahnken (New Yorkt: Cambria Press), 1-10.  

51 Jeongwon Lim, “Foreign Ministry overhauls North Korea office to focus 

on strategy,” Korea JoongAng Daily, March 8, 2024.  

Net Assessment can be an overarching control tower 

governing this newly formed unit along with the 

existing North Korea Information Analysis Bureau 

in the Ministry of Unification. Given this role of the 

Office, it is ideal to form it under the Office of 

National Security at the Office of the President of the 

Republic of Korea or as a part of the National 

Security Council. Though located within the Office 

of the President, it should be a nonpartisan 

organization and operated independent of political 

influence and consideration. To ensure this position, 

it should be highly confidential and must not pursue 

prescriptions for security challenges other than 

diagnoses, which should be left for top leaders.             
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