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The People’s Republic of China’s intensifying gray
zone tactics demand countermeasures from Taiwan
and the international community. The PRC “Joint
Sword B” military drill in October 2024 again
highlighted Taiwan’s security challenges. The
AUKUS  (Australia-UK-US)  partnership s
instrumental in providing the necessary resources
and technologies to strengthen  Taiwanese
implications with allies.

Cyber Defense and Information Warfare:

The PRC targets Taiwanese resiliency in the cyber
domain through selective attacks against its
infrastructure and elections. Leveraging the AUKUS
Pillar II’s guantum computing capacity can enhance
Taiwanese cyber defenses and address such pain
points. Maximizing the trilateral alliance’s joint
capacity, especially intelligence sharing and
technological cooperation, should be a priority.

Under the AUKUS framework, the US Cyber
Command could extend critical support to Taiwan
through joint cyber exercises and intelligence sharing,
similar to its collaboration with NATO allies.

Normalizing the US-Taiwan security partnership at
the command and strategic levels can significantly
augment Taiwan’s cyber security. For instance,
implementing Sec. 1518 of the National Defense
Authorization Act directs cooperation between the
US Secretary of Defense and Taiwanese officials.

Active initiatives, such as Cyber Offensive and
Defensive Exercise highlight the potential of
multilateral partnerships in the cyber domain. As a
middle power in the Indo-Pacific, Australia can
leverage its Joint Cyber Security Center Program to
strengthen Taiwan’s cyber industry’s research and
development (R&D) capacity. Taiwan’s cyber
defense can also benefit from AUKUS Pillar II,
which strategically focuses on Al development for
threat detection and quantum computing for secure
communication.

Amid the PRC’s selective attack, Taiwanese
infrastructures (e.g., power grids and communication
networks) require countermeasures for data security
and communication protection. Technological
transformation under AUKUS Pillar 1l can alleviate
such pain points. The shared capacity of AUKUS’
legislative framework facilitates Taiwanese access to
frontier techniques and practices in cybersecurity. As
a de-jure island autonomy, the technique duality
necessities Taiwan to implement advanced
technology across the DIMEFIL, especially the
military and information domain, for comprehensive

resiliency.

Advanced cyber capacities AUKUS allies can use

to address and strengthen Taiwan’s cyber
security:
Leveraging AUKUS’ expertise in quantum

technologies is crucial to ensuring Taiwanese R&D
success in developing and deploying Quantum Key
Distribution (QKD) systems. QKD systems help
prevent interception and disruption of
communications during critical periods, such as
election cycles and military mobilizations, shielding
information  security by thwarting__ classical
computing methods aimed at interception. For
example, QKD systems can ensure secure
communication channels during critical military
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operations, shielding Taiwanese infrastructure from
PRC’s state-sponsored hackers (e.g., RedJuliett).

Operational collaboration remains vital to addressing
vulnerabilities to PRC disruption, further bolstering
cyber defenses, and ensuring communication
confidentiality by participating in joint research
initiatives. Frontier tech sharing makes AUKUS a
crucial asset for securing against PRC cyberattacks

and cognitive warfare (FRE0EE).

Underwater deterrence and power projection in
the military domain:

Taiwan’s reliance on Sea Lines of Communication
underscores the critical role of underwater
capabilities in its defense strategy. Naval might is
vital to deterring PRC maritime coercion and
potential blockades. The AUKUS submarine
initiative, particularly nuclear-powered submarines
featured by the Virginia-class and AUKUS-class
SSN-AUKUYS), provides a strategic advantage with
their extended endurance and operational dexterity,
making them vital for sea denial. As President Lai
Qing-te emphasized during the 2024 Copenhagen
Democracy Summit, strengthening national defense
and asymmetric capabilities remains a priority for
Taiwan.

A strait close to the PRC, Taiwan’s geostrategically-
contesting maritime environment makes prioritizing
lethality enhancement necessary. Taiwan must
secure maritime domain superiority by integrating
advanced sonar systems, torpedoes, and long-range
strike capabilities. As Deputy Secretary of State Dr.
Kurt Campbell noted, these “crown jewels” are
critical ~ for intelligence, surveillance, and
reconnaissance (ISR) missions. Incorporating these
advancements would allow Taiwan to pose credible
threats to the People’s Liberation Army Navy and
China Coast Guard, the primary forces engaged in
gray zone tactics against Taiwan, and would-be
vanguard forces during the military operation.

By convincing the antagonist that the costs outweigh
the benefits, deterrence stems from a credible threat
(capacity) and will. Under the context of defending
Taiwan, the strategic deployment of nuclear-powered

submarines under the AUKUS framework bolsters
power projection. It signals the PRC that any military
operation would incur significant costs. Early in its
2016 Defense White Paper, Australia expressed
substantial concerns over the PRC’s growing
influence and military activities in the Indo-Pacific,
aligning closely with US defense priorities.
Diplomatic criticisms from the PRC, particularly

regarding Campbell’s “rare linkage” between
AUKUS and Taiwan security, highlight the

alliance’s military impact. Beijing’s criticism 0f such
a fact further validated AUKUS’ significance in
defending Taiwan.

Taiwan’s security rests on a non-assurance political
balance preconditioned by strategic ambiquity,
necessitating sustaining the status quo. Advancing
underwater capacities should prioritize the ability to
detect, deter, and deny PRC aggression for a pre-
emptive advantage. The home-field advantages
enjoyed by the People’s Liberation Army Navy
(PLAN) make strategic deployment of nuclear-
powered submarines critical. For example, Xiamen

City (EP9™) resides door-close (6.2 miles) to

Quemoy Island (&9 &). There’s only 175 nm (201
miles) between the Amoy Port (EF55E), part of the
PLAN’s Fujian base, and the Taichung Port (&%

&), the second largest port of Taiwan and a crucial

hub for bulk cargo shipping. Such geostrategic
factors further emphasize the role of advanced
capacities for peacetime deterrence and a potential
contingency.

In short, while Taiwan is not formally part of the

AUKUS framework, the alliance indirectly
contributes to Taiwan’s security and regional

stability in the Indo-Pacific. As Campbell described,
utilizing ~ “interchangeability” among AUKUS
members is vital for strategic deterrence and peace-
building.

Pacing challenges from the PRC have galvanized
rising demands for joint military exercises, maritime
domain awareness, and missile defense information
sharing among Indo-Pacific states. These shared
objectives further justify the regional implementation

1003 BISHOP ST. SUITE 1150, HONOLULU, HI 96813
PHONE: (808) 521-6745 FAX: (808) 599-8690 PACIFICFORUM@PACFORUM.ORG WWW.PACFORUM.ORG


https://www.taipeitimes.com/News/taiwan/archives/2024/06/25/2003819861
https://www.cisa.gov/topics/partnerships-and-collaboration/joint-cyber-defense-collaborative
https://www.armyupress.army.mil/Journals/Military-Review/English-Edition-Archives/September-October-2020/Zhang-Disinformation-Campaign/
https://www.cna.com.tw/news/aipl/202207290044.aspx
https://academic.oup.com/jogss/article/7/4/ogac016/6647447
https://www.lowyinstitute.org/publications/deterrence-alliance-power-why-aukus-submarines-matter-how-they-can-be-delivered
https://www.pacom.mil/LinkClick.aspx?fileticket=ArRfVhzA3CE%3D&portalid=55
https://features.csis.org/chinapower/china-blockade-taiwan/#:~:text=Taiwan%20is%20particularly%20reliant%20on,Million%20Tonnes%20of%20Oil%20Equivalent)
https://news.usni.org/2024/12/09/congress-says-navy-hiding-information-on-sub-pricing-in-new-defense-policy-bill
https://news.usni.org/2024/06/19/report-to-congress-on-virginia-class-submarine-program-aukus
https://www.defense.gov/News/News-Stories/Article/Article/3734934/aukus-countries-set-measured-pace-for-security-partnership/
https://www.csis.org/analysis/conversation-dr-kurt-campbell-and-admiral-michael-gilday-strategic-and-military
https://www.youtube.com/watch?v=VROyGGdEW7M
https://www.youtube.com/watch?v=VROyGGdEW7M
https://focustaiwan.tw/politics/202406190020
https://www.naval-technology.com/news/us-to-provide-advanced-technologies-for-uk-australian-aukus-ssn/
https://www.defense.gov/News/Releases/Release/Article/3918402/aukus-defence-ministers-meeting-communique/
https://www.cnas.org/publications/transcript/aukus-securing-the-indo-pacific-a-conversation-with-kurt-campbell
https://www.pacom.mil/JTF-Micronesia/Article/3410710/aukus-partners-demonstrate-advanced-capabilities-trial/
https://www.doctrine.af.mil/Portals/61/documents/AFDP_3-72/3-72-D11-NUKE-OPS-Deterrence.pdf
https://aerospace.org/sites/default/files/policy_archives/Australia%20Defence%20White%20Paper%202016.pdf
https://www.taipeitimes.com/News/front/archives/2024/04/05/2003815975
https://www.globaltimes.cn/page/202404/1310044.shtml
https://media.defense.gov/2023/Jul/28/2003270090/-1/-1/1/WAGNER_COMMENTARY.PDF
https://www.britannica.com/place/Xiamen
https://warontherocks.com/2024/02/understanding-the-deterrence-gap-in-the-taiwan-strait/
https://www.defense.gov/News/News-Stories/Article/article/3531094/us-strengthening-deterrence-in-taiwan-strait/
https://www.defense.gov/News/News-Stories/Article/article/3531094/us-strengthening-deterrence-in-taiwan-strait/
https://www.csis.org/analysis/conversation-dr-kurt-campbell-and-admiral-michael-gilday-strategic-and-military
https://www.pacom.mil/Media/News/News-Article-View/Article/2846904/china-remains-pacing-challenge-for-us-pentagon-press-secretary-says/
https://www.csis.org/analysis/how-china-could-quarantine-taiwan-mapping-out-two-possible-scenarios
https://www.csis.org/analysis/how-china-could-quarantine-taiwan-mapping-out-two-possible-scenarios
https://www.defense.gov/News/Releases/Release/Article/3764063/
https://www.defense.gov/News/Releases/Release/Article/3764063/

PacNet 10 PACIFIC FORUM - HONOLULU, HI January 31, 2025

of the AUKUS framework, contributing to peacetime
deterrence. Strategic readiness is the key, demanding
effective addressing of the prolonged deployment of
the Virginia-class submarine.

Si vis pacem, para bellum should be the policy
answer to the PRC incursion against Taiwan, the
divide-and-conquer tactics under its end of

“Subduing the enemy without fighting (RELMEA

Z ££).” Peace through strength features the AUKUS’

role in defending Taiwan, reshaping Beijing’s
strategic calculus by leveraging frontier technologies
like nuclear submarines, Al, and quantum computing.
This alliance can effectively signal an ironclad
security commitment, deterring PRC coercion and
countering cognitive warfare and diplomatic
isolation. Despite PRC propaganda, AUKUS’ multi-
domain cooperation demonstrates a united front. The
narrative was well-echoed: Taiwan’s Ministry of
Foreign Affairs has endorsed the partnership for
bolstering Indo-Pacific security, crediting value-
based peacetime coalition-building as the credible
source of deterrence.

PacNet commentaries and responses represent the
views of the respective authors. Alternative
viewpoints are always welcomed and encouraged.

1003 BISHOP ST. SUITE 1150, HONOLULU, HI 96813
PHONE: (808) 521-6745 FAX: (808) 599-8690 PACIFICFORUM@PACFORUM.ORG WWW.PACFORUM.ORG


https://mepc.org/speeches/taiwan-problem-and-chinas-strategy-resolving-it/
https://www.reaganlibrary.gov/permanent-exhibits/peace-through-strength
https://media.defense.gov/2023/Apr/24/2003205865/-1/-1/1/07-AMONSON%20%26%20EGLI_FEATURE%20IWD.PDF
https://media.defense.gov/2023/Apr/24/2003205865/-1/-1/1/07-AMONSON%20%26%20EGLI_FEATURE%20IWD.PDF
https://www.bloomberg.com/news/articles/2024-01-15/china-convinces-nauru-to-cut-ties-with-taiwan-reuters-says
https://www.bloomberg.com/news/articles/2024-01-15/china-convinces-nauru-to-cut-ties-with-taiwan-reuters-says
https://en.mofa.gov.tw/News_Content.aspx?n=1328&sms=273&s=99877

